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ABSTRACT  

With an increase in identity fraud and the emphasis on security, there is 

growing and urgent need to verify human identify efficiently. Signature and the 

handwriting verification application are used in many fields such as banking, public 

sectors. Documents and cheques verification system has triggered a real need for 

reliable, accurate and robust system. This work adopts different classification 

techniques between the local features based and the global features based of the 

signature system in addition to different fusion techniques between the outputs of the 

different classifiers and global features based to improve error rate of behavioral 

system. Main goal is to develop more accurate and robust signature verification 

system than the previous developed system with False Rejection Rate (FRR) equals 

to 5.3 and False Acceptance Rate (FAR) equals to 0. To achieve this goal, first 

multiple classification techniques are applied to the signature verification system 

which are artificial neural network, support vector machine and Pearson correlation 

and then these techniques are fused by applying two complicated fusion techniques 

which are fuzzy logic and sequential fuzzy logic and one simple fusion technique 

which is max voting. Lastly the rule-based decision is applied to specify whether the 

signature is genuine or not. Second, the improved signature verification system is 

extended with the high performance Hitachi system. This biometric based system can 

be realized in many real world and web based applications where there is a need for 

higher security and robust identification. 
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ABSTRAK 

Dengan peningkatan pemalsuan identiti dan pencerobohan sistem 

keselamatan, masyarakat kini amat memerlukan sistem yang lebih efektif untuk 

mengenalpasti identiti manusia. Kewujudan sistem pengecaman tandatangan dan 

tulisan di kebanyakan sektor seperti perbankan, sektor awam. Dokumen dan 

pengesahan cek telah mencetuskan kepentingan dalam membentuk suatu sistem yang 

lebih dipercayai, tepat dan teguh. Kerja ini mengadaptasi teknik pengelasan yang 

berbeza di antara sistem tandatangan yang berasaskan sifat lokal dan sifat global 

sebagai tambahan kepada beberapa teknik lakuran diantara hasil pengelas yang 

berbeza dan sifat global untuk menambahbaik kadar ralat sistem perlakuan. Matlamat 

utama adalah untuk membina sistem pengesahan tandatangan yang lebih tepat dan 

teguh berbanding sistem terdahulu yang dibangunkan oleh dengan FRR bersamaaan 

5.3 dan FAR bersamaan 0. Untuk mencapai matlamat ini, pertama, beberapa teknik 

pengelasan digunakan untuk sistem pengesahan tandatangan  antaranya ialah 

rangkaian neural buatan, mesin vektor buatan dan korelasi Pearson. Kemudian, hasil 

dari pengelasan ini digabungkan dengan menggunakan dua penggabungan teknik 

yang rumit iaitu logik kabur dan logik kabur berjujukan serta satu penggabungan 

teknik yang mudah iaitu undian maksimum. Di akhir proses, keaslian tandatangan 

tersebut ditentukan berdasarkan peraturan tertentu. Kemudian, sistem pengesahan 

tandatangan yang ditambahbaik itu digabungkan dengan sistem Hitachi yang 

berprestasi tinggi. Sistem berasaskan biometrik ini boleh diwujudkan dalam banyak 

dunia nyata dan aplikasi berasaskan web di mana ada keperluan untuk keselamatan 

yang lebih tinggi dan kuat pengenalan.. 
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         CHAPTER 1 

 

 

    INTRODUCTION 

 

 

1.1 Background 

  

Biometrics refers to the automatic identification of a person based on his/her 

physiological or behavioral characteristics. Thus, biometrics can be defined as the science 

and technology of measuring and statistically analyzing biological data. Physiological 

characteristics are based on measurements of data derived from direct measurement of a 

part of the human body. Fingerprints, hand geometry, and retina, iris, and facial images 

are leading physiological biometrics. Behavioral characteristics are based on an action 

taken by a person. Behavioral biometrics, in turn, are based on measurements of data 

derived from an action, and indirectly measure characteristics of the human body. 

Signatures, voice recordings (which also has a physiological component), and keystroke 

rhythms are leading behavioral biometric technologies, the terms "Biometrics" and 

"Biometry" have been used since early in the 20th century to refer to the field of 

development of statistical and mathematical methods applicable to data analysis problems 

in the biological sciences. Recently, these terms have also been used to refer to the 

emerging field of information technology devoted to automated identification of 

individuals using biological traits especially for authentication purposes. 

(www.ewh.ieee.org , 2007). 

 

Biometrics is nowadays an important area receiving continuously growing interest. 

The increasing needs for security make biometrics more and more valuable world-wide, 

http://www.ewh.ieee.org/
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and this method of identification is preferred over traditional methods involving 

passwords and PIN (Personal Identification Number) for various reasons:  

 The person to be identified is required to be physically present at the point-of-

identification. 

 Identification based on biometric techniques obviates the need to remember a 

password or carry a token. 

 

By replacing PINs, biometric techniques can potentially prevent unauthorized 

access to or fraudulent use of ATMs (Automatic Teller Machine), cellular phones, smart 

cards, desktop PCs (Personal Computer), workstations, and computer networks. PINs and 

passwords may be forgotten, and token based methods of identification like passports and 

driver's licenses may be forged, stolen, or lost. Due to these, biometric based systems of 

identification are receiving considerable interest. Various types of biometric systems are 

being used for real-time identification, for example, applying the finger print and finger 

vein techniques in laptops to log into the operating system rather than using passwords. 

 

Any of these biometric measurements can positively identify a person from among 

hundreds of others. However, biometric measurements are inherently varied because of 

the existence of background noise, signal distortion, biometric feature changes, and 

environment variations. For instance, facial biometrics can vary with changes in facial 

expressions and ambient light, and fingerprint biometrics can vary with press pressure and 

moisture. As a result, recognition based on a single biometric trait may not be sufficiently 

robust and has a limited ability to overcome spoofing. If one specifically defines an 

application, it may be possible to describe the most accurate, easiest to use, easiest to 

deploy, or cheapest biometric for that particular deployment, but no one biometric 

technology has a set of criteria which is right for all situations (Dahel, S.K.; Xiao, Q, 

2003). 

 

The following Zephyr chart as shown in Figure 1.1 is a general comparison of 

biometric technologies in terms of ease-of-use, cost, accuracy, and perceived 

intrusiveness. Symbols represent the relative capabilities of each technology; a perfect 
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biometric system would have all symbols at the periphery, while a poor biometric system 

would have symbols near the center of the Zephyr chart.  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 1.1 Zephyr analyses for different Biometric systems (International Biometric 

Group). 

 

 

In order for the biometrics to be ultra-secure such that to solve the previous 

mentioned problems and to provide more-than-average accuracy, more than one forms of 

biometric identification is required. Hence, the need arises for the use of multimodal 

biometrics. This uses a combination of different biometric recognition technologies. Many 

researchers have proposed multimodal biometric fusion as a solution to this problem.  

  

Multimodal biometric technology uses more than one biometric identifier to 

compare the identity of the person. Therefore, in the case of a system using say three 

technologies i.e. face, signature and finger vein, this multimodal biometric identifier can 

retain high threshold recognition settings. The system administrator can then decide the 

level of security that is required. For high security, they might require all three biometric 

identifiers to recognize the person but for a lower security site, only one or two of the 

Keystroke-scan 

Facial-scan 

Retina-scan 

Iris-scan Voice- scan 

Finger- scan 

Signature- scan 

Hand- scan 

   Intrusiveness  Accuracy     Cost     Effort 

Zephyr Analysis 
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three. With this methodology, the probability of accepting an impostor is greatly reduced. 

Even if one of the technologies is unable to identify, the system can still use the other to 

accurately identify the person. Multimodal technologies have been in use commercially 

since 1998 (Biometric News Portal).  

 

In the previous developed signature verification system by Fadlil 2006 at CAIRO 

center, a False Rejection Rate (FAR) equals to 5.3 and False Acceptance Rate (FAR) 

equals to 0. In this research, the focus is to replace the previous mentioned system which 

is not able to meet the desired performance requirement with more robust signature 

verification system. 

 

Many research works are on signature verification, finger vein, multimodal 

biometrics can be summarized as follows: 

 

 Offline signature verification (See and Seng, 1993; Drouhard, et al., 1996; 

Sabourin, et al., 1997; Mizukmi, et al., 1999; Justino, et al., 2000; Baltzakis 

and Papamarkos, 2001; Quek and Zhou, 2002; Fang, et al., 2002; Srihari, et 

al., 2004; Hanmandlu, et al., 2005). 

 Online signature verification (Mohankrishnan, et al., 1993; Nalwa, 1997; 

Dolfing, et al., 1998; Lejtman and George, 2001; Ohishi, et al., 2001 ; Tanabe, 

et al., 2001; Jain, et al., 2002; Silva and Freitas, 2002; Keit, et al., 2002; Yoon, 

et al., 2002; Muramatsu and Matsumoto, 2003; Qu, et al., 2003; Li, et al., 

2003; Shafiei and Rabiee, 2003; Zou, et al.,  2003; F.R.Rioja, et al., 2004 ; 

Abdul Fadlil and Marzuki, et al., 2004.a ;  José Vélez et al., 2008 ; Loris 

Nanni, et al., 2008). 

 Finger vein verification (Zhong Bo Zhang et al., 2006 ; J. Hashimoto 2006 ; 

Jian-Da Wu and Siou-Huan Ye 2008 ; Lingyu Wang et al,. 2008 ;  Mulyono, 

D.Horng Shi Jinn 2008). 

 Multimodal biometric system (Andrew L. Rukhin, Igor Malioutov 2005, Anil 

Jain, Karthik Nandakumar et al 2005, Oleg Ushmaev and Sergey Novikov, 

2006 ; Antonia Azzini, Stefania Marrara et al, 2007).  

 

http://ieeexplore.ieee.org/search/searchresult.jsp?disp=cit&queryText=%28zhongbo%20zhang%3CIN%3Eau%29&valnm=Zhongbo+Zhang&reqloc%20=others&history=yes
http://ieeexplore.ieee.org/search/searchresult.jsp?disp=cit&queryText=%28j.%20%20hashimoto%3CIN%3Eau%29&valnm=J.+Hashimoto&reqloc%20=others&history=yes
http://ieeexplore.ieee.org/search/searchresult.jsp?disp=cit&queryText=%28mulyono%20%20d.%3CIN%3Eau%29&valnm=Mulyono%2C+D.&reqloc%20=others&history=yes
http://ieeexplore.ieee.org/search/searchresult.jsp?disp=cit&queryText=%28mulyono%20%20d.%3CIN%3Eau%29&valnm=Mulyono%2C+D.&reqloc%20=others&history=yes
http://ieeexplore.ieee.org/search/searchresult.jsp?disp=cit&queryText=%28mulyono%20%20d.%3CIN%3Eau%29&valnm=Mulyono%2C+D.&reqloc%20=others&history=yes
http://www.informatik.uni-trier.de/~ley/db/indices/a-tree/m/Marrara:Stefania.html
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1.2 Motivation for Research  

 

1.2.1 Problems of Signature Verification 

 

Signature verification is designed to verify subjects based on the traits of their 

unique signature. As a result, individuals who do not sign in a consistent manner may 

have difficulty enrolling and verifying their signatures verification. During enrolment 

subjects must provide a series of signatures that are similar enough such that the system 

can locate a large percentage of the common characteristics between the enrolment 

signatures. During verification enough characteristics must remain constant to determine 

with confidence that the authorized person signed. As a result, individuals with muscular 

illnesses and people who sometimes sign with only their initials might result in a higher 

False Rejection Rate (FRR), which measures the likelihood that a system will incorrectly 

reject an authorized user. Since many users are unaccustomed to signing on a tablet, some 

digital signatures may differ to their signatures on ink and paper thus increasing the 

potential for false rejection.  

 

1.2.2 Problems of Finger Vein Verification 

  

Finger Vein verification is designed to verify individuals depending on vascular 

pattern recognition (VPR) characteristic which provides the ease of use of hand geometry 

with much improved accuracy, smaller readers and contact less use. In addition to this 

characteristic solves the problems of inconsistency and habituation that already found in 

the signature verification but also faced other problems such as, angle and location of the 

placement on the finger vein device. 
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1.3 Scopes and Objectives 

 

The scope of this thesis is to enhance the performance of the Online Signature 

Verification system which is related to inconsistencies in human behavior, by applying a 

robust validation module in which more consistent sets of signatures are enrolled. In this 

way, more consistent sets of training patterns are used to train the neural network modules 

based on the popular back-propagation algorithm and also these patterns are used to train 

the SVM (Support Vector Machine). Three fusion techniques are applied to fuse the 

scores of the different thresholds, the first technique applied two fuzzy logic modules 

sequentially, the second fusion technique implemented four fuzzy logic modules for the 

time, length, neural network and Pearson correlation then give the result after comparing 

it with the average threshold, the last technique is  max voting fusion module.  

 

The objectives of this thesis can be summarized as follows: 

 To investigate various features of signature that is able to discriminate classes 

during recognition and verification processes. 

 To investigate user-independent training and deciding methods where the same 

technique is used for all the users’ samples. 

 To investigate classifiers and fusing approaches for combining their results in 

order to improve verification rate of the system. 

 To develop a software development kit (SDK) and to prototype software 

application for an implementation of the modified approaches of the signature and 

finger vein verification systems. 

 

 

 

 

 

 



 7 

 

 

1.4 Research Methodology Adopted 

 

1.4.1 General Methodology 

 

In general, the verification system falls into two broad categories according to the 

biometric technology which is applied. One is the online signature verification system and 

the other is the finger vein system. Even for the signature verification system, the system 

splits into separate systems depending on the classification method. Figure 1.2 shows the 

three separated signature verification systems each one of them using different 

classification methods while Figure 1.3 shows the two biometric systems signature 

verification and finger vein. 

 

 

 

 

 

 

 

 

  

 

 

 

  

Figure 1.2  Signature verification systems using different classification 

methods 
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Figure 1.3  Signature verification and finger vein biometric systems. 

 

1.4.2 New Methodology Proposed 

 

The proposed method depends on the scopes and objectives which include two 

parts. Firstly, signature verification system adopts different classification methods and 

then used different fusing techniques to fuse them. The overall of the online signature 

verification system and the detail of the design system will be described in Section 3.3. 

The system comprises six modules: data acquisition, preprocessing, validation, feature 

extraction, recognition and decision. 
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Figure 1.4 Proposed signature verification system  
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1.5 Contribution of Thesis  

 

 The most important contribution of this thesis is the outcome that leads to the 

design of an online signature verification system. The contributions described in this 

thesis are as follows: 

 

 A validation module has been proposed in strict conditions such that only the 

correlated signatures are passed to create consistency of the signatures from each 

signatory. Employing the Pearson’s correlation technique to develop a method for 

signature verification. 

 A new feature selection combining global and local features for higher 

performance system. 

 Applying a different fusing method such as fuzzy logic, sequential fuzzy logic and 

max voting, to combine the scores of the previous classification methods allow to 

show better consistency and more robust output. 

 Testing the performance and the accuracy of the proposed online signature 

verification system in case of extending it to biometric system. 

 

 

1.6 Outline of this Thesis  

 

 The thesis has been divided into six chapters: 

 

 Chapter 1 introduces some background information on the biometric system, 

multimodal biometric system, and the suggested multimodal system which 

includes signature and finger vein. It also consists of the scope and objectives, 

research methodology, the contribution and layout of the thesis. 

 Chapter 2 discuses the literature review which gives the state-of-the-art methods 

used in the fields of the signature verification. The summary achievement of other 

researchers in this field is also discussed. In this chapter, classification method 

using neural network, support vector machine and Pearson correlation which also 
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includes a brief history of the techniques applied are also given. Finally multiple 

fusion techniques using majority voting and fuzzy logic are discussed.    

 Chapter 3 describes the signature verification system that has been designed. The 

validation module applied the Pearson correlation method, feature selection 

including local features and global features. Different classification methods 

SVM, neural network and Pearson correlation are applied to decide within the 

signature are forgery or genuine. Different fusion methods are used to combine the 

scores of the previous methods by applying sequential fuzzy logic, fuzzy login and 

max voting. The final fusion with the score of Hitachi’s finger vein system to 

apply the multimodal biometric system concept is described. 

 Chapter 4 describes the experimental results and the discussion for the proposed 

signature verification system. A comparison between the obtained results and the 

previous results developed by Fadlil 2006 at CAIRO centre are explained. 

 Chapter5 describes the Hitachi’s finger vein system in addition to the advantage of 

fusing the high roust Hitachi’s finger vein system with the proposed signature 

verification system.  

 Chapter 6 concludes the proposed system and summarizes what has been achieved 

in this research. Future work that could be carried on from this thesis is also 

suggested. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 




