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ABSTRACT 

Home automation recently started becoming a commodity due to the 

advancement of computer design and manufacturing, making it cheap for common 

folks. Home automation devices allow home appliances, such as television, air 

conditioner and refrigerator, to be connected to the internet; providing innovative and 

smart services to humans. Many state-of-the-art IoT is highly centralized and not 

necessarily suited for home IoT because of the difficulty of scaling, the many-to-one 

nature of traffic, and the single point of failure. Centralization also forces us to trust 

the provider of a service. As for smart home devices, it is more trivial to protect and 

secure our privacy at home, which is very private and personal. To guarantee a 

completely trusted, transparent environment, we propose a blockchain decentralized 

solution for smart homes. The advantageous features of Blockchain are 

decentralization, anonymity, and security. These can be beneficial to IoT, adding more 

security layers and relieving dependence on the central server. However, as evident 

from the operation of Bitcoin businesses, existing Blockchain cannot directly be 

applied to IoT applications expected from homes or industries because of real-time 

operation and memory consumption. Therefore, a decentralized Ethereum-based 

private home automation platform with sufficient real-time performance for home use 

is needed. In this research, the implementation of blockchain for home automation 

using Ethereum is developed as an intermediary for data exchange between home 

devices. To fit various types of device computing power, the node is configured as an 

active node and a passive node while still maintaining the decentralized 

communication between devices. Using a private blockchain, the private operation and 

data of the user are confined between user IoT devices and maintain speed. The 

developed scheme IoT operations, memory consumption and real-time operation by 

measuring one-way communication are compared to a centralized scheme made using 

MQTT protocol and is shown to be competitive in terms of speed with just 7ms slower 

in latency. However, it comes with a drawback, in which its storage memory usage 

expands for every 3-4 transactions; yet with future improvement such as routine 

storage clean-up this shortcoming can be overcome. Finally, some recommendations 

and future works are laid out to improve the performance and pave a road to guide 

future blockchain research related to home automation and IoT. 
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ABSTRAK 

Kebelakangan ini, rumah automasi semakin menjadi satu komuditi. Hal ini 

kerana kepesatan dalam reka bentuk and pembuatan komputer menjadikan ia lebih 

mampu dimiliki. Peranti rumah automasi membolehkan perkakas rumah (seperti 

televisyen, penghawa dingin dan peti sejuk), disambungkan ke Internet dan 

menyediakan perkhidmatan yang inovatif dan pintar kepada manusia. Kebanyakan 

sistem keselamatan yang canggih tertumpu kepada satu pusat (pemusatan atau 

centralized) dan tidak sesuai untuk IoT kerana kesukaran dalam pembesaran saiz, sifat 

trafik yang banyak-ke-satu dan satu pusat kegagalan. Pemusatan juga menyebabkan 

pengguna perlu untuk mempercayai pembekal perkhidmatan. Bagi peranti rumah 

pintar, adalah lebih penting untuk melindungi privasi di rumah. Untuk menjamin 

persekitaran yang telus dan boleh dipercayai sepenuhnya, kami mencadangkan 

penyelesaian desentralisasi (komunikasi terpencar atau decentralized) mengunakan 

Blockchain untuk rumah pintar. Kelebihan ciri Blockchain ialah desentralisasi, anonim 

dan keselamatan. Ini boleh memberi manfaat kepada IoT, menambahkan lebih banyak 

lapisan keselamatan dan tidak perlu bergantung pada pelayan pusat. Walau 

bagaimanapun, seperti yang terbukti daripada operasi Bitcoin, Blockchain yang sedia 

ada tidak boleh digunakan secara terus pada aplikasi IoT yang digunakan dari rumah 

atau industri kerana operasi secara lansung dan penggunaan memori. Dalam 

penyelidikan ini, Blockchain menggunakan Ethereum direka untuk pengautomatikan 

peralatan rumah sebagai medium penghantaran data antara peralatan. Untuk 

memastikan keserasian dalam operasi dalam pelbagai jenis pengkomputeran peranti 

besar dan kecil, nod ditetapkan sebagai nod aktif dan nod pasif tetapi masih 

mengekalkan komunikasi desentralisasi di antara peranti-peranti. Dengan 

menggunakan Blockchain peribadi, operasi privasi dan data pengguna dihadkan antara 

peranti IoT pengguna dan mengekalkan kelajuan pertukaran data. Operasi, 

penggunaan memori dan operasi secara langsung dibandingkan dengan skim berpusat 

yang menggunakan protokol MQTT. Skim yang direka menunjukkan hasil kompetitif 

dari segi kelajuan dengan hanya 7ms lebih perlahan. Walau bagaimanapun, skim ini 

datang dengan kelemahan iaitu penggunaan memori storan semakin berkembang 

untuk setiap 3-4 transaksi, tetapi ini boleh diatasi dengan pembersihan storan rutin. 

Akhir sekali, beberapa cadangan akan dibentangkan untuk meningkatkan prestasi dan 

membimbing penyelidikan Blockchain di masa hadapan yang berkaitan dengan sistem 

automasi rumah dan IoT. 
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CHAPTER 1  

 

 

INTRODUCTION 

1.1 Background 

Since services over the internet and cloud become versatile and inexpensive, 

the Internet of Things (IoT) seems to be widely utilized in our society and daily lives. 

Almost everything revolves around automation, data exchanges, cloud, cyber-physical 

systems, robots, Big Data, AI and semi-autonomous industrial techniques that further 

motivates the generations of research and development of IoT devices and services 

[1]. Some reports predicted that there might be up to 29 billion connected devices by 

2022 with 16 billion of are short-range devices [1]. Smart home is a part of the 

application for those short-range devices, the number of which surpassing mobile 

devices by twofold [1] Smart homes allow home appliances (such as television, air 

conditioner and refrigerator) to be connected to the internet and providing innovative 

and smart service to homes [2]. This can be interpreted as these smart devices 

automates the home task. In this thesis, the expression “home automation” is used 

interchangeably with “home IoT”. We can remotely control our home devices over the 

internet and gather information about our home directly to our smartphones. Figure 

1.1 below illustrates how communications between user devices where, a cloud service 

acts as a central communication centre to relay information between devices. Some 

IoT devices also allow direct communication with user mobile phones and computing 

devices. 
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Figure 1.1 Overview of home IoT devices [3] 

 

IoT device generates, processes, and exchanges a lot of safety-critical data and 

privacy-sensitive information, hence it is an appealing target of various cyber-attacks 

[4].  Many state-of-the-art security frameworks are highly centralized and not 

necessarily suited for IoT because of the difficulty of scaling, the many-to-one nature 

of traffic and the single point of failure [4, 5]. Centralization also forces us to trust the 

provider of a service. Sometimes, a controversial event may happen, such as the 

Facebook-Cambridge Analytica scandal where private user data is compromised [6]. 

As for smart home devices, it is strongly required to protect and secure our privacy 

within our private and personal homes[7]. In order to guarantee a completely trusted 

and transparent environment, we proposed a decentralized solution for smart homes 

using blockchain. Blockchain is a technology used in cryptocurrencies such as Bitcoin 

[8], provides an attractive technology for addressing the security and privacy 

challenges in IoT. Advantageous features of Blockchain are 1) decentralization, 2) 

anonymity and 3) security [9]. These advantages can add existing IoT applications to 

more security layers and relieving dependence on a central server. They also provide 

tampered resistance data structure by 1) timestamp, 2) data encryption and 3) 

distributed consensus furnished within blockchain technology. Also, the reduction of 

central servers reduces the maintenance cost.  
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1.2 Problem Statement 

Dependence on a centralized server or cloud can increase security risks if being 

attacked. Data in the server can be tampered and causes distrust [10]. Furthermore, 

looking at the recent trend on consumer IoT devices manufactured by large companies, 

most of these devices rely on online servers hosted by those companies [11]. This 

situation can be a severe concern for home privacy and longevity of the IoT devices. 

If data is stored on remote servers, they are vulnerable to hackers or even the 

company’s own employees to misuse the data for cybercrimes. Even third parties who 

signed off with the IoT provider can access consumer data to cause mistrust. Besides 

that, software and server support for IoT can be costly. Some IoT providers may stop 

supporting those devices, in the long run, rendering them useless and contributing to 

e-waste [12]. 

Blockchain has been proven to provide a solution for the security issues of IoT 

networks [13, 14]. In addition to that, Blockchain provides a scalable distributed ledger 

feature that requires consensus across all participating nodes. Ethereum blockchain is 

a good candidate due to its more modern approach and highly customizable. However, 

as it is evident from the operation of both Bitcoin and Ethereum, existing Ethereum 

Blockchain cannot be directly applied to IoT applications expected from homes or 

industries because of 1) power consumption, 2) real-time operation, 3) memory 

consumption, and 4) operation cost. Hence, some researchers adopted customizable 

blockchain and others developed completely new blockchain schemes for IoT uses. 

However, most schemes are targeted to be used with a public blockchain, which is 

sometimes slow and costly to maintain [4]. Another shortcoming is less privacy in 

public blockchain due to the permissionless nature of ensuring all participants can 

validate the data and come to a consensus [15]. 

The problems of the current status of home automation can be summarized as 

follows: 

1) Today’s scheme for home automation using centralized servers and public 

blockchain has a potential concern for security, privacy, performance, or cost. 
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2) Decentralized Ethereum based private home automation platform with 

sufficient real-time performance for home use is needed. 

1.3 Research Objective 

Considering these facts, in this research, an implementation of blockchain for 

home automation with privacy is developed to provide decentralized, secure, and 

private communication for home IoT devices. This implementation is made using well 

supported Ethereum-based blockchain as a core communication protocol for the IoT 

devices. In order to fit various types of device computing power, the node is configured 

as both active and passive node while still maintaining the decentralized 

communication between devices. Using a private blockchain, the private operation and 

data of the user are confined between user IoT devices and maintain speed without 

public blockchain cost. 

In summary, the objectives of this project are: 

(i) To develop a decentralized private home automation platform based on 

Ethereum blockchain as intermediary for data exchange between home 

devices. 

(ii) To evaluate the performance of the real-time operation of the developed 

low-powered home automation platform using modified blockchain 

parameters. 

1.4 Scope of Study 

This study covers the implementation of Blockchain decentralized 

communication using Ethereum and data structure design for use on low powered IoT 

devices for home automation. A private Ethereum blockchain will be implemented 

using Python3’s web3 API to replace the conventional server-host data exchange with 

peer-to-peer decentralized data exchange and device communication. This also covers 

the implementation of Ethereum Blockchain for home automation using two type of 
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node configuration which is big and small node to provide flexibility incorporating 

into low powered devices with the target performance better than industrial standard. 

1.5 Significance of Study 

The major contributions of this research are: 

• A new method of data exchange for home automation devices using 

Blockchain technology which improves on reliability 

• A modified Blockchain design with an appropriate architecture for real-

time operation use in small, inexpensive and low powered IoT devices 

in a home. 

• Application and implementation of Blockchain technology for home 

use of IoT with privacy design in mind utilizing a private blockchain.
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