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ABSTRACT

Blockchain related technology nowadays involves cryptocurrency, supply
chains, global trades, land registration, and logistics. While blockchain's unique
characteristics provides benefits such as increase transparency, integrity and security
of data that is shared across the network, employing blockchain requires very high
energy consumption due to its mining process. Mining process’s high energy
consumption was due to the Proof of work (PoW) consensus protocols on the
blockchain network which utilizing the double SHA-256 algorithm to compute the
hash of the block header. This ensures that each block of database entry that is
distributed on the network is confirmed and encrypted, increasing integrity and data
security. Most of the researches and improvement are focus on throughput and
performance on the hardware as a standalone accelerator, overlooking the importance
of power efficiency which is also one of the main factors in current industry system-
on-a-chip (SoC) design. The data dependency among loops in the double SHA-256
algorithm was one of the main aspects which leads to high energy consumption due to
the extensive calculation process for multiple loops. This paper proposing a power
efficient blockchain miner accelerator design to optimize the power consumption of
the blockchain miner accelerator from the design perspective which relates to clock
gating, high voltage and low voltage threshold (HVT & LVT) standard cell technology
library. There are 3 main intensions, first is to implement a SHA-256 baseline
architecture in ASIC with Synopsys Verilog Compiler and Simulator (VCS) for circuit
design verification and Design compiler (DC) for circuit synthesis using SAED 32nm
standard cell library as the PDK (Process Design Kit). Next is to design a double SHA-
256 accelerator using the same tools and technology and compare the two algorithms
in terms of power consumption. Last is to analyse the power consumption of double
SHA-256 accelerator with the implementation of clock gating optimization and
different voltage threshold cell (HVT & LVT) setup. Results from the research shows
that HVT synthesized circuit design with clock gating implementation for the

accelerator produced good power efficiency.
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ABSTRAK

Teknologi berkaitan rantaian blok pada masa kini melibatkan mata wang
kripto, rantaian bekalan, perdagangan global, pendaftaran tanah dan logistik.
Walaupun ciri-ciri unik blockchain memberikan faedah seperti meningkatkan
ketelusan, integriti dan keselamatan data yang dikongsi merentasi rangkaian,
menggunakan blockchain memerlukan penggunaan tenaga yang sangat tinggi kerana
proses perlombongannya. Penggunaan tenaga yang tinggi dalam proses perlombongan
melibatkan protokol konsensus bukti kerja (PoW) pada rangkaian blockchain yang
menggunakan algoritma SHA-256 berganda untuk mengira nilai hash pengepala blok.
Ini memastikan bahawa setiap blok disahkan dan disulitkan, meningkatkan integriti
dan keselamatan data. Kebanyakan penyelidikan dan penambahbaikan tertumpu pada
daya pemprosesan dan prestasi pada perkakasan sebagai pemecut kendiri,
mengabaikan kepentingan kecekapan kuasa yang juga merupakan salah satu faktor
utama dalam reka bentuk sistem-on-a-cip (SoC) industri semasa. Kebergantungan data
antara gelung dalam algoritma SHA-256 berganda merupakan salah satu aspek utama
yang membawa kepada penggunaan tenaga yang tinggi disebabkan oleh proses
pengiraan yang meluas untuk berbilang gelung. Projek ini mencadangkan reka bentuk
pemecut pelombong blok blok yang cekap kuasa untuk mengoptimumkan penggunaan
kuasa pemecut penambang blok blok dari perspektif reka bentuk yang berkaitan
dengan standard cell technology library, voltan tinggi dan ambang voltan rendah
(HVT & LVT). Terdapat 3 intensi utama, pertama adalah untuk melaksanakan seni
bina garis dasar SHA-256 dalam ASIC dengan Synopsys Verilog Compiler and
Simulator (VCS) untuk pengesahan reka bentuk litar dan Reka bentuk pengkompil
(DC) untuk sintesis litar menggunakan perpustakaan sel standard SAED 32nm sebagai
PDK (Kit Reka Bentuk Proses). Seterusnya adalah untuk mereka bentuk pemecut
SHA-256 berganda menggunakan alat dan teknologi yang sama dan membandingkan
kedua-dua algoritma dari segi penggunaan kuasa. Terakhir adalah untuk menganalisis
penggunaan kuasa pemecut SHA-256 berganda dengan pelaksanaan pengoptimuman
gating jam dan persediaan sel ambang voltan yang berbeza (HVT & LVT). Hasil
daripada penyelidikan menunjukkan bahawa reka bentuk litar sintesis HVT dengan

pelaksanaan gating jam untuk pemecut menghasilkan kecekapan kuasa yang baik.
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CHAPTER 1

INTRODUCTION

1.1  Problem Background

Blockchain utilizing a decentralized way to provide a variety of security related
benefits such as transparency, integrity and data security. Its unique characteristics
leads to its contribution on cryptocurrency, supply chains, insurance, logistics and
global trades[1]-[3].

However, appreciating the benefits of blockchain comes with a trade-off,
which is the high power and energy consumption problem. Blockchain as one type of
distributed ledgers, every block of the database that is uploaded to the network was
encrypted and secured through consensus protocols. The reason behind blockchain
decentralize network that helps to provide high data integrity level is the selection of

hashing algorithm for blockchain consensus protocols.

Consensus protocols involves the hashing computation (mining process) effort
which leads to extreme high power consumption problem. Proof of work (PoW) is
widely believed to be the consensus that provides high security level which is secure
enough for public network which utilizing double Secure Hash Algorithm 256-bit
(SHA-256) algorithm to hash every block header of a database that is uploaded to the
network. The complexity of this algorithm prevents hacker to tamper with the data that
is share across the network, guarantee data integrity and data security. The hashing
complexity utilize high calculation power provides security to the databases but at the
same time it is consuming high energy and powers, leading to its poor power

efficiency.
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Problem Statement

The problem statements of the research are:

Blockchain mining process has a very high-power consumption due to the
Proof of work (PoW) consensus protocols which utilizing the double SHA-256

algorithm to compute the hash of the block header.

There have been numerous proposed designs to increase the throughput, but

few focuses on optimizing the power consumption of the design.

Research Objective

The objectives of the research are:

To implement a SHA-256 baseline architecture in ASIC which focus on Proof

of Work consensus algorithms.

To design a double SHA-256 accelerator in ASIC which focus on Proof of
Work consensus algorithms and compare it with SHA-256 baseline

architecture in terms of power consumption.

To analyze the power consumption of double SHA-256 accelerator with the
implementation of clock gating optimization and different voltage threshold
cell (HVT & LVT) setup.
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Research Scope

The scopes of this project are:

Design implemented in this project:
a. SHA-256 baseline architecture
b. double SHA-256 accelerator

Synopsys EDA tools, with Verilog Compiler and Simulator (VCS) for circuit
design verification, Design compiler (DC) for circuit synthesis and target

library is SAED 32 nm technology.

Double SHA-256 accelerator design limits to the implementations of clock
gating optimization, along with LVT & HVT voltage threshold cell setup.

Only focus on power efficiency design improvement.

Design flow only includes circuit design verification and logic synthesis.
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