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ABSTRACT

In trusted computing architecture, security is one of crucial aspects to protect
the design against hardware or software attacks. The symmetric encryption method
works great for fast encryption of large data. Still, it doesn’t provide identity
verification. Meanwhile, the asymmetric encryption method makes sure that the data
is accessed by authorized recipient with public private key pair. However, this
verification makes the encryption process slow when implemented at scale. Work here
intends to develop and analyse the hybrid algorithms. In this study, Advanced
Encryption Standard (AES) with fixed 16 bytes of block and 128-bit key length is
chosen as symmetric cryptography algorithm. Meanwhile, Ron Rivest, Adi Shamir,
and Leonard Adleman (RSA) with 1024, 2048 and 3072-bits key length and Elliptic
Curve Cryptography (ECC) with 192, 224 and 256-bits key length with two different
curves: Brain pool and NIST SECP are chosen as asymmetric algorithms. These two
asymmetric algorithms are compared to determine which algorithms can produce a
best performance with the combination of symmetric algorithm. Cryptographic
algorithms are developed and written using Python3.8. The performance of application
is evaluated using computational time for key generation, encryption and decryption
phases with different input data set and key lengths. Overall, hybrid ECC has better
performance in key generation phase due to its smaller key sizes and hybrid RSA has
better performance in encryption and decryption due to its less complexity of
algorithm. From findings, it can be summarized that AES-256-GCM + ECC-
secpl192rl is the best combination of hybrid algorithm.
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ABSTRAK

Dalam seni bina pengkomputeran yang dipercayai, keselamatan adalah salah
satu aspek penting untuk melindungi reka bentuk daripada serangan perkakasan atau
perisian. Kaedah penyulitan simetri berfungsi dengan baik untuk penyulitan cepat data
besar. Namun, ia tidak memberikan pengesahan identiti. Sementara itu, kaedah
penyulitan asimetri memastikan bahawa data diakses oleh penerima yang diberi kuasa
dengan pasangan kunci swasta. Walau bagaimanapun, pengesahan ini menjadikan
proses enkripsi menjadi perlahan ketika dilaksanakan secara besar-besaran. Kerja di
sini bermaksud untuk mengembangkan dan menganalisis algoritma hibrid. Dalam
kajian ini, Advanced Encryption Standard (AES) dengan tetap 16 bait blok dan
panjang kunci 128-bit dipilih sebagai algoritma kriptografi simetri. Sementara itu, Ron
Rivest, Adi Shamir, dan Leonard Adleman (RSA) dengan panjang kunci 1024, 2048
dan 3072-bit dan Elliptic Curve Cryptography (ECC) dengan panjang kunci 192, 224
dan 256-bit dengan dua lengkung yang berbeza: Kolam otak dan NIST SECP dipilih
sebagai algoritma asimetri. Kedua-dua algoritma asimetri ini dibandingkan untuk
menentukan algoritma mana yang dapat menghasilkan prestasi terbaik dengan
gabungan algoritma simetri. Algoritma kriptografi dikembangkan dan ditulis
menggunakan Python3.8. Prestasi aplikasi dinilai menggunakan masa komputasi
untuk penjanaan kunci, fasa penyulitan dan penyahsulitan dengan set data input dan
panjang kunci yang berbeza. Secara keseluruhan, ECC hibrid mempunyai prestasi
yang lebih baik dalam fasa penjanaan kunci kerana saiz kunci yang lebih kecil dan
RSA hibrid mempunyai prestasi yang lebih baik dalam penyulitan dan penyahsulitan
kerana algoritma yang kurang kompleks. Dari hasil penemuan, dapat dirumuskan
bahawa AES-256-GCM + ECC-secp192rl adalah gabungan algoritma hibrid terbaik.
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CHAPTER 1

INTRODUCTION

1.1 Research Background

Cryptography is the practice of secure communication to protect the transfer
information that known only to its sender and receiver in such a way that any third-
party intercepting through the communication channel cannot extract the data.
Basically, cryptographic algorithm works in combination of alphabets and numbers
which implements to encrypt the plain text to cipher text. The strength of algorithm
and the secrecy of the key are significant to determine the security of the encrypted

data. Figure 1.1 shows the basic components of cryptosystem process.

@
Encryption key Decryption key

Plain text Cipher text Plain text
Encryption algorithm I EE— Decryption algorithm

|

Interceptor/ Attacker

Figure 1.1: Basic components of cryptosystem

The basic components of cryptosystem are:
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Plain text — Data to be protected during transmission.

Encryption key — Combination of alphabets and words to form unique
value which known to sender. The sender inputs the encryption key into
the encryption algorithm along with the plaintext to compute the

ciphertext.

Encryption algorithm — Mathematical process which consists of
cryptographic algorithm that takes plaintext and an encryption key as

input and produces a ciphertext.

Cipher text — Scrambled version of the plaintext. The ciphertext is not
guarded can be intercepted by anyone who has access to the

communication channel.

Decryption key — Combination of alphabets and words to form unique
value which known to receiver. The receiver inputs the decryption key
into the decryption algorithm along with the ciphertext to compute the

plaintext.

Decryption algorithm — Mathematical process which consists of
cryptographic algorithm that takes ciphertext and a decryption key as
input and outputs a plain text.

Interceptor — An unauthorized party who attempts to determine the

content of plain text.



There are two types of cryptography: 1) symmetric cryptography, and 2)
asymmetric cryptography. If the key is identical for encryption and decryption, this
mechanism is known as symmetric cryptography as illustrated in Figure 1.2(a).
Symmetric cryptography is a best-known scheme with the simplest kind of encryption
that involves only one shared key to encrypt and decrypt data. Both sender and receiver
have the knowledge of the shared key used in encryption and decryption. This scheme
presents the benefit of being fast and often used in cryptographic. However, the
drawback of this scheme is that all parties involved must exchange the shared key used
to encrypt the data before they can decrypt it. Example of symmetric cryptography are
Rivest Cipher 4 (RC4), Advanced Encryption Standard (AES), Data Encryption
Standard (DES), etc.
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Secret
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Plain Text
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Figure 1.2: Types of cryptography (a) Symmetric (b) Asymmetric [25]



On the other hand, if the key is different for encryption and decryption, this
mechanism is known as asymmetric cryptography as illustrated in Figure 1.2(b). For
security purpose, the encryption key is made freely available to anyone and known as
a public key, and the decryption key remains as a private key so that the receiver only
knows and has ability to decrypt the data. This scheme offers the benefit of more
scalable and high level of security as compared to symmetric cryptography because
the private key is not being shared and kept as a secret. However, the drawback of this
scheme is that the computation of algorithm becomes slower with its complicated
process than symmetric cryptography. Example of asymmetric cryptography are
Rivest, Shamir and Adleman (RSA), EI Gamal, Elliptic Curve Cryptography (ECC),

etc.

AES also known as Rijndael is a family of symmetric block cipher algorithms
and proposed by Vincent Rijmen and John Daemon in 2001. AES algorithm is a
popular symmetric algorithm because of easy implementation, fast encryption, and
decryption times. Based on the previous research, AES found to be at least size time
faster than triple DES and today, there is no significant proof of attacks have been
recorded towards AES. Ideally, AES has three different key lengths that are 128, 192
and 256-bits which determine the security level. Key length of 256-bits is recognized
as mostly secure and standard use in industry. Figure 1.3 shows the structure of AES.
It begins with key expansion and go through five main steps in each round which have
its own purposes. In general, 128, 192 and 256-bits key undergo 10, 12 and 14 rounds

for encryption and decryption, respectively.
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Figure 1.3: Structure of AES [26]

The plain text is divided into blocks of 128-bits before the key expansion step.
Key expansion requires taking the initial key to produce a series of other keys for each
round of the encryption process using computation in algorithm. Each round should
not have same key otherwise the attacker can easily crack the AES. In add round key
step, the initial key is added to the block of plain text using XOR cipher. Byte
substitution adjusts the data to a non-linear type to create confusion to the information,
and advantageous for cipher text and original plain text to be kept secret. Next, shift
row or known as diffusion process is introduced to transpose the data. By shifting the
rows, the data is moved from its original position horizontally, and increase the
complexity of data. Mix columns step has similar implementation as shift row where
it alters the data vertically. Finally, the last key generated in mixed columns will be
added with the initial key.

RSA is invented in 1977 and named after its authors which are Ron Rivest, Adi

Shamir, and Leonard Adleman. RSA algorithm is a popular asymmetric algorithm its



capability to derive security level from the difficulty of factoring large integers which
are the product of two large prime numbers. The standard RSA key lengths are 1024,
2048, 3072, 7680, and 15360-bits. 2048-bits is the common key length in practical use.
The trade of between security and speed of RSA is the longer keys provide higher
security however it consumes more computational time. Figure 1.4 shows the structure
of RSA. It is based on the mathematical of modular exponentiations. RSA flow begins
with key generation using two random prime numbers to generate public and private
key pair, then generated key pair will be stored in memory and finally perform the

encryption and decryption process.

Key generator Security

Encryvption
1024 bir

n= pxg ¥
1024 bit ! q 2048 bir

B

= Ney= L I
Pp(N) (@(N),e) .n" » _ LT . Keymemory | I'—-: P=C"modn ——
L. (p=D(g=1) l<e<@(N) exdmodp(N)=1 | | Plain text

P

Cipher text

|

I

T &l o

™ C=P'modn |
|

I

|

|

|

|

Decryvption

[
[
|
T
[
[
[
i
[
[
[

Plain text

Side artack

Figure 1.4: Structure of RSA [27]

ECC is discovered in 1985 by Victor Miller of IBM and Neil Koblitz. ECC is
recognized as modern successor of the RSA cryptography because it uses smaller keys
and signatures than RSA algorithm with the same security level and provides very fast
encryption and decryption. For example, 256-bits ECC key provides about the same
security as a 3072-bits RSA key. Figure 1.5 shows the general elliptical curve of ECC.
ECC uses the projective property of elliptical curves to select random points in ECC
key generation. It has a great trapdoor function because it is not easy to determine the
curve parameters even the attacker knows the starting and ending points. To point out,
this is the best mechanism introduced in ECC to protect the private key. The ECC
standard key lengths are 192, 224, 256, 384 and 512-bits.
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