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Abstract: Crowdsensing is a participatory sensing service where a server analyzes sensing data gathered from multi-
ple users’ devices. In crowdsensing, user’s anonymity is desired, since the server collects their sensitive data including
GPS locations and moving path. However, the anonymous submission may compromise the sensing data trust, be-
cause users may submit inappropriate data without being traced. Therefore, ARTSense (Oscar et al., Infocom 2013)
has been proposed to achieve both anonymity and trust in crowdsensing. The trust of sensing data is assessed from
the sensed environment, similarity check, and user reputation, which is anonymously managed on the feedback of
the data trust assessment. However, in ARTSense, the user needs to wait a random time after the submission phase
before requesting the reputation update, which causes communication delay. Hence, an efficient anonymous reputation
system for crowdsensing is proposed to be integrated with the trust assessment of ARTSense. In the proposed system,
the reputation update is anonymously completed because each user manages his/her reputation on the user side instead
of the server. The validity of the reputation is ensured by a certificate and anonymously checked by zero-knowledge
proofs. As a result, communication rounds are also reduced. Therefore, the proposed system achieves better efficiency

without delay.
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1. Introduction

1.1 Background

In recent years, crowdsensing [1] has been paid attention to and
researched, due to the spread of sensor-integrated mobile smart
devices such as smartphones, wearable devices, and in-vehicle
devices. In crowdsensing (or known as participatory sensing),
a server gathers and analyzes sensing data from lots of mobile
devices. The example applications include monitoring real-time
traffic patterns and pollution at the city level. The flow of a crowd-
sensing model starts with the user’s registration to the server in
the service provider. Then, a user voluntarily moves with a mo-
bile device while sensing, and submits the sensing data to the
server together with the GPS location. The server gathers the
sensing data from lots of users to mine meaningful results for the
applications.

In crowdsensing, the user’s GPS locations are frequently sub-
mitted to the server. This concerns the user’s privacy since the
user’s movement is tracked and recorded by the server. Therefore,
in crowdsensing, the anonymity of users is desired to preserve the
user’s privacy, as in Refs. [2], [3], [4]. However, if the user could
submit the sensing data anonymously, the service is vulnerable to
a malicious user that gives inappropriate sensing data. Hence, it
is needed that both anonymity and trust are satisfied.
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1.2 Previous works

As the system to achieve both anonymity and trust for crowd
sensing, ARTSense [5] was proposed. The name indicates the ob-
jective of the system, which is Anonymity, Reputation, and Trust
in a participatory sensing. ARTSense consists of two compo-
nents: Trust assessment for sensing data and an anonymous rep-
utation system. The former provides the trust of sensing data,
and the latter manages the reputation of users. In the trust as-
sessment, the trust of submitted sensing data is evaluated by the
server, based on the sensed location, time, and environment to-
gether with the user’s reputation level and the similarity to the
other users’ sensed data for the same sensing task. In the reputa-
tion system, the reputation value is anonymously managed by the
server, and it is given feedback based on the trust of the sensing
data.

In the reputation system of ARTSense, to achieve the
anonymity and unlinkability (i.e., infeasibility to decide the same-
ness of users in any two data submissions), a blind signature is
used, as follows. Before the data submission, the user obtains
a certificate certifying the reputation level (i.e., a rough estimate
of the user’s reputation value). In the sensing data submission,
a blinded certificate without revealing the user’s ID is also sent
to show the reputation level. The server calculates the feedback
value based on the trust assessment and returns the feedback cer-
tificate to the user. After that, the user re-sends the server an
unblinded reputation certificate with the user’s ID and the feed-
back certificate, and the server updates the user’s reputation in the
reputation database.

However, we can observe that the reputation system in ART-
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Sense has an efficiency problem as follows. After the data sub-
mission, the user must wait a random period to re-send the un-
blinded reputation certificate and the feedback certificate. If the
user quickly re-sends them, the server can link the data submis-
sion to the same user’s re-sending, since the number of submis-
sions are insufficient to keep the anonymity. This implies link-
ing the data submission to the user’s ID, which compromises the
anonymity. However, the waiting causes a communication delay.

1.3 Our Contributions

In this paper *!, we propose an efficient anonymous reputation
system for crowdsensing, which can be integrated into the trust
assessment in ARTSense. The proposed system is based on the
anonymous reputation system in Ref. [7] for P2P services such as
marketplaces and adjusted to the crowdsensing. In the P2P sys-
tem, the user’s reputations are not kept in the server’s database,
and thus the user’s ID is not needed in the protocols between the
server and the user. The user’s reputation is signed by the server
as a certificate and issued to the user, where an integer range in-
cluding the reputation value, which corresponds to the reputation
level, is anonymously verified through a zero-knowledge proof
of knowledge. Then, the reputation certificate can be updated to
reflect the feedback value without revealing the reputation value.
The P2P system has a complex model and mechanism to address
the P2P environment. Thus, in this paper, the model and the con-
struction of the previous P2P system are simplified to adjust the
crowdsensing environment. In the proposed system, during the
sensing data submission phase, the user’s reputation and certifi-
cate can be updated. This means that the user does not need to
wait to complete the whole process to submit a sensing data. Fur-
thermore, this results in the reduction of the number of commu-
nication rounds. Thus, the proposed system achieves the better
efficiency with no delay. On the other hand, the proposed system
has a limitation that the interactions between the server and users
are executed sequentially (i.e., not concurrently), as explained in
Section 5.1 and Section 8, although the other functions are the
same as ARTSense. One of our future works is to solve this prob-
lem.

1.4 Related Works

Here, we show other works related to the anonymous reputa-
tion system.

In Ref. [8], an anonymous reputation system is proposed to pre-
vent the misbehaving of peer users, using an anonymous e-cash
system. The reputation system model used in this work is similar
to Ref. [7], which is a P2P model. The peer users anonymously
award reputation points to the other peer user through e-coins
which are issued by a trusted bank. Then, the ratee can deposit
the e-coins to the bank, where the bank manages the database of
each user and the reputations. In the deposit, to achieve the un-
linkability of the ratee, the blind signature is used in the similar
way to ARTSense. This causes the communication delay which
is the same as ARTSense.

*I A preliminary version of this paper was presented at 2019 Seventh Inter-
national Symposium on Computing and Networking Workshops (CAN-

DARW) [6].
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Meanwhile, in Refs. [9], [10], [11], anonymous reputation sys-
tems are proposed for a product review, where users rate each
product or item that was purchased previously. Each user reg-
isters with the System Manager, and then the user can send an
anonymous signature for rating a purchased product. To prevent
an anonymous user from rating a product multiple times, this sig-
nature is linkable for rating the same product. However, these
systems are not suitable for measuring an anonymous user’s rep-
utation in crowdsensing, which is the target of this paper. This is
because the systems in Refs. [9], [10], [11] the anonymity (and
unlinkability w.r.t. ratings for different products) of raters, but
the ratees (products or items in the setting of the product review)
are not anonymous and unlinkable. The goal of our system (and
ARTSense) measures the ratee’ reputation with keeping the un-
linkability of ratees.

The anonymity, unlinkability, and unforgeability properties of
anonymous reputation systems are similar to group signature
schemes. In the proposed system, BBS+ signatures are used as a
certificate. The BBS+ signature is introduced by Boneh, Boyen
and Shacham, which was originally used in the group signature
scheme [12]. The BBS+ signature allows the owner to prove the
knowledge of signed messages by the zero-knowledge proofs.
In the original group signatures, to a group member, the BBS+
signature is issued as the membership certificate from the group
manager. The user’s secret is signed in the membership certifi-
cate, and the group signature proves the secret and certificate,
which ensures the membership to the group. On the other hand,
in the proposed system, the BBS+ signature is used for ensur-
ing the accumulated reputation value. Namely, in addition to the
user’s secret, the accumulated reputation value is signed by the
BBS+ signature. In each Show protocol, the owner can anony-
mously prove the knowledge (in fact, the integer range) of the
reputation value to the crowdsensing server. In addition, in each
Show protocol, the certificate for a new reputation value reflect-
ing the user’s current sensing activity is re-issued by the server.
Thus, how to use BBS+ signatures is different from the original
group signature scheme [12] and is novel.

2. Preliminaries

2.1 Bilinear Maps
In this paper, we utilize the bilinear groups with a bilinear map.
(1) Gy, G, and Gy are multiplicative cyclic groups of prime or-
der p. Here, we adopt the asymmetric setting where G, #
Gz.
(2) g € Gy and h € G, are randomly chosen generators.
(3) eisan efficiently computable bilinear map, e : G;xXG, — Gr
with the following properties:
e Bilinearity: for all u € G; and v € G, and a,b €
Z, e(u®,v*) = e(u, v)®.
e Non-degeneracy: e(g,h) # lg, where lg, is an identity
element of Gy.

2.2 Assumptions

The security of our system is based on the ¢g-SDH assump-
tion [13] for BB signatures [13] and BBS+ signatures [12].
Definition 1 (¢-SDH assumption). For all PPT algorithm A, the
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probability
PrAw, v,0%...,0 ") = (b, Y A b € Z,]

is negligible, where u € G, v €g G, and a €g Z,,.

2.3 BB signatures

We use the BB signature scheme proposed in Ref. [13]. In this
system, a message and the signature can be proved in the zero-
knowledge by the following PoK.

The algorithms are described as follows.

e BB-Setup: Select bilinear groups Gy, G,, Gy with a prime
order p and a bilinear map e. Then, select g & G, and
hl G,

e BB-KeyGen: Choose y & Z, and let w = h?. The public
key is pk = w and the secret key is sk = 7.

e BB-Sign: Given a message m € Z,,, compute A = gh/m .

e BB-Verify: Given a message m and a signature A, check if
e(A, wh™) = e(g, h).

As the security, the existential unforgeability of BB signatures
against the weakly chosen message attack are proved in Ref. [13]
under the g-SDH assumption. In the weakly chosen message at-
tack model, the adversary is required to query all signatures for
messages chosen by the adversary before seeing the signer’s pub-
lic key. Consider the following Gameycya between an adversary
and a challenger.

Query: The adversary sends to the challenger a list of messages
my,...,my, €7Z,.

Response: The challenger uses BB-KeyGen to generate
(pk, sk) and uses BB-Sign to generate the signature A; for

every miy,...,my,.

s

The challenger then runs the adversary
with pk and signatures (A4, ...,Ay,).

Output: Eventually, the adversary outputs a pair (m*, A*) and
wins if a signature on m* is not from the list returned by the
challenger, and BB-Verify on pk,m*, A* is valid.

i The digital signature is existentially unforgeable against weakly

chosen message attacks if, for all PPT adversaries, the probability

that the adversary wins Gameycwma is negligible.

2.4 BBS+ signatures

The BBS+ signature is an extension from the BB signature
to sign a block of multiple messages, which is informally intro-
duced in Ref. [12]. Moreover, the concrete construction is shown
in Refs. [15], [16].

The algorithms of the BBS+ signature on a block of L mes-

sages are as follows.

e BBS+-Setup: Select bilinear groups Gy, G,, Gy with a
prime order p and a bilinear map e. Then, select
GoG1s- e giel & Gy and b & Gy

o BBS+-KeyGen: Choose y & Z, and letw = h”. The public
key is pk = w and the secret key is sk = 7.

e BBS+-Sign: Given a vector M of messages
(my,...,my) € ZE choose n,{, & Z,, and compute
A =(g9g,dy" ... gy DV, Let the signature o = (A, 7, ).

e BBS+-Verify: For the signature o = (A,n,{) and
(my,...,myp), check if e(A, wh') = e(ggfg;'” cegitt by,
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As the security, the existential unforgeability of BBS+ sig-
natures against an adaptively chosen message attack is proved
in Ref. [16] under the g-SDH assumption. The attack model is
stronger than the above weakly chosen message attack. Consider
the following Gamecya between an adversary and a challenger.
Setup: The challenger generates keypair (pk, sk) using BBS+-

KeyGen and runs the adversary with pk.

Queries: The adversary can adaptively choose g, messages
m; = (my,...,my) € ZIL,, and request the signatures. Then,
the challenger responds with the signature o-; using BBS+-
Sign.

Output: Finally, the adversary outputs a pair (m*, o) and wins
if (m*, o) is not any of (m;, o7y), ..., (m,,, 07y, ), and BBS+-
Verify on pk,m*, o is valid.

The digital signature is existentially unforgeable against adap-
tively chosen message attacks if, for all PPT adversaries, the
probability that the adversary wins in Gamecya is negligible.

2.5 Commitments
We utilize a variant of Pedersen commitment to commit multi-
. R
ple messages. In advance, public parameters gi,..., g1 — Gy

are set up. The commitment ¢ to m = (my,...,my;) € Z, with
a randomness r < Z, is computed as ¢ = gjgy" ---g;%,. To
open the commitment, m = (my,...,m;) and r are revealed to
verify that ¢ is indeed the commitment. The Pedersen commit-
ment is (information-theoretically) perfect hiding, and is com-
putationally binding under the discrete logarithm assumption,
which is implied by the g-SDH assumption. Perfect hiding means
that for all adversaries, the adversary is given a commitment
of either m; or m, and cannot guess which is given. Compu-
tationally binding means that for all PPT adversaries, the ad-

versary cannot compute (my,...,m,r) and (m},...,m, 1) s.t.
romy me A ’ ’
9195 - Ges1 =919, -Gy and (my, ... omy) # (m),...,m)

with a non-negligible probability.

2.6 Proof of Knowledge (PoK)

We use the Proof of Knowledge (PoK) on reputations, which
is known as X-protocol [18]. In this paper, the following PoK on
G, and Gy are used, which are shown in Refs. [16], [17].

e PoK of representation: A PoK proving the knowledge of a

representation of C € G, to the bases g;,¢g2,...,9: € Gy is
denoted as:

PoK{(x1,...,x): C =g} - g}

This can also be constructed on group Gr.

e PoK of representation with equal parts: A PoK proving
the knowledge of representations of C,C’ € G; to the bases
gi,92,---,9: € Gy, where the representations include equal
values as parts, is denoted as:

. it Xju ’ Wi i
PoK{(xi,....x) 1 C=g;" -og," NC" =g, g, "},

u

where indices iy,...,0,1),...,0, € {l,...,u} refer to
the bases gi,...,9, and indices ji,..., ju, J1,---sJy €
{1,...,u} refer to the secrets xi,...,x, (the indices are

known by the verifier). By this PoK, the sameness of secrets
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such as x;, = x; can be proved. This PoK can be extended
for different groups G; and Gy with the same order p, such
as:

PoK -C = i N C’_I’lx,.;"'h'“
oK{(xy, ..., xy) —g,'] g,'u A = Ry b

1 u’

,gu € Gy and C’,]’ll,...,hu e Gr.
The underlying interactive PoK consists of three moves be-

where C, g, ...

tween the prover and the verifier. At first, the prover sends the
verifier an initial message. Then, the verifier returns a random
challenge, and the prover sends the verifier the response mes-
sage, where the verifier checks the correctness of the response.
Using Fiat-Shamir heuristic, the protocol is transformed into non-
interactive, where the challenge is generated by a hash function
on the initial message. The non-interactive PoK satisfies the sim-
ulatability and the extractability in the random oracle model.

e Simulatability: Given the public parameters, it is able
to simulate a transcript of the protocol without the secret
knowledge of the prover.

e Extractability: Given two accepting transcripts for the same
proved relation where the initial messages are the same but
the challenges are distinct, we can compute the proved secret
knowledge. Thus, by rewinding the prover, we can extract
the knowledge (As explained in Section 5.1, the rewinding
needs the sequential executions of protocols).

3. Previous System

This section reviews the previous system, ARTSense [5].

3.1 Overview of ARTSense

In the crowdsensing, users with mobile devices and a server
participate, where each mobile user submits sensing data to the
server. To make the crowdsensing service reliable, ARTSense
mainly consists of two components: Trust assessment for sens-
ing data and anonymous reputation system. The former evaluates
the trust of sensing data, and the latter manages the reputation of
users. The flow of ARTSense is shown in Fig. 1. When a user’s
device senses a data, the user sends it to the server anonymously.
The data includes the user’s reputation certificates showing the
user’s reputation level, the blinded user ID, and the context of
sensing data. Upon receiving the data and the reputation level,
the server assesses the trustworthiness of data in the trust assess-

Trust Assessment

Assess the data
trustworthy

Feedback

Send data

anonymously
[ ]
®

User Server 2222 a7
Anonymous Reputation System

User
Reputation

aaaaa 18

Update user reputation
anonymously

Fig. 1 Overview of ARTSense.
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ment. Additionally, a feedback value is generated and the feed-
back is returned to the user to update the user’s reputation.

The reputation (and the reputation level) in ARTSense are as
follows.

Definition 2. Trust of sensing data is a value which is the proba-
bility of the sensing data being correct, which is evaluated by the
server.

Definition 3. Reputation of user is an integer value accumulated
from feedback values. The feedback is calculated by the server
simultaneously when the trust of sensing data is evaluated.
Definition 4. Reputation level of user is a discrete approximation
of the user’s concrete reputation value. It is used by the user to
demonstrate his/her reputation to the server without revealing the
accurate reputation value.

Aside from the ARTSense, the idea of reputation level has been
used in anonymous reputation systems, for example in [8], where
users with a slightly difference in reputation values are grouped
in a reputation level. This is why the server can not associate a
concrete reputation value to any specific user, while the server
can only grasp the approximation value of the user reputation. In
our work, the reputation values are split into integer ranges and
the ranges are numbered by ¢ € [1, L]. The {-th range of the repu-
tation values shows reputation level £. The user shows reputation
level ¢ instead of using the reputation value directly.

3.2 Trust Assessment

The trust assessment of ARTSense is as follows. When the user
submits the sensing data, the server also obtains the reputation
level £, which is an integer that approximately describes the user’s
latest reputation rep,_;. Then, from the location, time, and envi-
ronment information included in the sensing data submission, and
the reputation level, the server calculates the base trust 7. Be-
sides, based on the similarity between the submitted data and the
other users’ sensing reports in the same sensing task, the server
calculates the similarity factor sim. Thus, the server can calcu-
late the final trust of the submitted data as T, = T,(1 + sim).
Furthermore, from trust 7y and the reputation level £, the server
calculates the feedback Arep, to the reputation rep,_;, where the
feedback is used in the following reputation system.

3.3 Anonymous Reputation System

The functionality of the anonymous reputation system which
can be integrated to the trust assessment in ARTSense is as fol-
lows. In each user’s data submission, the server is given the rep-
utation level for the user’s reputation from the user. The repu-
tation level is input to the trust assessment, which generates the
feedback value. Then, in the anonymous reputation system, the
server updates the user’s reputation by the feedback value. For
the anonymous reputation system, the paper [5] considers the pri-
vacy and soundness as security. The privacy means that the sens-
ing report does not contain any information on the user’s ID, and
multiple sensing reports from the same user are not linkable. The
soundness means that the user cannot control the reputation of
the user (only the server can determine the reputation based on
the past behaviors), and the user cannot lie on the reputation level
of a rough reputation value.
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The construction of the anonymous reputation system in ART-
Sense is as follows. In this system, the server maintains the rep-
utation database of each user’s reputation which is linked to the
user ID.

(1) Issue of Reputation Certificate: This phase is executed
before submitting the sensing data. In this phase, the user
sends his/her ID U; and the task ID 71D for this sensing
task to the server. Using U,, the server obtains the repu-
tation level ¢ of the user’s reputation rep,_; from the repu-
tation database. Then, the server generates two certificates
Sig(Ut|ITID) and Sig({|T1D), where S ig is the digital sig-
nature function by the server’s secret key. The server sends
the certificates to the user.

(2) Construction of Blind ID: In this phase, for Sig(U;|(|T1D),
the user executes blinding in a blind signature scheme (In
[5], the blind RSA signature is used) to obtain the blind ID
BID. After this phase, the user submits the sensing data to-
gether with BID and S ig({|T1D) to the server.

(3) Generation of Reputation Feedback Coupon: After
the trust assessment for the submitted data, the server
generates the feedback Arep, to the reputation. Then,
the server generates the reputation feedback coupon as
Sig(BID)|S ig(Enc(Arep,)|Sig(€|T1D)), where Enc is the
encryption with the server’s public key, and sends the coupon
to the user.

(4) Unblinding Coupon: The user removes the blinding
factor from the sent Sig(BID) to obtain Sig(Sig(U;|¢|T1D))
by the unblinding process of the blind signature. Af-
ter the user waits a random period, the user sends
Sig(Sig(U|0T1D))|S ig(Enc(Arep,)|Sig((|TID)) to the
server.

(5) Redemption of Coupon: The server checks the validity of
signatures and the encryption. If these are valid, in the entry
of U; in the reputation database, the server updates the user’s
reputation rep,_; to rep, based on feedback Arep;.

3.4 Problems in Anonymous Reputation System

In the previous anonymous reputation system of ARTSense [5],
the server manages the reputation of each user in the server’s
database. In this system, the anonymity of the sensing data sub-
mission is realized using a blind signature, as follows. The user
sends a blinded signature B/D which does not reveal U; and TID.
Then, the server sends the reputation feedback coupon to ensure
the correspondence between blinded Sig(U;|(|TID) and Arep;.
Finally, the server can correctly update the reputation of U; by
Arep,. Due to the blinding process, the communication round
of the data submission and feedback coupon response is unlink-
able to the communication round of sending an unblinded coupon
(with the user ID) and the redemption, which leads the anonymity.

To achieve sufficient unlinkability between the rounds, the user
must wait a random period to send the unblinded coupon. If the
user quickly sends the unblinded coupon, the server can link the
two rounds by the same user, which weakens the anonymity, since
the number of submissions are insufficient. However, the waiting
causes the communication delay. Another problem is that the
server may link the two rounds of the same user by the value of
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the feedback Arep,. In the ARTSense paper [5], the authors sug-
gest the variation of the feedback values is very small such as 5
to avoid this linking. Nevertheless, this may reduce the flexibility
of the feedback.

4. Our Approach to Efficient Anonymous Rep-
utation System

In this paper, we propose an efficient anonymous reputation
system for crowdsensing, to which the trust assessment of ART-
Sense is combined. Our approach is to extend the model of the
anonymous reputation system in Ref. [7] for P2P services such
as market places and adjust it to the crowdsensing. In the P2P
anonymous reputation system, a user (ratee) is rated by another
user (rater), and additionally, a semi-honest server participates.
In this system, using Register protocol, a user who will be a ra-
tee registers with the server in advance, and the user is issued
a certificate. The certificate ensures the user’s reputation that
is accumulated from past ratings. Using Show protocol, a user
can anonymously prove his/her reputation to other users, where
only the integer range including the reputation value is revealed
to show the trust of the user. After a P2P interaction between
the ratee user and a rater user, the server is given a rating from
the rater. Finally, using Update protocol, the server issues the
ratee an updated certificate of the reputation summed up by the
new rating. The characteristic of this system is that the server
does not manage the database of the reputation of each user. In-
stead, the reputation is managed in each user side. This is why
the server does not need the user’s ID. To prevent the ratee from
maliciously modify the reputation, the reputation is certified by
the certificate issued from the server. Furthermore, to achieve the
anonymity, the update process of the certificate becomes blind,
i.e., the reputation value is kept secret for the server in the cer-
tificate generation. The advantage of this system is that after the
ratee is rated, the certificate is updated with no delay. By bring-
ing this approach to crowdsensing, we can achieve an efficient
reputation-update process with no delay and less number of com-
munication rounds.

However, this previous anonymous reputation system targets
P2P services. In such services, before the P2P interaction, a ratee
shows his reputation (range). Then, after the P2P interaction, the
ratee is rated, and the user’s certificate is updated based on the
new rating. Commonly, before the rating, the ratee wants to show
his/her reputation for another interaction. On the other hand, af-
ter the rating, the certificate should be updated to reflect the new
rating even if it is a negative rating, but a malicious user may try
to show the previous reputation to discard the current negative
rating. Thus, this reputation system has a mechanism to prevent
the user from discarding the negative rating, as follows. Show
protocol correspondent to a P2P interaction is indexed by inte-
ger i, which is included in the certificate. In Show protocol, it is
checked whether the interactions for all indexes i are not rated in
an anonymous way. After the i-th interaction is rated, the index
i is removed from the certificate. This is why the ratee cannot
discard any negative rating.

We adapt this previous P2P system to the crowdsensing envi-
ronment. The crowdsensing is a simple client-server model, i.e.,
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a central crowd sensing server communicates to each mobile user.
In addition, in the model of ARTSense, the server can decide the
rating (feedback) during the phase where the sensing data is sub-
mitted. This is why we can combine Update and Show protocol
into a single protocol called Show. In Show protocol of our sys-
tem, the user shows the reputation range (level), and the certifi-
cate is updated by the feedback based on the trust assessment in
ARTSense.

In this model, since the certificate is compulsorily updated by
the server, we do not need to counter the user’s discarding the
negative rating. Thus, the mechanism to counter it can be re-
moved, and thus the reputation system can be simplified and be-
come more efficient.

5. Model of Proposed System

ARTSense [5] informally shows the security requirements (pri-
vacy and soundness as shown in Section 3.3) of the anonymous
reputation system, and does not define the formal security model.
Therefore, we formally define the security model of an anony-
mous reputation system in this section.

5.1 Syntax

The proposed anonymous reputation system consists of the fol-
lowing algorithm and protocols. The participants of this system
are the server and the users with mobile devices for the crowd-
sensing.

e Setup: This is an algorithm for the server. The inputs are the
security parameter A and number of reputation levels L. The
algorithm generates the server’s public key spk and secret
key ssk, and initializes the set SSet that keeps the session
tags for used one-time reputation certificates.

e Register: This is an interactive protocol between a user and
the server, where the user is registered with the server. The
common input is spk and the server’s input is ssk. The
user’s output of this protocol is cert, that is the user’s initial
one-time reputation certificate certifying the initial reputa-
tion repy = 0.

e Show: This is an interactive protocol between the user and
the server, where the user convinces the server of his/her rep-
utation level (the integer range in which the reputation is in-
cluded) and the reputation is updated. The common input
are spk, the reputation level ¢, and feedback Arep,, which
is derived from the assessment for the sensing report and
the reputation level (cf. Section 3.3). The user’s input is his
latest cert,—; certifying the reputation rep,_;. The server’s
input is SSet. If the server judges that rep,_; is not included
in the integer range of £, the user is rejected. Otherwise,
the user’s output is one-time fresh reputation certificate cert,
certifying the updated reputation rep, added by the feedback
Arep,. The server’s output is the updated SSet. Set SSet
consists of session tags included in the past used certificates
to detect the double use of a certificate. If the double use is
detected, this protocol is aborted.

We assume the interactions between the server and users are
executed sequentially (i.e., not concurrently). Namely, while the
server executes a Register protocol or a Show protocol with a
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user, the server does not execute another Register protocol or
another Show protocol with a user concurrently. After a Regis-
ter/Show protocol finishes, the server can start the next Regis-
ter/Show protocol. This limitation is caused by the used PoK
which needs rewinding for extracting the secrets, and is also in-
troduced in the group signature setting [20]. As a result, the over-
all processing time depends on the number of active users. But,
as mentioned in Ref. [20], this limitation may be solved using an
extractable commitment. The application of the extractable com-
mitment to our approach is our future work.

In this model, for each sensing data submission, only Show
protocol is executed, where any delay is not needed.

5.2 Security Model

At first, we informally describe the security requirement,
which consists of the misauthentication resistance and the
anonymity, which are the same as in an anonymous reputation
system in ARTSense. The misauthentication resistance means
that a user cannot maliciously accumulate the reputation value
and cannot prove an inappropriate range. The anonymity means
that any information to guess who is the communicating user is
not leaked beyond the sequence of transactions with the inputs
(i.e., the reputation level £ and the feedback Arep; in Show).

Formally, we adopt the simulation-based definition of secu-
rity, which is derived from Ref. [21] for the blacklistable anony-
mous credential system PEREA (This model is also adopted in
Refs. [22], [23]). The model of Ref. [21] is based on real world
and ideal world. In the real world, multiple players (users and
a server in our setting) participate, and communicate via cryp-
tographic protocols. Furthermore, there is an adversary A that
controls dishonest players. Furthermore, there is an environment
& that provides inputs to players, instructs them to do each trans-
action in the system, and receives their outputs. & also interacts
with A. In the ideal world, the same players participate and there
is A controling dishonest players, but the communication is not
direct, but via a trusted party 7~ handling the communication be-
tween players, where 7~ achieves the functionalities instead of the
cryptographic protocols. The environment & also provides inputs
to players, instructs them to do each transaction in the system,
and receives their outputs. & also interacts with A.

The real world and ideal world for the proposed system sup-
port the following transactions. In this model, honest and dishon-
est players are fixed in advance. All communications with 7~ are
not anonymous. It is also assumed that communication between
honest parties is not viewed by the real-world adversary and that
when the real-world adversary receives a message, it does not
know the origin of the message. In each world, all transactions
are scheduled according to &’s wishes, where Setup transaction
is initially invoked once.

e Setup:

— Real world: The server runs Setup algorithm to generate

spk, ssk. spk is available to all players in the system.

— Ideal world: The trusted party 7 initializes database D
with entries (i, sum;) of a user’s ID and the user’s reputation
sum.

e Register(tid, 7): On a unique transaction ID tid, & instructs
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user i to register with the server. This transaction is not
anonymous.

— Real world: User i sends Register request to the server,
who responds accept/reject, as follows. If user i has ex-
ecuted Register transaction in the past, the honest server
rejects this request by sending reject. Otherwise, the server
sends accept to the user, and they execute Register pro-
tocol. User i and the server individually output the out-
come of this transaction (tid, success/failure), indicating
whether this transaction is correctly finished, to &.

— Ideal world: User i sends Register request to 7. 7 for-
wards the request to the server. 7 also checks if user i
has executed Register transaction in the past, and the result
is notified to the server. The server returns accept/reject
to 7, which is forwarded to the user. 7 initializes the
entry (i,sum;) of O, where sum; = 0. User i and the
server individually output the outcome of this transaction
(tid, success/failure) to &.

e Show(tid, 7): On a unique transaction ID tid, & instructs user

i to the following process of Show to the server.

— Real world: User i sends Show request together with
the reputation level £ and feedback Arep, to the server.
Then, the user conducts Show protocol on ¢, Arep, with
the server. User i/ and the server individually output the
outcome of this transaction (tid, success/failure) to &.

— Ideal world: User i sends Show request together with the
reputation level £ and feedback Arep, to 7, which are for-
warded to the server. Then, 7 finds the entry (i, sum;) of
D, and checks if sum; is included in the integer range of
the reputation level £. The result is sent to the server. The
server returns accept/reject to 7, which is forwarded to
user i. If the server returns accept, 7 updates the entry
(i, sum;) of D, where sum; = sum; + Arep,. User i and the
server individually output the outcome of this transaction
(tid, success/failure) to &.

Then, as well as Ref.[21], the security is defined as follows.

The proposed system is secure, if for every real-world PPT ad-
versary (A, every PPT environment &, there is an ideal-world ad-
versary S which is a PPT simulator with black-box access to A,
& cannot tell whether it is running in the real world with A and it
is running in the ideal world with S.
Definition S. Let A be a security parameter. Let Realg #(1)
(resp., Idealg s(1)) be the probability that & outputs 1 when in
the real world (resp., ideal world) with adversary A (resp., ad-
versary S with black-box access to A). The proposed system is
secure if for all PPT algorithms &, A, there exists a PPT algo-
rithm S s.t. |Realg (1) — Idealg s(2)| is negligible.

As mentioned in Ref.[21], this definition captures both the
misauthentication resistance and the anonymity. In the case that
an adversary controls a subset of users but does not control the
server, for the honest server, the misauthentication, i.e., a user ma-
liciously accumulates the reputation value and proves an inappro-
priate range, should be protected. In this definition, 7~ correctly
calculates the user’s reputation value and checks the range in the
ideal world, and thus the indistinguishability between the ideal
world and the real world implies that the adversary-controlled
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user cannot succeed the misauthentication in the real world. On
the other hand, in the case that an adversary controls a subset
of users and the server, the anonymity of honest users to the
adversary-controlled server should be protected. In this defini-
tion, due to 7 ’s forwarding, the adversary cannot know any in-
formation beyond the sequence of transactions with the inputs
in the ideal world, and thus the indistinguishability between the
ideal world and the real world implies the anonymity in the real
world.

6. Proposed Reputation System for Crowd-
sensing

6.1 Outline of Proposed System

Before describing the construction of the proposed system, we
show the outline, and mention the difference from the underlying
system.

e Setup: In this algorithm, the server generates key pairs of
BB signatures and BBS+ signatures. Then, the server com-
putes the BB signature on every value in the integer range of
reputation level 1 < ¢ < L as the reputation level certificate.

e Register: The server issues a registering user an initial rep-
utation certificate cerfy, which is a BBS+ signature on the
user’s secret x, a tag S, and the initial reputation repy = 0.

e Show: The user’s input is his/her latest certificate cert,—
which contains secret x, last used session tag S,_;, and lat-
est cumulative reputation value rep,_;, where ¢ indicates the
session number. At first, the user proves the reputation level
€. This is performed by the PoK proving the BBS+ signa-
ture in cert,_; for rep,_; and proving the BB signature for
the reputation level £ and the value rep,_;. In addition, the
server checks if the certificate cert,_; with the session tag
S -1 has been used in the past. Thus, the user needs to send
the session tag S,—; to the server. If the user is being honest,
this session tag S;_; is not found in the set SSet. Otherwise,
the user is trying to update the reputation value rep,_; twice,
which then the server must abort the show protocol. Next,
for the feedback Arep,, the server blindly updates the user
reputation as rep; = rep,_; + Arep, via the commitment of
rep,—1. Finally, the server generates a new BBS+ signature
as the updated certificate cert; for rep, to send to the user,
where the tag S, is committed and signed, which will be re-
vealed in the next Show.

The difference from the P2P anonymous reputation system [7]
is as follows. As mentioned in Section 4, since Update is in-
tegrated to Show, the mechanism to avoid the user’s discarding
negative feedbacks is removed and simplified. As the mecha-
nism, an accumulator was used, and a structure-preserving sig-
nature was used to sign the accumulator of a group element in
the certificate and to prove the knowledge. However, in the pro-
posed system, only Z, elements are signed, and thus the more
efficient BBS+ signature is used. Because of this, commitments
used to blindly sign messages are modified and simplified to a
vector-type commitment used in BBS+ signatures. In addition,
in Ref. [7], the PoK for the BB signature needs three proved re-
lations. On the other hand, in Ref. [24], the PoK using only one
relation is shown. Thus, in this paper, using this technique in
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Ref. [24], the PoK is optimized.

6.2 Proposed Construction

Setup: In this algorithm, the server generates key pairs of pub-

lic and private keys for BB signatures and BBS+ signatures, and

issues the certificates (BB signatures) for all integer ranges of rep-
utation level £ for 1 < ¢ < L, where L is the maximum number of
the reputation levels.

(1) The server selects bilinear groups Gi,G,,Gr, and a bi-
linear map e with a prime order p > 2%, where A is
the given security parameter. Then, the server selects
9o 91,92, 93» 94» fo, fi & Gy, ho & G,. Forall1 < €< L,

and computes wo,; = hg(”,

where ¢ is the secret key for the BB signature proving the

the server chooses o ¢ & Z,,
reputation level £. Then, as the key pairs of BBS+ signa-
tures, the server chooses 7y i Z;, and computes w; = hgl,
where y is the secret key for the user’s reputation certificate.

(2) For all 1 < ¢ < L, the server generates the reputation

= fo/O0c+Rew) (BB signature) for every

value Ry in the {-th integer range indicating reputation level

level certificate A/ g,,

¢ (cf. Section 3.1), where K, is the number of the values in
the {-th integer range.

(3) The server initializes set SSet as empty, and outputs the pub-
lic key

spk = (p, Gy, Gy, Gr, e, {wo s}y, wi, go, g1, 92>
9394, fos i hos AL ),

and the secret key ssk = y.
Register: This is a protocol between the user U and the server
S. In this protocol, the server issues an initial reputation certifi-
cate certy for the user. The common input is spk, and the server’s
input is ssk.
(1) [U]: Select secret x <5 Z;, a reputation certificate’s tag

So <£ Z;, and a random factor g(’) <i Z;, and compute the
commitment to the vector of messages (x,Sg) to be signed
& xS
by Clo = 9/'N95"
correctly formed by the following PoK.

Then, prove to the server that C/  is

PoK((Z4,x%,S0): Clyy = 67 365"} (1)

(2) [S]: Set the initial reputation as repy = 0, and choose

random factors £, 7 ﬁ Z;,. Then, using the secret
key y; of BBS+ 51gnatures sign the vector of messages
(x,S80,repy) as By = (gog1 c’ Ogm””)l/”“?" and send back
0'0 = (Bo, 1o, 0 ') to the user.

(3) [Ul: SetCp0 = C;m()gf”O

and set the BBS+ signature on the messages (x,S80,repy) as

for repy = 0, compute ¢y = {;+{7,

&0 = (Bo, 1m0, o), Where By = (gog g3g3° g ") 7+ Out-

put certy = (x,repo, 50,80, Cinp)-
Show: In this protocol, the user’s reputation level ¢ is proved
on the certificate cert,—;, the certificate is updated by adding
the feedback Arep, to the previous reputation rep,_;, and then
the updated reputation certificate cert, is issued. The user’s in-
puts are cert,_; = (x,rep;—1,01-1,8-1,Cps-1), Where &) =
(Bi-1,M:-1,{-1)- Here, t indicates the session number.
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(1) [U]: From spk, retrieve a reputation level certificate Ay p, |
such that his current reputation rep,_; is in {-th range.

R .

Choose ry, < Z, and compute the commitment C,, =
rA

A[.rep,,lfl ‘

compute the commitment Cg, _

. R R
L1 + {ni1. Choose ¢ « Zy and S, « Zj,
pute C,, = gf’ gggg’gf’" as the commitment to the vector
of (x, S,, rep;—1). Send Cy,,Cs, ,,C,

using the following PoK, prove that the reputation rep,_; is

~ R
and p = 14, - rep,—1. Then, choose { « Z,,
= B,_lgf, and set § =

and com-

S;_1 to the server, and

m,t>
in the {-th range, cert,_| is valid, and C,, is correct.

PoK{(rA(,rep,_l,p,G,x,f,n,_l,{,’,S,) :
e(Caowor) - e(fo ho) ™ = e(fi,wo )™
~e(Capyho) ™" P - e(fi, ho )
A e(Cp,_ . wi) - e(go, ho)™" - e(gs, ho) ™+
= e(g1. ho)’ - e(ga. ho)* - e(ga, ho) !
elgr,w)’ - e(Ca, o) !
A G = 61 9393 9,7,
(2) [S]: To check the freshness of the proved certificate, check
if S,.; € SSet. If it is true, abort. Otherwise, add

tag S, in set SSet. Verify the PoK.
abort. Otherwise, update the user’s reputation certificate

If it is invalid,

to cert;, where Arep; is added to commitment as C,,; =
c tgf””” " and it is signed as B, = (gogélv’” Dem
(906" 95 939397 ) I for ¢ ome & Zi. Then,
send back &, = (B:,n:, ;") to the user. Output the updated
SSet.

(3) [U]: Compute ¢ = ¢ + ¢/, rep, = rep,—; + Arep, and
set the signature on the vector of messages (x,S;,rep,) as

= (By.1iin &), where B, = (gog| g3gs' g, ") "+, Output

cert, = (x,reps, 64,8+, Coup).

7. Security

Before considering the security of the proposed system, we
show the following lemma.
Lemma 1. The PoK in Show proves the knowledge of A/,
& repii, Bio1y -1 i1, X such that

1
“ep[ 1 (f()f{) Iotrepe)

Bii = (9o} 9395~ g, ")

Clrrep,_)’

Proof. From the PoK, we can extract ry,, rep;_i, p, 0, x, f , and
;-1 such that

e(Ca, wo0) - e(fo, ho)™" = e(fi,woe)™
e(Ca,ho)" P - e(fi ho),  (2)
e(Cp,_,,w) - e(go, ho) ™" - e(gs, ho) >
= e(g1,ho)’ - e(ga, ho)* - €(ga, ho) "'
-e(gr,wi)’ - e(Cp, o) . 3)

Then, from Eq. (2), we have the following transformations.

e(Capnwor) - e(Cayr ho) P - e(fi, wo. )™ = e(fo, ho)e(fi1, ho)’
e(Ca,wochy™™) - e(fi,wo) ™ = e(fof}, ho)
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e(Cy,,wochy™™) - e(frwo. )™ e(fi, ho) e P
= e(fo ] ho)e(fi, ho)_r"fm’"‘
e(Cy,,wochy™™") - e(f, Lwo,chy ™)
= e(foff hoe(f, """ )
e(Ca ;" owo ey = e(fof;, """ ho)

Thus, by setting A repin CA¢f1_rM and & = p — ra,repii,
we obtain e(A[mp woghr“’"‘) = e(fy ff, ho), which implies
f;ep, | (fof‘t)l/(“/n#“’[% )
Next, from Eq. (3),

e(Cp,.,w1) - e(gr.w) ™ - e(Cp, . ho)™!
=e(go, ho) - e(g1, ho)’ - e(ga, ho)* - e(g3, ho)*" - e(ga, ho) P!
e(Cp_, w1 ™) - elgr,w)) ™ = elgog|gias " gi"" o)
e(Cp, ,wihl™) - elgi, wi) ™ - egy, ho) <1
= e(gog G505 94" ho) - e(gr o)
e(Cp,_,wih)™) - e(g, ’wlh""‘)

= e(gog’gigS g7 ho) - e(g ™ o)

e(Cp,,g7 - wihl ) = elgog| " G363 g7 o)
Thus, by sctting B, = Cp_ lg;A and {1 = 60— {ni-1, we
obtain e(B;_, w|h"’ N = e(gogé 'g’z‘gg’ lgch, ' ), which implies

Sr - 1
By = (9097 9395 g ") e, o

This lemma shows that the user proves the knowledge of

A} rep1 S.t. A'[ rep (fof‘()l/(%ﬁre]h . This AZ, e

of BB signature, and not the same as a BB 51gnature on rep;_i,

1s a variant

due to the part ff . However, as proved in Ref.[24], forging
the variant can be reduced to forging the BB signature, which
is shown in the proof of Theorem 1.

Based on Definition 5, we will show the following theorem.

Theorem 1. The proposed system is secure under the simulata-
bility and the extractability of the PoK, the existential unforge-
ability of BB signatures against the weakly chosen message at-
tack, the existential unforgeability of BBS+ signatures against the
adaptively chosen message attack, and the perfect hiding and the
computationally binding of the commitments in the random ora-
cle model.

Similarly to the original proofs in Ref. [21], for any real-world
adversary A and environment &, we will construct an ideal-world
adversary S as a simulator with black-box access to A s.t. & can-
not determine whether it is interacting with A in the real world
or S in the ideal world. We construct different simulators, in case
that A controls only a subset of users, and in case that A controls
a subset of users and the server, as in Ref.[21]. Thus, we will
show the following two lemmas corresponding to the cases, and
by combining the lemmas, we can conclude the above theorem.

Lemma 2. For any PPT environment & and any PPT real-world
adversary A controlling a subset of users, there exists a PPT
ideal-world adversary (simulator) S s.t. |Realg #(1)—Idealg s(2)|
is negligible in the random oracle model.

Proof. In this case, we construct S which represents dishonest
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users controlled by A to the trusted party 7 and &, and on the
other hand, S represents the honest users and server to A in each
transaction in the ideal world. In the simulation with A, S can ex-
tract the secret in each PoK, by rewinding A. This extraction on
rewinding is used in the security proof of group signatures (e.g.,
[20]) and so on. This rewinding requires the sequential executions
of proofs of knowledge (In the setting of group signatures, join
protocols are sequentially executed), and concurrent executions
are not permitted. In this paper, we also assume that executions
of Register and Show protocols between users and the server are
sequential, and the concurrent executions are not permitted. As
discussed in Ref. [20], using an extractable commitment, rewind-
ing can be excluded. The application of this to our approach is
our future work.

The simulation is as follows.

e Setup:

— Representing honest server to A: S runs Setup algorithm
to generate spk,ssk. spk is sent to A. § initializes a
database D with entries (i, x;) of a user’s ID and the user’s
secret key.

e Reqgister:

— Representing dishonest user i controlled by A to T / honest
server to A: On the request on tid from A on behalf of user
i, if user i has executed Register transaction in the past, S
sends reject to A. Otherwise, S as the server executes Reg-
ister protocol with A as the user, where S uses ssk. In the
protocol, using the extractor for the PoK in Register pro-
tocol, S extracts x (denoted as x;). If the extraction fails,
abort. Otherwise, S sends the request to 7 on behalf of
user i. S forwards the protocol outcome from (A on behalf
of user i to &. S stores entry (i, x;) in D.

e Show:

— Representing dishonest user i controlled by A to T / honest
server to A: On the request on tid, ¢, and Arep, from A
on behalf of user i, S as the server executes Show protocol
with A as the user, where S uses ssk. However, A may
use cert, of another controlled user i. To locate 7, S extracts
x (denoted as x;), together with other secrets (A repiy® , &,
repi—1,Bi-1,{i—1,1m:-1) from the PoK of Show protocol, us-
ing the extractor of the PoK. If the extraction fails, abort.
Next, S finds entry (7, x;) in D. S on behalf of user 7 sends
Show request on ¢, Arep, to 7. Finally, the outcome of this
transaction (tid, success/failure) from A on behalf of user
i is forwarded to &.

In this simulation, consider the following bad events.

E1: In a Register transaction, S fails to extract x from the PoK.

E2: In a successful Show transaction (successful Show transac-
tion means that the dishonest user and the honest server out-
puts success), S fails to extract x from the PoK.

E3: In a successful Show transaction, the extracted BBS+ signa-
ture ;-1 = (By—1,7-1,{-1) has never been issued from S.
This case is when A forges the BBS+ signature.

E4: In a successful Show transaction, for the extracted variant of

BB signature A/ on rep,_1, any BB signature on rep,_,

lrep,
has never been issued by S. This case is when (A forges the

BB signature.
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ES: In successful Register/Show transactions, the committed
values extracted from the PoKs compromise the binding
property in the commitment scheme.

However, the probability that E1 event or E2 event happens is
negligible, due to the extractor in the PoK, as well as Ref. [21].
If one of E3-ES5 events occurs, the corresponding BB signature,
BBS+ signature, or the commitment is compromised by simulat-
ing the game with A, which contradicts the security of the prim-
itive. The reduction to each attack is as follows.

App:  We construct Agp which corresponds to the case that
A forges a BB signature Ay, ,, where Fpp conducts the
weakly chosen message attack, as follows. At first, App
selects £ eg [1,L] and requests {Ry;}1<k<k;, as messages
to be signed, where K; is the number of values in the -
th range. Then, App is given the public key of BB signa-
ture, pkgg = (p,Gi,G,, Gr,e,w,g,h), and the BB signa-
tures Az, for the requested messages. Using the given val-
ues, App prepares spk in the proposed system, as follows.
Set wy; = w, fo = g, ho = h. Then, choose @ i Z;, and
compute fi = fi7. Choose and compute other parameters
in spk as in the real Setup. Then, start the simulation with
A, where spk is given to A in Setup. Note that keys of BB
signatures for level £ s.t. £ # £ and the signatures Ay are
generated as in the real Setup. In Register and Show trans-
actions, the response to A does not require the secret key for
BB signatures, and thus these are responded as in the real
Register and Show protocols. Then, A in this case outputs
a PoK in a successful Show transaction, where a variant of
BB signature Ai,rep,,, = (foff)l/<7o_z+’el’f—l) Oon message rep;_i
in the £-th level is extracted as shown in Lemma 1, but any
BB signature on rep,_; has never been issued. Then, if £ # Z,
abort. For a random 7, the probability that it is not aborted
is at least 1/L, i.e., non-negligible. Otherwise, if @é +1 =0
(mod p), abort. If @¢ + 1 = 0 (mod p), we can construct an
adversary to compute the discrete log @ of fj to fy using A
with @é + 1 = 0 (mod p). Thus, the probability of aborting
is negligible. Then, obtain the original BB signature A;,,,, |

’
from A Freps’ by
- _ A V/(@é+])
AK,rep,,l =A lrep;- (4)
— (f;ffo)l/((m?”fpz—l)(wfﬂ)) 5)
— (fomf"'l)1/((70.?‘*"3[71—1)(5,5*'1)) (6)
1 7 -
_ fo /(Yo ztrep, 1), (7)

and output (rep,—1, A, ,)- This means the forgery of a BB
signature.

Apps+: We Apps+
to the case that A forges a BBS+
B Apps+ 1s given the public key pkppsy =
(p.G1,Ga,Gr,e,90,91- 92,93, g4, ho,w1)  of BBS+  sig-
nature. Apps. conducts the chosen message attack, as

construct which is  corresponds

signature

follows. For spk, select other parameters except pkpps+ as
in the real Setup. Then, start the simulation with A, where
spk is given to A in Setup. For Register transaction from
a user controlled by A, extract the secrets g('),x,S o from
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the PoK in the executed Register protocol and query the
BBS+ signature on (x, S, repp) to the signing oracle of the
BBS+ signatures. Then, the signature 6 = (By, 170, {p) can
be obtained. After that, return &, = (Bo, 70,4y = {o — ;)
to A. For Show transaction from a user controlled by A,
similarly, using the extractor of PoK and the BBS+ signing
oracle, return ;. Then, in a successful Show transaction,
a BBS+ signature is extracted, but the BBS+ signature on
some messages has never been issued. Thus, as Apgs-,
output the messages and the forged BBS+ signature.

Acom:  We construct A, which corresponds to the case that
A compromises the binding property of a commitment.
Acom 1s given the public parameters of commitment pp =
(p, Gy, Gy, Gr,e, 91,92, 93, 94). For spk, select other param-
eters except pp as in the real Setup. Then, start the simula-
tion with A, where spk is given to A in Setup. In this case,
using the secret key of BBS+ signatures, respond to each
Register and Show transaction with a user controlled by A,
as in the real Register and Show protocols, where by extract-
ing the secrets from PoK, check the binding property. Then,
obtain ({7, x, S, rep,) s.t. Cpy = gfg)z‘gg’gf‘"' from PoK of
a§ucce§sful transaction, and then (f’,, %S, rép,) s.t. Cp,y =
9195939, "

secrets are signed as B; = (gogf; ' C,,,,,)l/ Y+ and the knowl-

from PoK of a later successful transaction (the

edge of the compromised secrets (&7 ,, %, 5, rép,) is proved
in the PoK for B;). Output the collision ({/, x, S;, rep;) and
(& %81, r2p).

From the above discussions, we can conclude that the proba-
bility that the above bad E1-ES events happen is negligible.

In the remainder of this proof, we will show that players’ out-
puts to & in the above simulation are the same as those in the real
world. In the proposed system, the user’s reputation value can-
not be modified by anyone except the server. This is because
the reputation value rep,_; is certified by the BBS+ signature
-1 = (Bi=1,m1-1, {;-1) issued by the server, where anyone except
the server cannot compute &;_;. In Show, the user has to conduct
the PoK, where, as shown in Lemma 1, it proves the knowledge
(Bi-t, -1, &) satisfying B = (gog" gigs gy )/7 1 that
is, the BBS+ signature on (x, S,_1,rep;—1). Furthermore, for the
proved rep,_;, the user also proves the knowledge of a BB sig-
nature on rep,_; (As above-mentioned, strictly a variant of BB
signature) from Lemma 1. Thus, the correct range of rep,_; is

ensured. In addition, the PoK shows C},, = gf; gggg‘gfp ! for the

’ AVL’P; — .(/ xS rePH'*-ArGPr
repi—1,and Cp, g, = 9\'9595'9,

signed by the BBS+ signature as the next certificate.

for feedback Arep; is

In each Show protocol, S as the honest server correctly re-
news the signed commitments, and the commitment is not com-
promised. The following holds in the commitments signed at
the timing # — 1 and #: The value x is always the same and
rep, = rep;—1 + Arep. Since the reuse of S,_; is checked in each
Show protocols, the certificate on tag S, can be available only
once. Thus, we can consider a history sequence of protocol tran-
script: The first Register protocol using x; = x, and then Show
protocols using the same x; follow. Due to the sameness of x in
B, and C/

> the use of certificate based on another registration

using x’ is not mixed with the history sequence on x; = x. There-
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fore, rep,_; = sum; should hold.

Thus, since rep,—; = sum; and the range proof is correct, there
is no successful Show transaction from a dishonest user con-
trolled by A such that S on behalf of the honest server accepts
the user and outputs successful, but 7~ indicates that the user
does not satisfy the condition that sum; is included in the range
of ¢. This implies that the outcomes of honest users and server,
and dishonest users represented by S in the ideal world are the
same as those of honest users and server, and dishonest users rep-
resented by A in the real world, except some negligible proba-
bility due to events E1-ES. Thus, [Realg #(1) — Idealg s(1)| is
negligible. O

Lemma 3. For any PPT environment & and any PPT real-world
adversary A controlling a subset of users and the server, there ex-
ists a PPT ideal-world adversary (simulator) S s.t. |Realg #(1) —
Idealg s()| is negligible in the random oracle model.

Proof. In this case, we construct S which represents the dishon-
est server and users controlled by A to the trusted party 7~ and
&, and on the other hand, S represents honest users to (A in each
transaction in the ideal world, as follows.

e Setup:

— Representing honest users to ‘A as the dishonest server: S

receives spk from A.

e Register:

— Representing a dishonest user and the dishonest server con-
trolled by A to T : In this case, where dishonest user i in-
structed by & executes this transaction with the dishonest
server, S acts on behalf of both user i and the server to 7.
Finally, S outputs the outcomes from user i and the server
to &.

— Representing the dishonest server controlled by A to T/
honest user to A: On the request on tid from 7~ on be-
half of user i, S as user i executes Register protocol with
A as the server. In the protocol, S executes the zero-
knowledge simulator instead of the PoK and uses a random
G, -element instead of the commitment C;n,O' S forwards
A’s response accept/reject to 7, and finally outputs the
outcome (tid, success/failure) of A as the server to &.

e Show:

— Representing a dishonest user and the dishonest server con-
trolled by A to T : In this case, similarly to Register, S acts
on behalf of both user i/ and the server to 7. Finally, S out-
puts the outcomes from user i and the server to &.

— Representing the dishonest server controlled by A to T
/ honest user to A: On the request on tid, £, and Arep,
from 7~ on behalf of an honest anonymous user, S as the
user executes Show protocol with A as the server. In
the protocol, S executes the zero-knowledge simulator in-
stead of the PoK and uses random G,-elements and ZI*,—
element instead of Cy,, Cp,_,,C;,,,S;-1. S outputs the out-
come (tid, success/failure) of A as the server to &.

The simulation to A is perfect, due to the perfect zero-
knowledge-ness of the PoK, and the perfect hiding of the com-
mitment. In this simulation, A obtains no information from
the Register and Show protocols executed with S on behalf of
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the honest users, since the values sent to A are only the zero-
knowledge simulator and one-time random values. Thus, the in-
formation that ‘A obtains in this simulation is the same as the
information that A obtains in the ideal world (i.e., occurrences of
Register protocols and Show protocols with the inputs ¢, Arep;).
These imply that the information that A obtains in the real world
is the same as the information A obtains (via the simulation) in
the ideal world. Therefore, A cannot notice the difference be-
tween the real world and the simulation in the ideal world, and
thus the outcomes of honest users, and dishonest users and server
controlled by A via § in the ideal world are the same as the out-
comes of honest users, and dishonest users and server controlled
by A in the real world. Namely, Realg #(1) = Idealg s(1). O

8. Efficiency Considerations

In this section, we compare the efficiency of our proposed sys-
tem to the previous reputation system in ARTSense [5]. The num-
ber of communication rounds in one cycle of anonymous sensing
data submission is shown in Table 1. The previous system [5]
needs five rounds to complete, while our proposed system only
needs two. The five rounds are interactive communications be-
tween the user and the server, as explained in Section 3.3. The
phase of issuing reputation certificate is included as two rounds in
Ref. [5]. Meanwhile, the proposed system needs only two rounds,
which are (1) the user submits the sensing data and proves his
current reputation level, (2) the server issues the certificate of the
reputation updated with the feedback value.

Furthermore, in Ref. [5], “the redemption of coupon” phase is
needed to update the user’s reputation value in the database of the
server side, where the user has to wait a random period for the
request. If the period is short, the server can link the user’s ID
to the data submission. Thus, a relatively long delay is needed
in a single cycle of a user’s data submission and reputation man-
agement. Instead, in the proposed system, since the user’s repu-
tation is managed in each user side, the reputation management
(i.e., Show protocol) completes within the data submission phase,
which means that any delay is not needed. On the other hand,
the proposed system has a limitation that each protocol must be
executed sequentially, although the previous system allows the
protocols to be executed concurrently. Thus, in case that lots of
users access the server, the communication efficiency of our sys-
tem may become worse. The extension to the concurrent system
is our future work.

Next, we discuss the computation cost of the proposed system
that are the overheads. In the cycle of anonymous sensing data
submission, Ref. [5] only requires two exponentiation on RSA
modules during the blinding and unblinding using blind RSA sig-
natures, and any ordinary digital signature and encryption. Mean-
while, as shown in Table 2, the proposed system requires multi-
exponentiation (ME) on G, G, and Gr, and pairings on the user
side and the server side. The ME costs on G, G, are considered
comparable to the RSA or ordinary signature and encryption in

Table 1 Comparison of the number of rounds.

Proposed system  [5]
Rounds 2 5
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Table 2 Computation cost of the proposed system.

User  Server
Gy, Gy 4 2
ME —F, 3 7
Pairing 1 5

Ref. [5], but the ME on G7 and pairing computations are rela-
tively heavy. However, the computations in the user side can be
pre-computed before the phase of sensing data submission (the
on-line computations are only response computations in the PoK,
which are only light multiplications).

9. Conclusions

In this paper, an efficient anonymous reputation system for
crowd sensing is proposed. The proposed system achieves the
reputation update within the data submission, by adapting a P2P
anonymous reputation system from Ref. [7] to crowdsensing. As
a result, we solved the efficiency problem of communication de-
lay occurred in ARTSense. Furthermore, the communication
rounds are also reduced. Meanwhile, the implementation-based
evaluations to clarify the practicality in crowdsensing is one of
the future works. In addition, to achieve concurrent executions of
protocols is our future work.
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