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ABSTRACT

Achieving a secured image encryption (IES) scheme for sensitive and
confidential data communications, especially in a Hadoop environment is challenging.
An accurate and secure cryptosystem for colour images requires the generation of
intricate secret keys that protect the images from diverse attacks. To attain such a goal,
this work proposed an improved shuffled confusion-diffusion based colour IES using
a hyper-chaotic plain image. First, five different sequences of random numbers were
generated. Then, two of the sequences were used to shuffle the image pixels and bits,
while the remaining three were used to XOR the values of the image pixels.
Performance of the developed IES was evaluated in terms of various measures such as
key space size, correlation coefficient, entropy, mean squared error (MSE), peak signal
to noise ratio (PSNR) and differential analysis. Values of correlation coefficient
(0.000732), entropy (7.9997), PSNR (7.61), and MSE (11258) were determined to be
better (against various attacks) compared to current existing techniques. The IES
developed in this study was found to have outperformed other comparable
cryptosystems. It is thus asserted that the developed IES can be advantageous for
encrypting big data sets on parallel machines. Additionally, the developed IES was
also implemented on a Hadoop environment using MapReduce to evaluate its
performance against known attacks. In this process, the given image was first divided
and characterized in a key-value format. Next, the Map function was invoked for every
key-value pair by implementing a mapper. The Map function was used to process data
splits, represented in the form of key-value pairs in parallel modes without any
communication between other map processes. The Map function processed a series of
key/value pairs and subsequently generated zero or more key/value pairs. Furthermore,
the Map function also divided the input image into partitions before generating the
secret key and XOR matrix. The secret key and XOR matrix were exploited to encrypt
the image. The Reduce function merged the resultant images from the Map tasks in
producing the final image. Furthermore, the value of PSNR did not exceed 7.61 when
the developed IES was evaluated against known attacks for both the standard dataset
and big data size images. As can be seen, the correlation coefficient value of the
developed IES did not exceed 0.000732. As the handling of big data size images is
different from that of standard data size images, findings of this study suggest that the
developed IES could be most beneficial for big data and big size images.



Vi

ABSTRAK

Mencapai skema penyulitan imej keselamatan (IES) untuk komunikasi data
sensitif dan sulit, terutamanya dalam persekitaran Hadoop merupakan sesuatu yang
mencabar. Cryptosystem yang tepat dan selamat untuk imej warna memerlukan
penjanaan kunci rahsia rumit yang melindungi imej daripada pelbagai serangan. Untuk
mencapai matlamat tersebut, kajian ini mencadangkan IES warna berasaskan
kekeliruan yang diselaraskan dengan menggunakan imej kosong warna hyper-chaotic.
Pertama, lima urutan nombor rawak yang berbeza akan dijana. Kedua, dua urutan ini
digunakan untuk mengosongkan piksel dan bit imej, manakala tiga lagi baki digunakan
untuk XOR nilai piksel imej. Prestasi IES yang dibangunkan telah dinilai dari segi
pelbagai ukuran seperti saiz ruang kunci, pekali korelasi, entropi, min kesilapan
kuasadua (MSE), isyarat puncak kepada nisbah kebisingan (PSNR) dan analisis
berbeza. Nilai pekali korelasi (0.000732), entropi (7.9997), PSNR (7.61), dan MSE
(11258) telah ditentukan menjadi lebih baik (untuk pelbagai serangan) berbanding
teknik yang sedia ada. IES yang dicadangkan mengatasi cryptosystem serupa yang lain
apabila perbandingan dibuat. la menunjukkn bahawa IES yang dicapai dapat memberi
faedah kepada penyulitan set data besar pada mesin selari. Tambahan pula, IES yang
dibangunkan telah dilaksanakan pada persekitaran Hadoop menggunakan MapReduce
untuk menilai prestasi terhadap serangan yang diketahui. Dalam proses ini,
pertamanya imej yang diberikan dibahagikan dan dicirikan ke dalam format nilai
kunci. Seterusnya, fungsi peta dipanggil untuk setiap pasangan nilai utama melalui
mapper. Teknik peta berjaya memecah data dalam bentuk pasangan nilai kunci dalam
pendekatan selari tanpa menghaoungkan pemprosesan peta lain. la memproses
penggantian pasangan kunci nilai dan kemudian menghasilkan kosong atau lebih
daripada pasangan ini. Selain itu, fungsi peta membahagikan imej input ke dalam
sekatan sebelum menghasilkan kunci rahsia dan matrik XOR. Kemudian, kunci rahsia
dan matrik XOR dieksploitasi untuk menyulitkan imej. Funga pengurang mencantum
imej yang dihasilkan dari peta tugas mengeluarkan imej akhir. Selain itu, nilai PSNR
tidak melebihi 7.61 apabila IES yang dihangunkan dinilai berbanding serangan yang
dketahui untuk kedua-dua imej set data standard dan data bersaiz besar. Sebagaimana
yang dapat dilhat nilai pekali korelasi IES yang dibangunkan tidak melebihi 0.000732.
Oleh kerana pengendalian imej saiz data besar berbeza dengan imej saiz data standard,
kajian ini mencadangkan IES yang dibangunkan boleh memberi maafaat kepada data
besar dan imej bersaiz besar.
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CHAPTER 1

INTRODUCTION

1.1 Overview

In recent times, the world is characterised by high reliance of multimedia data
so called digital world (in the form of video, audio and text files). Such reliance is
ubiquitous in numerous applications and domains such as education, defense, health,
marketing, banking, commerce, military, industry and others. Due to the exponential
growth of information communication technology assisted Internet services such
sensitive and private data can be exchanged freely at anytime from anywhere. This
free access of wealth of data has resulted in increasing threats to the users. According
to Patel and Belani (2011) and Radwan et al. (2016), images being the most common
type of multimedia data (in digital form) owing to its ease capture and delivery are
most susceptible to the attack from adversaries or illegal access. Consequently, the
demand in achieving secure image transfer is constantly rising. In this regard, image
encryption technique became the most effective scheme for secure image (data)
transfer. Over the years, to protect the images from adversaries attack, various Image
Encryption (IE) techniques have been developed. These include Advanced Encryption
Standard (AES), Data Encryption Standard (DES) and (RSA) The acronym RSA is
made of the initial letters of the surnames of Ron Rivest, Adi Shamir, and Leonard

Adleman.



In some ways, consideration of the large size image data has substantial amount
of redundancy. Clearly the sizes that are categorised under big data becomes an issue.
For instance, approximately 2.5 quintillion bytes of data are being emitted on daily
frequency. The Big Data concept intends to deal with these volumes of data growth.
Unfortunately, heterogeneity, scale, timeliness, complexity, and privacy are the major
drawbacks of Big Data progress at all phases of the pipeline that can create value from
data. These weaknesses engulf the entire big data analytics cycle from data acquisition
up to the decisions making point. Crucial to these, is the heterogeneity nature of
dataset; that is the state of different raw dataset based on different patterns or rules.
This era of big data has posed a challenge to the big data analytics. Although, recently,
prevalent research efforts in big data analytics have been devoted and is still active,
though, tranquil in early stage. The issue of sizes, especially image files that make big
data need to be understood in the context of number. This could be a standard that
should cover all areas, specifically the size of image files that makes up a big data. The
requirements applied to image data should be in terms of perception, acquisition
storage and processing. When these requirements are translated into image data size,
the generally acceptable range is from as technology advances overtime the size of the
data set that qualified as big data will increase (Manyika et al., 2011). However,
limited Internet bandwidth and storage capacity are the two challenges that prevent
many researchers from making use of the image big data set in their work (Kasemsap,
2017). As such, some researchers resolved to use sub-set of the big data sets that does
not actually meet the definition of big data described by Manyika et al. (2011).
Although some researches proposed the size of image data that will be qualified as big
data. Kambatla et al. (2014) proposed that 2.5 PB was qualified to a be big data set,
while Zhao et al. (2015) proposed 1.9 TB, Guzun et al. (2015) proposed that 98 GB is
a big data set, and Chen et al. (2012) proposed that 600 TB is qualified to be a big data
set. Therefore, with such amount of sizes, current IE techniques are not appropriate
(Chen et al., 2013a; Coppersmith, 1994; Wang et al., 2012).

The existing IE techniques that suffer from several shortcomings and
weaknesses need to be resolved. These limitations include high computational time
and the requirement of powerful computing system. Ismail et al. (2010) and Jolfaei

and Mirghadri (2010) revealed that these techniques are inefficient, in which the



confidentiality and the security of data often remains insecure. Despite all, the
multimedia technology is escalating at rapid space. Meanwhile, the Internet network
system has restricted the bandwidth and the existing undersized storage capacity has
been unrelentingly utilised for transmitting and storing the enormous amount of digital
data. This in turn has invited a considerable degree of threat towards the security and
safety of data (especially images). Image being the most extensively used multimedia
information in innumerable domains of applications, Bashardoost et al. (2014)
emphasised the importance of security in the image data transmission. Thus, IE
technique has been popularly utilised to safeguard an image against illegal access or
hackers. In IE scheme, a finite set of instructions is used to convert the original images
in to other images. In this process, an algorithm containing one or more keys that
remains obscure to the intruder is used. Kaur (2013) and Nagaraj et al. (2015) stated

that the encrypted image still holds confidentiality even though the key is not known.

To date, cryptography remains the most commonly employed solution in the
establishment of secure storage of big data satellite images (Usama and Khan, 2008;
Zhu et al., 2010b). The conventional cryptographic techniques are categorised into two
types such as symmetric and asymmetric crypto systems. Symmetric cryptosystems
use the exact key for both encryption and decryption, wherein the encryption calls for
the secure key communication between the transmitter and the receiver. Conversely,
asymmetric encryption algorithms employ different keys for encryption and
decryption process. This type of encryption includes exponential operations and thus
becoming weighty in terms of performance. The conventional encryption algorithms
have numerous drawbacks including poor efficiency and considerable computational
time particularly during the handling of large size imagery. Therefore, the
conventional IE algorithms cannot be used in secured and efficient image

cryptosystem.

Image encryption refers to the use of a group of instructions called algorithm
for converting plain image into coded one in a manner that remains unrecoverable
except by the sender and the intended receiver (Choudhary and Arun, 2014). For

secured IE, several techniques have been proposed. Amongst all these techniques,



chaos based IE scheme discerned to be most efficient (Jain, 2016). Chaos theory was
first introduced in the 70s, which was initially applied in the area of engineering and
basic sciences. Then, in the 80s, the cryptographic applications became popular (Liu
et al., 2009). The IE schemes based on chaos are advantageous because they are
sensitive, random, unpredictable, and have topological transitivity (Alsafasfeh and
Arfoa, 2011; Liu and Miao, 2016). These attributes including randomness,
unpredictability, and sensitivity to initial conditions and control parameters make
chaotic systems comparable to noisy systems (Nesakumari and Maruthuperumal,
2012; Shuangshuang and Min, 2014). Thus, chaotic systems are greatly preferred in
cryptography (Sankpal and Vijaya, 2014). Furthermore, randomness of data and
sensitivity to initial conditions make chaotic systems’ randomness to be unpredictable.
Consequently, chaotic systems can be regarded as the basis for decryption (Al-
Maadeed et al., 2012). Chaos maps and chaos cryptography are distinct from one
another, in which the later are characterised by finite sets and the former (chaos maps)

are described by actual numbers (Sankpal and Vijaya, 2014).

Irrespective of their robustness, the conventional IE systems are susceptible to
various cryptographic attacks such as brute force, chosen-ciphertext, chosen-plaintext
and known-plaintext attacks. According to Alvarez and Li (2006), through these
attacks the original plain image could still be recovered although the secret key is
unknown. Chaos-based encryption can efficiently prevent the brute force attacks. In
the IE systems based on chaotic map, the diffusion and the confusion key properties
are embedded. Tong and Liu (2011) and Ahmad (2011) reported the usage of these
properties by several conventional IE algorithms to improve the robustness of image
cryptosystem. It was further acknowledged that the implementation of secure IE
systems against all other cryptographic attacks require the enhancement of the key
space comprising of a set of all possible keys via the combination of multiple chaotic
algorithms. Using the XOR operation, binary files can be produced via the
combination of multiple chaotic maps. Literature revealed that, the presence of
reiterating sequences within the satellite images can lead to the production of binary
files which in turn allows the IE system robust against cryptographic attacks
(Padmapriya and Benazir, 2015; Zhang et al., 2012b).



In cryptography, numerous chaotic map algorithms have been presented for
generating secret keys (Khan and Shah, 2014; Sankpal and Vijaya, 2014).
Nevertheless, these algorithms did not consider the time complexity of key generation
and the selection procedure of the optimal set of chaotic algorithms. A combination of
various chaotic map algorithms aids to improve the security level of the cryptosystem.
However, multiple chaotic algorithms are not feasible for big size imagery due to
presence of time complexity. Therefore, an optimal set of chaotic map algorithms
needs to be implemented and simultaneously the security has to be preserved. Such
implementation must maintain a suitable order among several chaotic map algorithms
during the generation of key by ensuring the security level. It is worth noting that these
set of algorithms appear to be more inter-linked and the generated key can reduced the
space, leading to vulnerability of security. In short, preservation of improved trade-off
between security and time complexity is essential for big data IE. Considering the
significance of IE system related to big data security the present thesis intended to
work on it. A brief background is provided in the following sub chapters to reveal the
importance of developing a robust cryptosystem for big data imagery.

1.2 Problem Background

Cryptography is an integral part of big size data imaging system. It was
reported that (Khan and Shah, 2014; Sankpal and Vijaya, 2014) some attacks can be
facilitated by the security weakness of conventional cryptographic algorithms,
allowing the hacking of the sensitive and critical images. Consequently, the chaotic
map based IE systems were employed. It is customary to discuss the real time
shortcomings of the conventional cryptography and chaotic map based IE techniques.
In the past, the majority of researchers have focused on the conversion of a plain image
into a coded form in order to safely hide the embedded information during the data
transmission or storing (Divya et al., 2012). Considering that the IE is a part of the
information security (EI-Deen et al., 2014), it must protect information to fulfil its
confidentiality, integrity, and availability (CIA) principles to achieve high criteria
security system (Sattarova Feruza and Kim, 2007).



A modified AES has been used to enhanced IE (Tong and Liu (2011), . Ou et
al. (2007)). Although, other various IE techniques namely: R&ssler- and Lorenz-
chaotic system (Alsafasfeh and Arfoa (2011)), the long-term chaotic (Chen et al.
(2004)), large the key space size chaotic systems (Sakthidasan and Krishna (2011))
shows some remarkable over the years. Liu and Tian (2012) introduced a coloured IE
algorithm grounded on chaotic map and spatial bit-level permutations (SBLP). A
simple cryptographic method based on dual-tree complex wavelet transformations
(DT-CWT) was proposed by Jain (2016). Wang (2016) mentioned the usability of the
statistical properties of cipher image in deciphering the encryption algorithm. Wu and
Preneel (2007) studied several methods of differential attacks for a stream of cipher
analysis. Jolfaei and Mirghadri (2010) showed that the chaotic algorithm could
produce the number sequence while the encryption process transforms the image
blocks using these sequences since the pseudo-random generator produces the random
sequences. Aihong et al. (2010) and Rodriguez-Sahagun et al. (2010) proposed an IE
algorithm using the logistic map, in which the encryption was performed in two
iterative steps. First, the logistic map was used to permute the pixels of the original
image. Second, the diffusion process was applied to fulfil the security requirements.

Zhang et al. (2009) used DCT to present the IE algorithm in the frequency domain.

If we consider a scenario on how people use image encryption in real world,
for instance in Digital Imaging and Communications in Medicine (DICOM) where
images are being processed and shared among various medical centres region, it will
be catastrophic if the images are either diverted or stolen while on communication. As
a result, DICOM employed image encryption (Hua et al., 2018; Rajagopalan et al.,
2018; Ye and Huang, 2018). Most DICOM objects contain images and associated
demographic and medical information about a patient, which need to be kept
confidential. Encryption is one way to keep these data confidential. DICOM does not
specify the encryption in detail (it refers to other standards for that), but several
changes made to the DICOM Standard over the last decade have facilitated encryption,
including the transfer of encrypted DICOM objects, and reading of encrypted DICOM
objects on the receiver’s end. Unfortunately, the encryption techniques involved did

not achieve the standard of the requirement for Big Data.



It is worthwhile to mention that the aforesaid works (EI-Deen et al., 2014; Liu
and Tian, 2012; Rodriguez-Sahagun et al., 2010; Tong and Liu, 2011; Wang et al.,
2016) are still focusing on chaotic image encryption. Nevertheless, how to employ
chaotic and shuffling has not been greatly discussed. Hence, following the previous
successful applications of chaotic (Xu et al., 2017; Yuan et al., 2017) for IE and
motivated the works of (Chai et al., 2017; Li et al., 2017; Yang and Bai, 2017) , this
work proposes techniques on exploring confusion and shuffling in image encryption.

In the domain of IE, several chaotic map-based cryptographic algorithms have
been developed. The conventional cryptosystems appear to be vulnerable to classical
attacks such as chosen-ciphertext, chosen-plaintext, and known-plaintext. Recovering
the plain image even in the absence of secret key is indeed possible, wherein a pair of
plain image/cipher-image is sufficient to fully break the cryptosystem. Besides, the
cryptosystem is insensitive to the small changes in the plain image.

By combining chaotic map based algorithms, such issues can be resolved at the
cost of increased time complexity. Therefore, it is important to identify the most
optimum set of chaotic map algorithms and the defensive mechanism to make the
cryptosystem resistant against cryptographic attacks. Usually, processing requirements
on any IE scheme is quite high and efficient solution is inevitable (Ullah et al., 2013).
Extensive attempts have been made in reducing the encrypted digital contents through
the Selective Image Encryption (SIE). The SIE encrypts only a portion of the image
due to large size of image or to reduce encryption time (Puech et al., 2013). In short,
it is emphasised that more strategies must be developed to secure the information (data
in the form of video, text and images) on personal computers, especially those running
through networks and big data environment considering the advancement of 10T

platform.



1.3 Problem Statement

One of the important tools for measuring the encryption system in general and
image encryption in particular is correlation coefficient. This is the measure that shows
how well an image can be securely encrypted. To achieve a lower correlation the
encryption technique is required to have a good shuffling method that could be able to
shuffle the image in a way that it will conceal its information. This has been proven by
many previous research (Ghebleh et al., 2018; Janakiraman et al., 2018; Ramalingam
et al., 2018). Unfortunately, the shuffling technique proposed by those past research
studies mainly depend on the use of a secret key with the shuffling algorithms.

While in image encryption, the success of confusion process has do to with the
weakening of high correlations between adjacent pixels, good confusion process must
produce ciphered image with smaller correlations between adjacent pixels (Wang et
al., 2018). It is customary that the correlations between the plain image and its
corresponding encrypted image are evaluated whenever the performance of a
proposed IE algorithms is required (Choi et al., 2016). Dong (2014) assessed his
proposed image encryption technique using a correlation coefficient between the
scrambling degree of his method and scrambling matrix of the image data. A moderate
correlation value between adjacent pixels of encrypted aided image justified a
proposed image encryption algorithm in Chen et al. (2004) and Wang (2016). It is also
revealed that the more sophisticated image encryption technique is, the lower the

correlation value would be obtained (Hu et al., 2017).

Despite the success of these IE techniques, yet they faced some major
drawbacks. One of the weaknesses is the state of the secret key, which can be exposed
easily. And render the encryption technique useless if not properly generated. This can
be in image pixel locations orientation (horizontal, vertical, and diagonal).
Furthermore, the strength of IE lies with the strength of the key generation as a result

of simple generated key will weaken any proposed IE.



Another important issue regarding image encryption is diffusion. This entails
the degree of how the frequency values of pixel in the plain image over some pixel in
the cipher image are carefully concealed. There are many previous research studies
that depend on diffusion technique to strengthen their image encryption algorithm
(Hua et al., 2018; Zhang et al., 2018). Results of such studies have shown a good
impact of the statistical information of the encrypted image in which diffusion process
was carried out (Chen et al., 2018). Unfortunately, the application of the diffusion
process on those studies do not strengthen an encryption technique at some certain
high order. That is the only focus on applying single step diffusion. Furthermore, there
is a lack of high key space, enhanced key sensitivity, improvement of histogram and
information entropy, and strong resistance to differential attacks to those previous
implemented system.

Even though image encryption has been implemented for many years, recently
there is a new area that emerged based on size of data. Huge amount of image data
now can be categorised under the phenomena called Big Data. Due to the fact that
currently data sets that are so big and complex and required various data-processing
techniques which also include image data have now emerged. Regrettably, image

encryption of such type of data is ignored by research community.

The combined effect of having a low correlation in image encryption, high
secured encrypted image and big size image encryption is crucial. Many research
studies ignore investigating those effects. Therefore, there is a need to examine the
current state and the future development of image encryption with regard to this

concern.

14 Research Questions

Literature exhibited that chaos-based IE methods are advantageous to achieve

enhanced security in the cryptosystem. However, several unresolved issues must be
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considered to propose a new IE system with improved security. Based on the

aforementioned problem statement, the following research questions are emerged:

How to combine generated secret key and shuffling method to produce
low correlation shuffled image?

How to create a diffusion method on the shuffled image to improve
histogram and entropy and produce high secured encrypted image?
How to create mapper and reducer procedures for big size image

encryption?

1.5 Research Aims and Objectives

The aim of this research is to propose new image encryption scheme based on

MapReduce. Based on the research questions the following objectives are set for

further accomplishments:

To combine generated secret key and shuffling method to produce low
correlation shuffled image.

To propose new diffusion method on the shuffled image to improve
histogram and entropy and produce high secured encrypted image.

To propose new mapper and reducer procedures for big size image

encryption.

1.6 Research Scope

To achieve the goals of this study, the following significant research scopes

determined:
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i.  Use of SIPI dataset to test the performance of the proposed IE scheme.
This dataset contains many images suitable for the implementation of
the proposed IE system. In addition to SIPI dataset, the system
performance will be tested using remote sensing satellite images
obtained from Earth Explorer portal Database.

ii. Testing the IE system via diverse performance analyses such as
randomness, key space and key sensitivity, image histogram,
information entropy, correlation between adjacent pixels, correlation
coefficient between original and encrypted images, Mean Square Error
(MSE) and Peak Signal to Noise Ratio (PSNR), encryption quality and

differential analysis.

1.7 Research Contribution

The newly proposed IE system is expected to achieve cipher images with better
security level. This will be accomplished using new random number generators with
large key space, increasing robustness against differential attack and the introduction
of new process in the proposed encryption system. This enhanced IE scheme will be
able to encrypt large size images (satellite based remote sensing data) using

MapReduce in Hadoop Environment.

1.8 Thesis Structure and Organisation

Present thesis is organised as follows:

Chapter 1 provides the rational of this research and emphasises the importance

of developing a robust IE scheme to tackle the existing security problem with colour
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images data transmission. A brief background is provided to show the ongoing
intensive activities in the field of image cryptography. The problem statement,

research questions, objectives, research scopes, and contributions are underscored.

Chapter 2 reviews the works related to the existing issues and past
development on image encryption (IE). A brief description on digital images followed
by the preliminary terminologies in cryptology domain, then purpose of IE, and the
classification of cryptography are discussed. Next, it introduces the cryptography
domain, followed by chaos-based IE and the process of confusion and diffusion. Later,
various IE techniques and ongoing investigations on big size images encryption,
cryptanalysis, and the secret key generation techniques are presented. An overview of

MapReduce implementations and apache Hadoop are emphasized.

Upon formulating the problem statement and investigating the image
encryption (IE) methods, the research methodology used to achieve the proposed

objectives will be discussed in Chapter 3.

Chapter 4 describes in detail the proposed image encryption (IE) method based
on the methodology adopted in Chapter 3. The experimental results obtained from the
developed IE algorithm are discussed and validated. An explanation for the design and
development of the proposed IE method is provided. It is important to mention that
this newly developed IE scheme was achieved in two phases to accomplish the set
objectives (Chapter 1). In the first phase, the secret key matrix was generated. The IE
procedure in phase 2 involved two major tasks including the confusion and the

diffusion processes.

Chapter 5 introduces the Developed MapReduce method in Hadoop
Environment for Big Image Size. The experimental results obtained from the

developed IE algorithm in Hadoop Environment are discussed and validated. An
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explanation for the design and development of the proposed IE method using

MapReduce method in Hadoop Environment is provided.

Chapter 6 concludes the thesis in terms of successful accomplishments of the
proposed objectives, major contributions, and assertions. Conclusions are drawn
based on the major results obtained in achieving the objectives. Furthermore, some

recommendations are made for future work.
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