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ABSTRACT

Wireless Local Area Networks (WLAN) are increasingly deployed and in widespread 

use worldwide due to its convenience and low cost. However, due to the broadcasting and the 

shared nature of the wireless medium, WLANs are vulnerable to a myriad of attacks. Although 

there have been concerted efforts to improve the security of wireless networks over the past 

years, some attacks remain inevitable. Attackers are capable of sending fake de-authentication 

or disassociation frames to terminate the session of active users; thereby leading to denial of 

service, stolen passwords, or leakage of sensitive information amongst many other 

cybercrimes. The detection of such attacks is crucial in today's critical applications. Many 

security mechanisms have been proposed to effectively detect these issues, however, they have 

been found to suffer limitations which have resulted in several potential areas of research. This 

thesis aims to address the detection of resource exhaustion and masquerading DoS attacks 

problems, and to construct several schemes that are capable of distinguishing between benign 

and fake management frames through the identification of normal behavior of the wireless 

stations before sending any authentication and de-authentication frames. Thus, this thesis 

proposed three schemes for the detection of resource exhaustion and masquerading DoS 

attacks. The first scheme was a resource exhaustion DoS attacks detection scheme, while the 

second was a de- authentication and disassociation detection scheme. The third scheme was to 

improve the detection rate of the de-authentication and disassociation detection scheme using 

feature derived from an unsupervised method for an increased detection rate. The effectiveness 

of the performance of the proposed schemes was measured in terms of detection accuracy 

under sophisticated attack scenarios. Similarly, the efficiency of the proposed schemes was 

measured in terms of preserving the resources of the access point such as memory 

consumptions and processing time. The validation and analysis were done through 

experimentation, and the results showed that the schemes have the ability to protect wireless 

infrastructure networks against denial of service attacks.
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ABSTRAK

Rangkaian Kawasan Setempat Tanpa Wayar (WLAN) semakin banyak digunakan dan 

digunakan secara meluas di seluruh dunia kerana kemudahan dan kosnya yang rendah. Walau 

bagaimanapun, kerana penyiaran dan sifat media tanpa wayar yang dikongsi bersama, WLAN 

terdedah kepada pelbagai serangan. Walaupun terdapat usaha bersepadu untuk meningkatkan 

keselamatan rangkaian tanpa wayar sejak bertahun-tahun kebelakangan ini, beberapa serangan 

tetap tidak dapat dielakkan. Penyerang mampu menghantar bingkai pembatalan pengesahan atau 

pemisahan palsu untuk menghentikan sesi pengguna aktif sehingga menyebabkan pelbagai 

jenayah siber termasuklah penolakan perkhidmatan, kata laluan dicuri, atau kebocoran maklumat 

sensitive. Pengesanan serangan sedemikian penting dalam aplikasi kritikal masa kini. Pelbagai 

mekanisme keselamatan telah dicadangkan untuk mengesan masalah-masalah sedemikian dengan 

berkesan, namun didapati masih mengalami kelemahan yang memungkin beberapa bidang 

penyelidikan berpotensi untuk diterokai. Tesis ini bertujuan untuk menangani masalah berkaitan 

pengesanan kehabisan sumber, menyekat masalah serangan DoS, dan membina beberapa skema 

yang mampu membezakan antara bingkai pengurusan benar dan palsu melalui pengenalan tingkah 

laku normal stesen tanpa wayar sebelum menghantar sebarang bingkai pengesahan dan pembatalan 

pengesahan. Oleh itu, tesis ini mencadangkan tiga skema untuk mengesan kehabisan sumber dan 

penyamaran serangan DoS. Skema yang pertama adalah skema pengesanan serangan DoS yang 

menghabiskan sumber, sementara yang kedua adalah skema pengesanan pembatalan pengesahan 

dan pemisahan. Skema ketiga adalah untuk memperbaiki kadar pengesanan skema pembatalan 

pengesahan dan pemisahan menggunakan fitur berasal dari kaedah yang tidak diawasi untuk 

peningkatan kadar pengesanan. Keberkesanan prestasi skema yang dicadangkan diukur dari segi 

ketepatan pengesanan di bawah senario serangan yang canggih. Begitu juga, kecekapan skema 

yang dicadangkan diukur dari segi melestarikan sumber-sumber titik akses seperti penggunaan 

memori dan masa pemprosesan. Pengesahan dan analisis dilakukan melalui eksperimen, dan 

hasilnya menunjukkan bahawa skema yang dicadangkan mempunyai kemampuan untuk 

melindungi rangkaian infrastruktur tanpa wayar daripada serangan penolakan perkhidmatan.

vii



TABLE OF CONTENTS

TITLE PAGE

DECLARATION iii

DEDICATION iv

ACKNOWLEDGEMENT v

ABSTRACT vi

ABSTRAK vii

TABLE OF CONTENTS viii

LIST OF TABLES ix

LIST OF FIGURES x

LIST OF ABBREVIATIONS xi

CHAPTER 1 INTRODUCTION 1

1.1 Overview 1

1.2 Problem Background 2

1.3 Problem Statement 2

1.4 Research Questions 7

1.5 Research Objectives 7

1.6 Scope of the Study 8

1.7 Significance of the Study 8

1.8 Research Contributions 9

1.9 Thesis Organization 9

CHAPTER 2 LITERATURE REVIEW 11

2.1 Introduction 11

2.2 802.11 WLANs Security 13

2.2.1 IEEE 802.11 Standards 13

2.2.1.1 Wired Equivalent Privacy (WEP) 16

2.2.1.2 Wi-Fi Protected Access (WPA) 18

2.2.1.3 Wi-Fi Protected Access 2 (WPA2) 19

viii



2.2.2 WLAN Network Topologies 20

2.2.2.1 Infrastructure BSSBI 21

2.2.2.2 Ad-Hoc Network 22

2.3 WLAN Operation 23

2.3.1 Media Access Control 24

2.3.2 IEEE 802.11 Frame Details 25

2.3.2.1 Control Frames 27

2.3.2.2 Management Frames 28

2.3.2.3 Data Frames 29

2.4 Network Operation 30

2.5 WLAN Security 32

2.5.1 WLAN Threats 32

2.5.2 WLAN Security Evolution 33

2.5.2.1 Pre-RSN Security 33

2.5.2.2 RSN Security 35

2.6 DOS ATTACKS IN 802.11 WLAN 35

2.6.1 DOS ATTACKS TYPES 35

2.6.1.1 Recourse Exhaustion DoS Attacks 38

2.7 Related Work 39

2.7.1 Integrated Central Manager (ICM) 39

2.7.2 Received Signal Strength Indicator (RSSI) 39

2.7.3 Centralized Methods 40

2.7.4 Encryption Methods 41

2.7.5 DOS Attack Detection Approaches 41

2.7.5.1 Negotiation Based 41

2.7.5.2 Network Address Base 42

2.7.5.3 Interval Base 42

2.7.5.4 Sequence Number Base 43

2.7.5.5 Authentication Base 44

2.7.5.6 Cryptographic based 44

2.8 Existing Solutions and Drawbacks 45

ix



50

51

51

51

52

55

56

58

58

58

59

59

60

61

62

64

65

65

65

67

68

69

69

70

72

74

75

75

Summary

RESEARCH METHODOLOGY

Introduction

Problem Statement and Solution Concept 

Research Activities 

Operational Framework 

Overall Research Plan

3.5.1 Phase 1: Resource Exhaustion Attack Detection 
Scheme

3.5.2 Phase 2: De-authentication and Disassociation 
Detection Scheme using Artificial Neural Network

3.5.3 Phase 3: Scheme for Detecting Management-Frames- 
Based Denial-of-Service Attack for Wireless Lan 
Network using Artificial Neural Network

Performance Measures for Management frame Classification

3.6.1 Percentage of the Classification

3.6.2 The Formula for Performance Measurement 

Experimental Setup

Data Set and Attack Simulator 

Summary

RESOURCE EXHAUSTION ATTACK DETECTION

Introduction 

Motivation 

Attacker Model

Overview of the Proposed Solution 

Description of the READM Scheme

4.5.1 Raw Data Collocation Module

4.5.2 The Derived Features Module

4.5.3 Feature Extraction Module

4.5.4 ANN Classification Module 

Experimental Setup

4.6.1 Traffic Capturing and Normal Traffic Generation

x



4.6.2 DoS Attack Simulation and Traffic Generation 76

4.7 Performance Evaluation 78

4.7.1 Results Analysis and Discussion 78

4.7.2 Comparison and Result Analysis 81

4.7.3 T-test 85

4.8 Summary 86

CHAPTER 5 DE-AUTHENTICATION AND DISASSOCIATION
DETECTION SCHEME USING ARTIFICIAL NEURAL NETWORK 89

5.1 Introduction 89

5.2 Problem Motivation and Solution Concept 89

5.3 Overview of the Proposed Solution 92

5.4 Details of the Proposed Solution 93

5.4.1 Offline Training Phase 93

5.4.1.1 Data Gathering 93

5.4.1.2 Features Derivation 94

5.4.1.3 Dataset Replication and Attack Simulation 94

5.4.1.4 Model Construction 95

5.4.2 Online Operation 96

5.5 Experimental Setup 98

5.5.1 Traffic Capturing and Normal Traffic Generation 98

5.5.2 DE-authentication/Disassociation Attack Simulation 99

5.6 Performance Evaluation 100

5.6.1 Results Analysis and Discussion 101

5.6.2 Comparison and Result Analysis 102

5.7 Summary 103

CHAPTER 6 SCHEME FOR DETECTION OF MANAGEMENT-
FRAMES-BASED DENIAL-OF-SERVICE ATTACK FOR WIRELESS 
LAN NETWORK USING ARTIFICIAL NEURAL NETWORK 105

6.1 Introduction 105

6.2 Problem Motivation and Solution Concept 106

6.3 Overview of the Proposed Intelligent Scheme 107

6.4 Details of the Proposed Solution 107

xi



6.4.1 Offline Training Phase 108

6.4.1.1 Data Gathering 108

6.4.1.2 Features Derivation 108

6.4.1.3 Dataset Replication and Attack Simulation 109

6.4.1.4 Model Construction 110

6.4.2 Online Operation 111

6.5 Experimental Setup 112

6.5.1 Traffic Capturing and Normal Traffic Generation 113

6.5.2 DE-authentication/Disassociation Attack Simulation 114

6.6 Performance Evaluation 115

6.6.1 Results Analysis and Discussion 115

6.6.2 Comparison and Result Analysis 116

6.7 Summary 120

CHAPTER 7 CONCLUSION AND FUTURE WORK 121

7.1 Introduction 121

7.2 Research Contributions 121

7.3 Future Works 124

REFERENCES 125

LIST OF PUBLICATIONS 135

xii



20

46

52

57

63

71

81

86

102

117

LIST OF TABLES

TITLE

Security Standards Comparison 

Existing Solutions and Drawbacks

Summary of the Problem Statements and Solution Concept 

Research Design Plan 

Attackers Types 

Feature Description

Average Effectiveness Results of the Four Attack Scenarios

Results of T-Test for READS against PRFADS

The Results of the D3S Scheme and SeqNum Based for Four 
Scenarios

The Results of the ED3S Scheme, D3S Scheme and SeqNum 
Based for Four Scenarios

xiii



LIST OF FIGURES

FIGURE NO. TITLE PAGE

Figure 1.1 Scenario leading to the problem statement 6

Figure 2.1 Literature review overview 12

Figure 2.2 Infrastructure Mode 22

Figure 2.3 Ad Hoc Network Mode 23

Figure 2.4 IEEE 802.11 Frame Structure 26

Figure 2.5 MAC Frame Format 30

Figure 2.6 802.11 State Diagram 31

Figure 2.7 Classification of MAC layer DoS attacks 36

Figure 2.8 De-authentication Attacks 37

Figure 3.1 Overall Research Methodology 54

Figure 3.2 Flowchart of the Operational Framework 56

Figure 3.3 Experimental setup 62

Figure 4.1 Description of the READM Scheme 69

Figure 4.2 Illustration of the mapping of neighbouring nodes update 73

Figure 4.3 The ANN-based feature Extraction 74

Figure 4.4 Capturing and Simulating WLAN Scenarios 76

Figure 4.5 Performance in Terms of Cross-Entropy Error 79

Figure 4.6 Performance in Terms of the Receiver Operating Characteristic 
Curve 80

Figure 4.7 Results of Proposed READS Scheme 80

Figure 4.8 Results of Proposed READS Scheme (Attack Scenario 1) 82

Figure 4.9 Comparison between READS and PRFADS (Attack Scenario 2) 83

Figure 4.10 Comparison between READS and PRFADS (Attack Scenario 3) 84

Figure 4.11 Comparison between READS and PRFADS (Attack Scenario 4) 85

Figure 5.1 The online and the offline phase of the Scheme 92

Figure 5.2 The detailed online and the offline phase of the Scheme

xiv

97



Figure 5.3 Capturing and Simulating WLAN Scenarios 99

Figure 5.4 The average results of the De-authentication and Disassociation 
Detection Scheme (D3S) 101

Figure 5.5 The Results of the Four Scenarios 102

Figure 6.1 The online and the offline phase of the Scheme 107

Figure 6.2 The detailed online and the offline phase of the Scheme 111

Figure 6.3 Capturing and Simulating WLAN Scenarios 114

Figure 6.4 The effectiveness of the Proposed Scheme 116

Figure 6.5 Comparison between ED3S, D3S, and SeqNum 117

Figure 6.6 Details Comparison among ED3S, D3S, and SeqNum 119

xv



LIST OF ABBREVIATIONS

ACE - Average Cross-Entropy Error

ACK - Acknowledgement

AES - Advanced Encryption Standard

AID - Association ID

ANN - Artificial Neural Network

AP - Access Point

AssRF - Authentication Request Flooding

AST - Attack Station

BSS - Basic Service Set

CBR - Case Based Reasoning

CCMP - Counter Mode CBC-MAC Protocol

CM - Central Manager

CPU - Central Processing Unit

CTS - Clear to Send

D3S - De-authentication and Disassociation Detection Scheme

DISS RF - DISS Authentication Request Flooding

DOS - Denial of Service

DS - Distribution System

EAP - Extensible Authentication Protocol

ESS - Extended Service Set

FPR - False Positive Rate

GST - Genuine Station

IBSS - Independent Basic Service Set

ICM - Integrated Central Manager

IDB - Intruder Database

IEEE - Institute of Electrical and Electronics Engineers

MAC - Media Access Control

MIC - Message Integrity Check

MSE - Mean Squared Error

PHY - Physical Layer

xvi



PS-Poll - Power Save Poll

QOS - Quality of Service

RADIUS - Remote Authentication Dial-In User Service

RC4 - Rivets Cipher 4

READS - Resource Exhaustion Attack Detection Scheme

RSN - Robust Security Network

RSSI - Received Signal Strength Indicator

RTS - Request to Send

SOM - self-Organizing Maps

SSID - Service Set Identifier

STA - Station

TGi - Task Group I

TIM - Traffic Indication Map

TKIP - Temporal Key Integrity Protocol

TPR - True Positive Rate

WEP - Wired Equivalent Privacy

Wi-Fi - Wireless Fidelity

WLAN - Wireless Local Area Networks

xvii



CHAPTER 1

INTRODUCTION

1.1 Overview

Accessibility and cost-effectiveness are the characteristics of 802.11-based 

local area wireless networks, leading to widespread deployment worldwide. However, 

because of the nature of wireless access, such networks are prone to many malicious 

attacks. There are a number of vulnerabilities in the field of computer security that 

cause network resources to become unavailable and violate the confidentiality, 

integrity, and availability of the network. Denial of Service Attack (DoS) has become 

one of the most serious security threats on the Internet today, with an increasing variety 

of DOS threatening both personal and business computing (Bou-Harb and Neshenko, 

2020) to counter these attacks, a number of security extensions to 802.11 have been 

proposed to address vulnerabilities related to unauthorized access and breach of 

confidentiality. The high demand for access to wireless networks makes it necessary 

to count for the issue of availability as another important security requirement (Bicakci 

and Tavli, 2009). Denial-of - Service (DoS) attacks compromise the availability of part 

or all of the wireless network resources / services. Such attacks are intended to prevent 

legitimate users from accessing the network. It is worth noting that DoS attacks are 

different from selfish behaviour motivated by a possible beneficial outcome. Due to 

the broadcast nature of the wireless network, DoS attacks can be easily carried out, 

especially in the wireless domain. In addition, several 802.11 specific DoS 

vulnerabilities have been experimentally demonstrated in literature in recent years 

(Nwebonyi et al., 2019) (Cheng and Chen, 2016). IEEE 802.11 Wi-Fi networks are 

prone to large number of Denial of Service (DoS) attacks due to vulnerabilities at the 

media access control (MAC) layer of 802.11 protocol (Agarwal et al., 2016). Denial- 

of - Service attacks pose a significant threat to the availability and reliability of 

wireless network operations in general and to the critical information infrastructure in 

particular. The World Economic Forum (WEF) has confirmed that the DoS attacks
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lead to a severe disruption of critical information infrastructure (Ferreira and Walton,

2005). In particular, the United Kingdom National Infrastructure Security 

Coordination Centre (NISCC) warned 2005 (Bruce et al., 2005) that denial of service 

attack could impact the critical national infrastructure.

1.2 Problem Statement

Detecting DoS Attack in wireless networks at its early stages is challenging as 

the attacker can cascade the entity of legitimate nodes or create fake entities. This is 

due to the unsecured nature of the management frame in the 802.11 protocol used in 

wireless networks. Unprotected management frames have motivated many adversaries 

to perform many types of DoS attacks (Hangargi, 2014, Agarwal et al., 2016). 

Therefore, existing mechanisms suffer from poor accuracy performance in terms of 

high false alarm and low detection rate in the early stages of the attacks. This study 

proposed alternative schemes addressing all the aforementioned issues.

1.3 Problem Background

Denial-of-Service (DoS) attacks target network availability in an attempt to 

deny legitimate users access to network resources. It is unlike the selfish attitude of 

some users that are motivated ulterior motives. DoS attacks are easier to carry out in 

wireless domains given its broadcast nature. Many of the standard security 

vulnerabilities in 802.11 have been piloted in the literature in recent years (Kolias et 

al., 2016, Bicakci and Tavli, 2009). Availability attacks are a form of DoS attack which 

attempts selectively or completely disable access to the network using several types of 

MAC frames such as de-authentication and de-association frames (Kolias et al., 2015). 

Wireless networks and technologies are generally more vulnerable to DoS attacks in 

comparison to their wired alternatives.

In the wireless security, we mainly consider the 3 protections of any packet transmitted 

in the air: Confidentiality, Integrity, Availability. Confidentiality and Integrity are
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mainly managed by various protocols such as WEP (wired equivalent privacy), WPA 

(wi-fi protected access), WPA2 (wi-fi protected access version2), but WLAN is still 

vulnerable from availability attacks such as DOS (denial of service) attacks (Arockiam 

and Vani, 2011, Weixiong et al., 2020).

DoS attacks target the data link layer of either the clients or access point in the 

WLAN by spoofing the Media Access Control (MAC) address and sending multiple 

forged frames to flood the network and deny legitimate clients access to the network 

(Yong et al., 2008). These attacks leverage the management frames because they are 

unencrypted; thereby rendering the MAC address of the access point or station 

vulnerable to hackers (Ferreri et al., 2004) (Vani et al., 2011b).

Existing solutions that address the detection of denial of service attacks on

802.11 networks can be categorized into rule-based, statistical-based, and machine 

learning-based techniques. Rule-based techniques rely on pre-defined rules that define 

the specific behaviour of the attack. In their study, (Kirongo, 2017) employed the 

timing behaviour of different management frames to detect and mitigate different types 

of wireless data link layer attacks like de-authentication and flooding attacks. 

Similarly, (Letsoalo and Ojo, 2018) utilized the received signal strength (RSS), round 

trip time (RTT), and de-authentication frames analysis (DFA) to detect de

authentication attacks. However, relying on pre-defined rules is not sufficient to detect 

such attacks as the attacker could evasively change its behaviour to deceive the 

detection system.

Statistical-based detection techniques employ the data generated by the 

communicating stations with the APs to discover the suspicious activities that goes 

beyond the predefined threshold. The study conducted by (Lee et al., 2008) employed 

a statistical approach to detect probe request attacks. The solution monitored the rate 

of probe requests issued by the communicating stations and raises an alarm if the 

number of those requests exceeded a threshold. In addition, (Hussain, 2005); (Kaushik 

and Gautam, 2013) and (Goel et al., 2013) proposed a Forge Resistance Relationship 

(FRR) It is the method that combines the window of sequence numbers and traffic 

access statistics for MAC spoofing attacks detection. Statistically based approaches
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rely on assumptions about the linearity of distribution of the data, which might not be 

realistic in the light of the dynamic nature of the attackers’ behaviour.

Similar to statistical-based detection solutions are the machine learning-based 

solutions that utilize the data collected from the communication channels between the 

stations and APs to build a model that represents the behaviour of either the normal or 

rogue nodes. Based on the nature of training data, the detection model could be 

anomaly-based or misuse-based. The former (anomaly-based) is built by profiling the 

behaviour of normal nodes whereas the latter (misuse-based) is built using the 

behaviour of the attackers. The study conducted by (Gajbhiye and Daruwala, 2016) 

and (Lackner et al., 2009) utilized the patterns extracted from the sequence number 

field to build a pattern recognition-based model that detects MAC spoofing attacks. 

Similarly, (RazaCheema et al., 2018) proposed a model trained with the data related 

to signal print in order to detect MAC spoofing attacks. In addition, (Lin et al., 2019, 

Wang et al., 2018) utilized the ANN model to detect MAC spoofing attacks. (Wang et 

al., 2018, Mikhail et al., 2019) built a machine learning-based model to detect probe 

request attacks using the data in the sequence number field of the management frame. 

Furthermore, (Ratnayake et al., 2011) utilized the data of delta-time, sequence number, 

Signal Strength Indicator (SSI), and frame sub-type of traffic captured on a home 

WLAN to train ANN-GA based probe request attacks detection model. Similarly, 

(Ratnayake et al., 2014) proposed an ANN model to detect the probe request attacks. 

However, the proposed models focused only on two types of attacks, MAC spoofing 

and probe request attacks, thus, are unable to deal with other types of DoS attacks. 

DoS attacks compromise the availability of wireless network services and make it 

difficult to detect and mitigate. The 802.11-based wireless systems are susceptible to 

denial of service attack attacks (Buriachok and Sokolov, 2019, Rahman and Tomar,

2018) for two reasons. The first is that there are no natural limits to radio waves which 

makes it necessary to share the communication media among all nodes in the 

communication areas. Thus, RF jamming is a common occurrence in wireless 

networks. Communications on the 802.11-based systems have normal ranges of 2.4 

GHz (for 802.11b and g) and 5GHz (for 802.11a). Hence, a high-power Rouge signal 

can interfere with wireless transmissions of the existing network. The second reason 

is lack of authentication mechanism in 802.11 management frames (Rahman and 

Tomar, 2018). The implied trust among communicating wireless devices is reflected
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in the unprotected and exposed nature of management frames makes it easy for an 

attacker to parody legitimate devices and drop individual hosts (Nguyen et al., 2008).

Although DoS attacks target both wired and wireless networks alike, wireless 

networks have become an interesting target of hackers over the years. By doing, 

important network connectivity features such as anonymity, security, and privacy are 

consistently infringed. In 802.11i, an intruder attacks the access point by sending 

multiple packets with a wrong key every second as a result of which the access point 

will be automatically shut down for a minute. The intruder keeps sending these wrong- 

keyed packets even after the access point comes back online in order to deny legitimate 

users access to the network (Salem et al., 2007). Detecting DoS Attack in wireless 

networks at its early stages is challenging as the attacker can cascade the entity of 

legitimate nodes or create fake entities. The Scenario of the DoS attack is a huge 

number request of flooding which Wasting network performance and Filling the AP 

buffer. There are many Existing solutions for detecting DoS attacks just like 

Encryption based methods, Sequence number-based methods, and Machine learning. 

to face the DoS attack problem there many Challenges need to require changes in the

802.11 protocol stack to support authentication and encryption of frames which are 

currently non authenticated, Patching client and AP software and up-gradation to 

newer 802.11 standards. A sufficient feature that reduces the detection accuracy is a 

gap of detecting DoS attack in WLAN which the researchers try to find the desired 

solution to get a High accuracy DoS detection Figure1.1 illustrates the scenario 

leading to the problem addressed by this research.
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Scenario of the DOS attack
■ Huge number request of flooding
■ Wasting network performance
■ Filling AP buffer

Existing solutions
Encryption based methods 
Sequence number based method 
Machine learning

Challenge
Requires changes in 802.11 protocol 
stack to support authentication and <
encryption of frames which are currently 
non-authenticated 
Patching client and AP software 
Up gradation to newer 802.11 standards.

Nn The Gap
Sufficient feature that reduce the detection accuracy

Desired solution
High accuracy DOS detection

Figure 1. 1 Scenario leading to the problem statement
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1.4 Research Questions

This research is intended to deal with the problems related to flooding based 

DoS attack detection in WLAN infrastructure. This research seeks to answer the 

following questions:

(a) How can the accuracy of resource exhaustion based DoS attacks be effectively 

increased under sophisticated attack scenarios?

(b) How can the discriminative features related to de-authentication and 

disassociation attacks that help decrease false alarms be derived?

(c) How can the DoS attack detection scheme under sophisticated attacks be 

enhanced to increase the accuracy of DoS attack detection?

(d) How can the detection rate of de-authentication and disassociation attacks be 

increased?

1.5 Research Objectives

The aim of this study is to design and develop resource exhaustion and 

Masquerading based DoS attacks detection scheme. The main objectives of this 

research are:

1) To investigate the management frame resource exhaustion attack detection 

scheme using an artificial neural network to increase detection accuracy.

2) To design and develop a de-authentication and disassociation detection scheme 

by deriving features with an artificial neural network to reduce false alarm rate.

3) To further improve the detection rate of the scheme proposed in scheme two 

using feature derived from the unsupervised method developed in scheme one.
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4) To verify and compare the proposed schemes against the well-known schemes 

from the literature.

1.6 Scope of the Study

In achieving the objectives of the study as highlighted in the previous section, 

this study is limited to the following scope:

• 802.11 infrastructure mode.

• Resource Exhaustion Attack and masquerading DoS attack in infrastructure

network mode.

• This study uses Recieved Signal Strenght Indicater (RSSI) to make detection 

of the attacker.

• The study focuses mostly on detecting flooding based DoS attacks to enhance

effectiveness and efficiency.

1.7 Significance of the Study

• Wireless LANs are very common and have found widespread use:

• among different communication technologies,

• DoS attacks are particularly possible due to the open and unprotected nature of 

the management frames that carry the MAC address of the source.

• This vulnerability exposes the network to layer attacks on wireless 

connections.

• Low detection performance in the early stages of the current Resource 

Exhausted Attack Detection Schemes is due to the bad characteristics
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representing the attackers during the training process, which has created 

difficulties in distinguishing between false and legitimate management frames.

• This research proposes new improved schemes which increase the detection

accuracy and decrease the false alarm rate (Aung and Thant, 2017)

1.8 Research Contributions

This research introduces new schemes to improve DoS detection accuracy and 

detection rate. The following represents the contribution of the study:

1) A scheme for detecting and a resource exhaustion Denial-of-Service (DoS) 

attack in WLANs.

2) New detection scheme for DE-authentication and Di-association flooding 

attack in WLAN.

3) Scheme for Detecting Management-Frames-Based Denial-of-Service (DoS) 

Attack in WLAN.

1.9 Thesis Organization

The introduction of the study has been presented in this chapter. An 

introduction to 802.11 WLAN infrastructure mode and DoS detection topics and 

problems as well as the motivation for the research by reviewing the background to 

the problem has been presented. The problem statement and the objectives of the 

research are also outlined here. In addition, the contribution of the proposed research 

has also been highlighted. Chapter 2 reviews the pertinent literature related to DoS 

detection along with the existing methods and techniques. The methodology of 

achieving the objectives of this study is explained in Chapter 3. Chapter 4 focuses on

9



designing and developing a Resource Exhaustion Attack Detection Scheme (READS), 

which is the outcome of the first phase in this study. Chapter 5 focuses on designing 

and developing a De-authentication and Disassociation Detection Scheme (D3S) 

which is the outcome of the second phase in this study. Chapter 6 focuses on designing 

and developing an enhanced De-authentication and Disassociation Detection Scheme 

(ED3S). Finally, Chapter 7 concludes the study

10
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