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ABSTRACT 

Developing secure software is critical for organizations as highly-sensitive and 
confidential data are transacted through online applications. Insecure software can lead 
to loss of revenue and damage to business reputation. Although numerous methods, 
models and standards in regards to secure software development have been 
established, implementation of the whole model is quite challenging as it involves cost, 
skill, and time. Moreover, lack of knowledge and guidance on selection of suitable 
secure development practices becomes a challenge for project managers. On that 
account, this thesis developed a model which aims to guide the project managers to 
select secure software development practices based on the factors fulfilled by the 
project. Initially, a systematic literature review (SLR) was conducted, and as a result 
18 influential factors were identified. To strengthen and enhance these findings, 
semistructured interviews were conducted with 21 software development experts from 
eight IT departments in Malaysian public sector, and 18 influential factors emerged 
from the interviews. The findings from both the SLR and interviews were 
consolidated, and analysed using the grounded theory techniques. As a result, 20 
influential factors were finalized and grouped into four main categories that influenced 
software development outcomes: institutional context, software project content, 
people and action, and development processes. To assess the fulfilment of each factor, 
assessment criteria to determine the fulfilment of the factors were identified using 
secondary data analysis method. Subsequently, secure development practices which 
were suitable for the Malaysian public sector were identified through a survey, and as 
a result 24 practices were identified. The identified factors, assessment criteria, and 
practices were validated using the Delphi method, involving ten experts. In addition, 
the experts mapped the influential factors to each secure software development 
practice. As a result of the Delphi method which involved three phases, the lists of 
validated factors and assessment criteria were produced. Additionally, a list of 
practices mapped with the related influential factors was produced. The validated 
elements were used to formulate the Secure Software Development Practice Selection 
Model. The proposed model was finally evaluated using a multiple case study method 
that involved four software development projects in the Malaysian public sector. The 
project managers were provided with questionnaire to assess the fulfilment of factors, 
and identify practices that can be incorporated in their software development project. 
Thus, with the proposed Secure Software Development Practice Selection Model, 
suitable secure software development practices can be effectively identified by 
assessing the influential factors fulfilled by the software project. Furthermore, the 
average System Usability Scale score obtained for all agencies was 70.7; thus Secure 
Software Development Practice Selection Model was perceived to have ‘good’ 
usability which corresponds to the adjective scale. In sum, there are four significant 
contributions of this research: a validated list of factors influencing secure software 
development, a list of assessment criteria for the factors, mapping of secure software 
development practices with the influential factors, and evaluated Secure Software 
Development Practice Selection Model. 
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ABSTRAK 

Membangunkan perisian yang selamat adalah penting bagi organisasi kerana 
data yang sangat sensitif dan sulit ditransaksi menerusi aplikasi atas talian. Perisian 
yang tidak selamat boleh menyebabkan kehilangan hasil dan kemudaratan kepada 
reputasi perniagaan. Walaupun banyak kaedah, model dan piawaian dalam hal 
pembangunan perisian yang selamat telah diwujudkan, pelaksanaan keseluruhan 
model agak mencabar kerana melibatkan kos, kemahiran dan masa. Selain itu, 
kekurangan pengetahuan dan panduan mengenai pemilihan amalan pembangunan 
selamat yang sesuai menjadi cabaran kepada pengurus projek. Oleh itu, kajian ini 
membangunkan model bagi tujuan untuk membimbing pengurus projek memilih 
amalan pembangunan perisian yang selamat berdasarkan faktor-faktor yang dipenuhi 
oleh projek. Pada mulanya, kajian literatur sistematik (SLR) dijalankan dan hasilnya 
18 faktor berpengaruh dikenal pasti. Bagi mengukuhkan dan meningkatkan dapatan 
ini, temu bual separa berstruktur dilakukan dengan 21 pakar pembangunan perisian 
dari lapan jabatan teknologi maklumat di sektor awam Malaysia dan 18 faktor yang 
mempengaruhi pelaksanaan amalan pembangunan perisian yang selamat telah dikenal 
pasti. Penemuan dari SLR dan temu bual digabungkan dan dianalisis menggunakan 
teknik grounded theory. Susulan ini, 20 faktor telah dimuktamadkan dan 
dikelompokkan menjadi empat kategori utama yang mempengaruhi hasil 
pembangunan perisian: konteks institusi, kandungan projek perisian, pengguna dan 
tindakan, dan proses pembangunan sistem. Untuk menilai pencapaian setiap faktor, 
kriteria penilaian telah dikenal pasti menggunakan kaedah analisis data sekunder. 
Selanjutnya, amalan pembangunan selamat yang sesuai untuk sektor awam Malaysia 
dikenal pasti menerusi kaedah tinjauan dan hasilnya, 24 amalan dikenal pasti sesuai. 
Faktor, kriteria penilaian dan amalan yang dikenal pasti disahkan menggunakan 
kaedah Delphi, yang melibatkan sepuluh orang pakar. Selain itu, para pakar 
memetakan faktor-faktor yang mempengaruhi setiap amalan pembangunan perisian 
yang selamat. Hasil daripada kaedah Delphi yang melibatkan tiga fasa, senarai faktor 
yang disahkan dan kriteria penilaian dihasilkan. Selain itu, senarai amalan yang 
dipetakan dengan faktor-faktor berpengaruh yang berkaitan telah dihasilkan. Unsur-
unsur yang disahkan digunakan untuk membangunkan Secure Software Development 
Practice Selection Model. Model yang dicadangkan akhirnya dinilai menggunakan 
kaedah kajian kes yang melibatkan empat projek pembangunan perisian di sektor 
awam Malaysia. Pengurus projek diberikan soal selidik untuk menilai pencapaian 
faktor dan mengenal pasti amalan yang boleh dipraktikkan dalam projek pembangunan 
perisian mereka. Oleh itu, dengan Secure Software Development Practice Selection 
Model yang dicadangkan, amalan pembangunan perisian selamat yang sesuai dapat 
dikenal pasti dengan berkesan dengan menilai faktor-faktor berpengaruh yang dicapai 
oleh sesuatu projek perisian. Tambahan pula, skor purata yang diperoleh melalui 
System Usability Scale untuk semua agensi adalah 70.7; Oleh itu, Secure Software 
Development Practice Selection Model dianggap mempunyai tahap kegunaan yang 
baik. Ringkasnya, terdapat empat sumbangan penting dalam kajian ini; senarai faktor 
yang disahkan yang mempengaruhi pelaksanaan amalan pembangunan perisian 
selamat, senarai kriteria penilaian faktor, pemetaan amalan pembangunan perisian 
yang selamat kepada faktor yang berpengaruh, dan Secure Software Development 
Practice Selection Model yang telah dinilai. 
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INTRODUCTION 

1.1 Chapter Overview 

The aim of this study is to develop a model to select suitable secure software 

development practices for Malaysian Public Sector (MPS). This chapter presents the 

overview of this study.  The first section of this chapter explains the background of the 

research problem, followed by the problem statement, research questions, objectives, 

and scope of the research. This explanation is continued by the significance of this 

research and provides a brief description on key terms applied throughout the thesis.  

The final section explains the outline of the thesis and overall chapter summary.  

1.2 Problem Background 

The advancement of internet and e-commerce have instilled revolutionary 

changes in peoples’ lifestyle and living standards. Organizations are moving towards 

digitalizing services using a range of information and communication technologies. 

Both private and public organizations have transformed the way they run their daily 

operations and marketing activities from manual to the use of websites (Deepa & 

Thilagam, 2016; MAMPU, 2016). As more services go online, security becomes the 

biggest challenge in both public and private sector. Lack of security in the government 

services will affect the citizen’s trust negatively because citizen’s data can be 

compromised by irresponsible or unauthorized parties. Online applications has 

become a target of hackers due to strict vigilance on networks through firewalls and 

intrusion detection systems (Shuaibu, Norwawi, Selamat, & Al-Alwani, 2013). Many 

security incidents had been reported recently (MyCERT, 2019). Particularly, 

Cyber999 had recorded an increase of 44.56% in intrusion incidents reported in 2016 

compared to 2015 (Kassim & Abdullah, 2017). Subsequently, 10699 cybersecurity 
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incidents were reported in 2018, representing 34% increase compared to year 2017. 

Such incidents reported to Cyber999 consist of account compromises (including email, 

social media and server accounts) and web defacements. Furthermore, most web 

defacements reported mainly exploited known vulnerabilities, for instance in the 

Content Management System or CMS that runs on web servers such as Joomla or 

Word Press.  

Web applications are even more vulnerable compared to commercial 

applications due to the reason that web applications are available on internet (Brown 

& Paller, 2008). Present findings indicated that SQL injection and the exploitation of 

known vulnerabilities in a server are the trendy approaches used by attackers to 

compromise websites (MyCERT, 2019). Poorly constructed software systems and 

systems causes vulnerabilities in the system that can be exploited by malicious users 

and violate one or more software security properties (Shuaibu et al., 2013). Generally, 

security is the accountability of technical staffs who maintains antivirus, firewalls and 

intrusion detection systems.  To prevent attackers, system administrators need to 

update security patches and apply best practices for web application. However, 

Cybersecurity Malaysia has stated that web defacements or web vandalism caused by 

vulnerable applications or unpatched servers are still rising (Cybersecurity, 2013). 

Furthermore, in 2016, National Institute of Standards and Technology (NIST) reported 

that most of the vulnerabilities are introduced during the design and architecture phase 

of software development and proper mitigations could have been taken to overcome 

the weaknesses (Black, Badger, Guttman, & Fong, 2016). 

In 2016, National Institute of Standards and Technology (NIST) reported that 

most of the vulnerabilities are introduced during the design and architecture phase of 

software development and proper mitigations could have been taken to overcome the 

weaknesses (Black et al., 2016). Researches had indicated that the number and severity 

of vulnerabilities in online applications can be reduced by including security into 

development phases (Kainerstorfer, Sametinger, & Wiesauer, 2011). Scholars have 

used various methods and techniques such as security requirements engineering,  

security patterns and use cases to integrate security into software development life 

cycle (Lipner, 2004; Mellado, Fernández-Medina, & Piattini, 2007; Nunes, Belchior, 
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& Albuquerque, 2010). Microsoft Security Development Life cycle (SDL) , OWASP’s 

Comprehensive, Lightweight Application Security Process (CLASP) and McGraw’ 

Touchpoints are acknowledged as major players that provide an widespread set of 

activities covering a broad spectrum of the development lifecycle (De Win, 

Scandariato, Buyens, Grégoire, & Joosen, 2009). While these models cover the entire 

software development phase, efforts have been taken by some researchers to integrate 

security in a particular phase of software development such as requirement, design and 

implementation phase. It is believed that security must be tackled during the early 

phases of software development mainly during the requirement engineering (Mellado 

et al., 2007; P Salini & Kanmani, 2012). Various techniques such as threat modelling, 

use cases, misuse cases and abuser stories have been used to facilitate the management 

of security requirements engineering in software development life cycle (Mellado, 

Blanco, Sánchez, & Fernández-Medina, 2010). Meanwhile, UML and patterns are 

used in modelling secure designs (Abramov, Sturm, & Shoval, 2012; Eduardo B 

Fernandez, 2004). 

Although various models have been introduced in efforts to produce secure 

software, many software development companies are still reluctant to use security 

development models. Project manager criticized that existing secure development 

processes for being too costly and complex (Geer, 2010). For example, a survey 

conducted by Oram (2017) pointed out acceptance and implementation of security 

practices in a software development process is insufficiently in place, and a majority 

of respondents highlighted that they want to perform the practice but cannot do it at 

all.  Another study conducted in Finland highlights that only a small set of security 

activities are actively implemented (Rindell, Ruohonen, & Hyrynsalmi, 2018). In 

Malaysia, the implementation of secure software development is still in the early 

planning (Mohamed, Baharom, Deraman, Yahya, & Mohd, 2016). The awareness and 

readiness of the software developer to include the security practices in the software 

development process are still low even though there are many online or web 

applications are developed and introduced to the public day by day. This has become 

evident with vulnerabilities issues found on some of the Malaysian Public Sector 

online or web applications (Jaafar, 2017; Mohamed et al., 2016; Shuaibu et al., 2013). 

These scenarios highlight that the software development projects lack proper 

implementation of secure software practices. 
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It is found that lack of proper implementation of secure software practices is 

due to lack of knowledge in selecting suitable security practices (P. J. Morrison, 2017) 

which led the project managers only consider security requirements implicitly and let 

the security requirements undocumented, without any proper notations during 

software development process (Mohamed et al. (2016). Additionally, the project 

managers tend to ignore references and security guidelines on handling security 

practices issues. Despite the existence of many secure software development models 

(Howard & Lipner, 2009; OWASP, 2016) and guidelines, project managers find it 

difficult to select suitable practices for their projects due to lack of knowledge and 

guidance (P. J. Morrison, 2017). Selecting suitable practices are influenced by several 

factors such as inadequate development time (Jing, Lipford, & Bill, 2011), lack of 

skills or expertise (Hellström & Moberg, 2019; Mohamed et al., 2016) and improper 

team size (Jakeri & Hassan, 2018).  Besides this, implementation of secure 

development models and practices in the industry requires security engineers or 

security experts to be part of the development team which poses a great challenge to 

small development teams involved in rapid development (Riaz, Slankas, King, & 

Williams, 2014). Assessment of these factors is necessary in order to assist projects 

managers to select suitable secure software development practices for their projects. 

However, literature on factors that influences the selection of secure software 

development practices is still lacking.  

Background of the research shows security is an important element that need 

to be included in the software development especially online or web applications. 

Despite various efforts to reduce security problems, barriers in practical 

implementation are still exist due to many reasons. Lack of knowledge in security 

factors and practices by the software developers also has led to security vulnerabilities 

in online or web applications during the development (Yahya et al., 2019).  According 

to Fraser, Campara, Fanning, McGraw, and Sullivan (2014), human awareness on 

security factors and practices can be the most cost- effective way to manage security. 

Thus, there is need to explore more in detail the security practices and factors for the 

implementation of secure software development during the software development 

process. This details will be useful in guiding and assisting software project managers 

in selecting suitable secure software development practices for their projects.  
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1.3 Problem Statement 

Vulnerabilities are introduced in the online applications because developers 

fail to include security during the phases of software development. Despite the 

comprehensive guidelines from existing secure software development models and 

frameworks, implementation of secure development practices during software 

development is still lacking. Besides this, implementation of secure software 

development practices is also influenced by several factors such as development time, 

skills or expertise, top management support, automated tool support, team size and 

others.  However, project managers find it difficult to select suitable practices for their 

projects due to lack of knowledge and guidance in assessing factors influencing the 

selection of secure software development practices. Therefore, assessment of factors 

is necessary in order to guide projects managers to select suitable secure software 

development practices for their projects. Thus, there is a need to add to the knowledge 

on the secure software development by guiding the project team to select suitable 

secure development practices that can be applied in their projects through assessment 

of related factors. In order to address the problem, this research propose to develop a 

model by incorporating practices involving factors into secure software development 

to facilitate selection of suitable security practices. 

1.4 Research Goal 

The goal of this research is to propose Secure Software Development Practice 

Selection Model.  The research solution will act as a foundation and guide for software 

project managers in an organization to analyze and select a set of secure development 

practices by assessing the factors fulfilled by the organization. Hence, to achieve this 

goal, a set of research questions have been designed, as listed below:   

a) What are the factors and its assessment criteria that influence the selection of 

secure software development practices? 
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b) What are the secure software development practices that are suitable for 

Malaysian Public Sector? 

c) How are the factors, assessment criteria and practices validated and mapped?  

d) How a suitable Secure Software Development Practice Selection Model can be 

proposed using the above findings? 

 

 

1.5 Research Objectives 

The objectives of this study are derived as below: 

a) To identify factors and its assessment criteria that influence selection of secure 

software development practices.  

b) To identify secure software development practices for Malaysian Public 

Sector. 

c) To validate influential factors, assessment criteria and mapping of influential 

factors with secure software development practices. 

d) To propose Secure Software Development Practice Selection Model.  

e) To evaluate the proposed Secure Software Development Practice Selection 

Model.  

 

1.6 Scope of the Study 

The scope of this study is encompassed of secure software development 

factors, assessment criteria and practices. The following section delivers a detailed 

explanation of these scopes.  
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(a) Secure Software Development Factors  

Secure software development is systematic process to reduce security 

vulnerabilities in the software being developed.  This research focuses on identifying 

factors that influence secure software development practices during software 

development lifecycle from the project perspective. The factors are derived using 

Systematic Literature Review (SLR) and a semi structured interview method. The 

respondents who are involved in the interview were selected from Malaysian Public 

Sector only.  

(b) Comprehensive Lightweight Application Security Process Model 

The software security practices that are used in this study are adopted from the 

Comprehensive Lightweight Application Security Process model (CLASP). CLASP 

provides a detail process and presented with five high level perspectives. It is designed 

in order to embed security features especially during the software development life 

cycle.  

(c) Malaysian Public Sector 

Since software security problem is also a common problem faced in Malaysian 

Public Sector, respondents and experts involved in this study were selected from 

Malaysian Public Sector. Furthermore, possible factors that influence the selection of 

secure software development practices vary among private and public sector. Thus, 

focus of this study is on software development process at public sector. 

1.7 Contribution and Significance of the Study 

This research adds to the significant knowledge in the software engineering 

domain, especially on the software security and secure software development domain.   

The contribution of this study is as follows: 
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a) The first contribution of this research was the identification of 20 influential 

factors that affects the implementation of secure software development practices 

and 71 criteria to assess the achievement of the factors. Each factor and its 

assessment criteria were described accordingly. 

b) The second contribution of this research was identification of secure software 

development practices for the Malaysian Public Sector. The practices were 

identified based on practitioner’s agreement level on the importance of the 

practices. 

c) The third contribution of this research was mapping of each secure software 

development practice to the factor that influences the implementation of that 

particular practice. Identification of factors influencing each practices is 

significant in selecting suitable practices to be implemented in a software 

project. 

d) The fourth contribution of this research was the development of the Secure 

Software Development Practice Selection Model. 

e) The fifth contribution of this research was the evaluated proposed model using 

case study method.  

Additionally this study contributes to the area of knowledge in Software 

Engineering Body of Knowledge (SWEBOK) under Chapter 13, Computing 

Foundation, Subsection 17, Secure Software Development and Maintenance and 

specifically under subsection 17.5, (Society, Bourque, & Fairley, 2014). Currently, the 

security practices in the software development are not fully implemented by 

organizations, especially in public sectors like Malaysia. This study suggests the use 

of factors on selecting security practices in software development phases by the project 

managers and software developers. Thus, government agencies of Malaysia can reduce 

vulnerabilities during software development and produce secured online or web 

applications. 
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1.8 Glossary  

(a) Software Project  

A software project can be defined as a temporary endeavor or undertaken tasks 

related to Information Technology to create a product or process such as software 

project development. This study defines software project as an ICT project with a focus 

on application development.   

(b) Secure Software Development 

Secure software development is defined as the set of activities performed to 

develop, maintain, and deliver a secure software solution. 

(c) Assessment Criteria 

Assessment criteria in this study refer to questions or statement used to identify 

the existence of the factor in the project. 

(d) Software Security Practices 

Software security practices are software development practices implemented 

by project managers and developers to prevent security vulnerabilities in the software 

produced.   

(e) Secure Software Development Factors 

Secure software development factors refer to a circumstance or that contributes 

that influences the implementation of the secure software development practices 

during software development lifecycle. 
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1.9 Thesis Outline 

This thesis consists of nine chapters. This chapter (Chapter 1) has briefly 

outlined the background of this study and the research problem and objectives. Below 

are the detailed explanations of Chapter 2 to Chapter 9 of this thesis.  

(a) Chapter 2: Literature Review  

Chapter 2 provides a comprehensive review of related studies in existing body of 

literature. The chapter is organized according to definitions, state of the art on secure 

development models, factors and criteria that influences secure development. Besides 

this, justification on selections of the methodologies in this study is also discussed 

here.  

(b) Chapter 3: Research Methodology  

Chapter 3 discusses the phases of the research design and methodology in detail. 

Explanation of the research phases includes related activities and deliverables. This 

chapter also discusses the research instruments and the evaluation criteria which were 

adopted in this work. 

(c) Chapter 4: Identification of Factors and Assessment Criteria that Influence 

Selection of Secure Software Development Practices 

Chapter 4 illustrates the data collection process using Systematic Literature Review to 

identify the factors that influence secure software development from state of the art 

perspective. Subsequently, this chapter also delivers the results from the structured 

interview session conducted among the experience software developers in Malaysian 

Public Sector. It highlights their practice, opinions, and experiences in implementing 

secure development practices in their projects. As a result of the structured interview, 

a set of factors that influence secure software development from the practitioner’s 

perspective is identified. The identified factors from SLR and interview were 

consolidated to determine factors that influence the selection of secure software 

development practices which is the first objective of this study. 
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(d) Chapter 5: Identification of Secure Software Development Practices for 

Malaysian Public Service Organization  

This chapter describes the identification of secure development practices that were 

important for Malaysian Public Sector. It illustrates the data collection process and 

presents the results of the survey conducted which fulfils the third objective of this 

study. 

(e) Chapter 6: Validation of Factors, Assessment Criteria and Mapped Practices 

with Factors 

This chapter explains the validation process of the factors and assessment criteria using 

Delphi method. The validated factors were further mapped to the secure development 

practices using the same method.   

(f) Chapter 7: Formulation of Secure Software Development Practice Selection 

Model 

This chapter describes the conceptual model of the Secure Software Development 

Practice Selection Model.  

(g) Chapter 8: Evaluation of Secure Software Development Practice Selection 

Model 

This chapter reports the evaluation outcomes of the proposed model. The evaluation 

phase is divided into two stages: investigation of the effectiveness of the model in 

identifying secure software development practices and the usability of the model. The 

software project managers involved in these two stages of evaluation are based on 

selected software projects.  

(h) Chapter 9: Discussion and Conclusion 

This chapter reflects back on the dissertation as a whole, to examine whether or not 

the research questions and research objectives have been answered. Next, this chapter 

highlights the contribution of this study. Finally, the limitations and the future 

directions of this study are addressed.  
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1.10 Chapter Summary 

To conclude, this chapter provides an explanation of the current issue in this 

secure software development implementation and the need for this research to be 

carried out as the background of this study. The problem statement addresses the 

motivation in choosing the research topic and the research gap were identified. 

Subsequently, the research questions and objectives for this study were developed and 

presented. The research scope was also identified and explained in this chapter. This 

chapter also described the significance of this study and how it contributes to the state 

of knowledge in the software security especially in the domain of secure software 

development. 
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