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ABSTRACT

The security of information became a very important issue. Steganography
is an effective way to hide the desired secret information in seemingly innocent cover
files which are mostly multimedia files. Using multimedia files as hosts to hide the
information in will avoid the need to secure the communication when sending secret
messages. The challenge to Steganography is the amount of information to be
embedded in the host file without affecting the properties of that file and to avoid
distortion of the image, the video, or the sound host file and as a result, to avoid
detection of hidden information existence. The need for new methods, techniques
and algorithms to make enhancements regarding increasing the amount the hidden
information, preserving the host file quality, preserving the size of the file, and keep
it robust against steganalysis. To achieve these goals, the embedding must be in
suitable locations in the multimedia file, choosing the proper. A recent approach is
using artificial intelligence that teaches the machine to give the best candidate bits to
hide the information in. This approach is remarkably theoretically efficient, and this
approach isthe basis of this project to implement a prototype that uses this approach.
In this project, for embedding, neural network with adaptive smoothing error back
propagation that keeps trying to refine the Stego file until it reaches the best
embedding results besides another adaptive Steganography method using concepts
called main cases and sub cases. In this project, four layers of security will be used
to secure the hidden information and to add more complexity for steganalysis and
another point of focus in this project will be on embedding the maximum amount of
information that can be embedded without affecting the other objectives.
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ABSTRAK

Keselamatan maklumat merupakan isu terpenting terutamanya kepada
pihak berkuasa dalam urusan pentadbiran harian. “Steganography” merupakan cara
yang efektif untuk menyembunyikan maklumat sulit dalam file multimedia yang
kelihatan biasa. Setelah “embedding” maklumat di “host file” selesal, sebarang
kaedah yang digunakan untuk menghantar maklumat akan menjadi selamat dan
kukuh kerana “host file” ini bukan lagi merupakan titik tumpuan utama. Cabaran
untuk “Steganography” adalah jumlah maklumat yang dapat dimuatisikan ke “host
file” tanpa mempengaruhi property file dan menghindari distorsi pada gambar, video,
atau suara “host file”, justeru dapat menyindari dari sebarang deteksi mengenai
kehadiran maklumat tersembunyi. Pencarian terus untuk kaedah baru, teknik dan
algorithms untuk membuat perangkat tambahan demi meningkatkan jumlah
maklumat yang tersembunyi, melestarikan kualiti serta saiz “host file”, dan tetap kuat
terhadap steganalysis adalah sangat penting. Untuk mencapai tujuan tersebut,
kesesuaian lokasi untuk “embedding” di dalam file multimedia adalah penting
dengan memilih bait yang paling sesuai di tempat bit bait. Ini juga merupakan
cabaran yang sangat besar kepada steganographers. Pendekatan terkini adalah
menggunakan kecerdasan buatan yang mengajar mesin untuk mengesan dan
memberikan calon bit yang terbaik untuk menyembunyikan maklumat. Pendekatan
ini bukan sahaja secara teoritis efisien, malahan merupakan dasar projek ini untuk
menerapkan prototype yang menggunakan pendekatan ini. Dalam projek ini, untuk
“embedding”, neural network dan adaptive smoothing error back propagation yang
terus berusaha untuk memperbaiki stego file sehingga mencapai hasil yang terbaik
untuk “embedding” selain daripada adaptif “Steganography” lain yang menggunakan
kaedah yang dikenali sebagai main cases dan sub cases. Dalam projek ini, empat
lapisan sekuriti akan digunakan untuk meneguhkan maklumat tersembunyi tersebut
dan untuk menambahkan kerumitan untuk steganalysis lain, titik focus dalam projek
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ini akan “embedding” jumlah maklumat yang maksimum tanpa mempengaruhi

tujuan yang lain.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Steganography is the art of passing information in a manner that the very
existence of the message is unknown. The goal of Steganography is to avoid
drawing suspicion to the transmission of a hidden message. |f suspicion is raised,
then this goal is defeated. [21]

Steganography is defined also as it is the art and science of communicating in
away which hides the existence of the communication. In contrast to Cryptography,
where the enemy is allowed to detect, intercept and modify messages without being
able to violate certain security premises guaranteed by a cryptosystem, the goal of
Steganography is to hide messages inside other harmless messages in away that does
not allow any enemy to even detect that there is a second message present”.[21]

Steganography applications conceal information in other, seemingly innocent
media. Steganographic results may masguerade as other file for data types, be
concealed within various media, or even hidden in network traffic or disk space. We
are only limited by our imagination in the many ways information and data can be
exploited to conceal additional information. [46]

Redundant or noisy data can be removed from the origina image and
replaced with a hidden message. Steganographic technologies are a very important
part of the future of Internet security and privacy on open systems such as the
Internet. Steganographic research is primarily driven by the lack of strength in the



cryptographic systems on their own, and the desire to have complete secrecy in an

open-systems environment. [47]

There are a number of uses for Steganography besides the mere novelty. One
of the most widely used applications is for so-called digital watermarking. A
watermark, historically, is the replication of an image, logo, or text on paper stock so
that the source of the document can be at least partially authenticated. A digital
watermark can accomplish the same function; a graphic artist, for example, might
post sample images on her Web site complete with an embedded signature so that
she can later prove her ownership in case others attempt to portray her work as their
own. [17]

Steganography can also be used to alow communication within an
underground community. There are several reports, for example, of persecuted
religious minorities using Steganography to embed messages for the group within
images that are posted to known Web sites. [17]

Hiding the information in an image is known as the Embedding process, It
can be done using various techniques of Steganography, taking in consideration
lossless information or image quality, and also it is very important to keep the
original file size so that the detection of hidden information will be harder, and the

image will not be suspicious.

1.2  Background of the Problem

There are several techniques for Steganography, some of which become very
complicated to understand. One simple method is LSB (Least Significant Bit), or
Least Significant Bit Steganography. The concept of LSB Embedding is simple. It
exploits the fact that the level of precision in many image formats is far greater than
that perceivable by average human vision. Therefore, an altered image with slight
variations in its colors will be indistinguishable from the original by a human being,

just by looking at it.



By using the least significant bits of the pixels’ color data to store the hidden
message, the image itself will seem unaltered. Animage is nothing more than strings
and strings of bytes, each byte representing a different color. The last few bitsin a
color byte, however, do not hold as much significance as the first few. Thisisto say
that two bytes that only differ in the last few bits can represent two colors that are
virtualy indistinguishable to the human eye. For example, 00100110 and 00100111
can be two different shades of red, but since it is only the last bit that differs between
the two, it isimpossible to see the color difference. LSB Steganography, then, alters
these last bits by hiding a message within them. [38]

As important as the Steganographic technique is, equally important is the
choice of the cover image. In LSB Embedding, a poor choice of cover image can
lead to a Stego-image that is easily differentiable from the original. Current image
formats can be divided into two broad categories, lossy and lossless. Lossy images
are those formats, which loses some of the image’s data when stored. An example
would be JPEG. The plus side of lossy images, in particular JPEG, isthat it achieves
extremely high compression, while maintaining fairly good quality. However, due to
the very nature of lossy formats, it is not suitable for LSB Embedding. [34]

Since LSB Embedding spreads the hidden message throughout the image’s
data, the loss of the image’s data by compression would lead to the lost of parts of
the hidden message. On the other hand, lossless images are suitable for LSB
Embedding, since the integrity of the image data is preserved. However, they do not
have the high compression ratio that lossy formats do. Not all lossless images are
good candidates as a cover image. 24-hit bitmaps, as well as grayscale images and
other color images with small variations in its palette are good candidates as cover

images. [34]

The main advantage of the LSB coding method is a very high watermark
channel bit rate and a low computational complexity of the algorithm, while the main
disadvantage is considerably low robustness against signal processing modifications.
Increasing Robustness of LSB Audio Steganography by Reduced Distortion LSB
Coding. Further More, LSB Embedding has the advantage that it is simple to



implement. This is especially true in the 24-bit bitmap case. It also allows for a
relatively high payload, carrying one bit of the secret message per byte of pixel data
In addition, it is also seemingly undetectable by the average human if done right.
However, the assumption has been that the Stego-image is indistinguishable from the
original cover image by the human eye. There have been many statistical techniques
developed to determine if an image has been subjected to LSB Embedding. [34]

It’s noticed that almost all of the current LSB algorithms for RGB (Red
Green Blue) color scheme are not considering an intelligent method or the use of
artificial intelligence to perform the embedding process choosing the best candidates
(pixels) to embed the data, even the existing automated implementations are not used
a trained machine to embed the data, but the need for such kind of systems is
growing due to the new techniques to detect the L SB hidden information, so the LSB
Steganography needs a fast reliable method to embed the information in the host

image.

1.3 Problem Statement

How can we reduce the lack of existence of an intelligent method to choose

the best candidate pixels in the cover image file to embed the information in?

What method we can suggest for LSB Steganography to solve the problem of
choosing the best location in the image to hide large amount of information in a fast

accurate reliable way?

How can the suggested method be able to avoid detection of the existence of

hidden information and avoid the failure of secrecy of the desired communication?
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Project Aim

The aim of this proposed project is to develop a prototype of an intelligent

method to choose the best candidate pixels locations in any RGB bitmap image file

to hide large amount of information in those pixels.

15

1.6

Project Objectives

The objectives of this project are:

Developing and implementing a prototype that trains the machine to give
the candidate pixels in an RGB image file for the best location to hide
information using LSB Steganography.

Comparing the resulted Stego images from this prototype to Stego images
resulted by S-Tools (the benchmark).

Preserving the size of the cover image in the Stego image produced by
this prototype from that particular cover image.

Preserving the quality of the cover image in the Stego image produced by
this prototype from that particular cover image.

Producing Stego image from this prototype that is robust against specific
visual and statistical measures by increasing the complexity of the
statistical and visual steganalysis.

Project Scope

The scope of this project will be working on the true 24-bits color RGB

bitmap images, and the embedding algorithm will be the LSB algorithm. In testing

phase of this project, only specific basic types of visual and statistical measures will

be considered regarding the steganalysis complexity that might be performed on the

Stego images produced by this prototype. Those measures are comparing the



brightness difference, the neighbor pixels difference, and the Euclidian norm. The
desired file to be hidden in the cover image will be of the format of a Microsoft
Windows notepad text file (.txt).

The project will consider the most important success factors for
Steganography like preserving the file size and keep the size change very small that
can be hardly noticed, lossless information, maximum extraction of the hidden

information, and preservation of the image quality.

1.7  Summary

In this chapter we discussed the aim and objectives of this project and what is
the background of the problem that was the reason to choose this topic of the project.
The scope was identified for our work and the problem statement was declared.
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