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ABSTRACT

The goal of trusted computing is to guarantee the behaviour of the software
running on the devices. Memory Protection Unit (MPU) secures accesses between
main memory, and caches which plays an important role in the System-on-Chip
Root-of-Trust. There are several cipher algorithms such as SIMON, PRESENT,
PRINCE, SPECK, and KATAN are suitable for MPU. These ciphers have been
analyzed in different metrics such as area, power, throughput, latency, and others.
Latency is one of the critical parameters that need to be considered when selecting
the MPU cipher. The PRINCE algorithm has the lowest latency based on previous
studies to fulfill the main MPU design requirement. The objective of this research is
to synthesize and implement the PRINCE cipher architecture for the MPU to secure
sensitive data exchange with an emphasis on low latency. For the hardware-based
memory protection targeted for Field Programmable Gate Array (FPGA), the
PRINCE cipher using three pipeline stage is designed at the register transfer level
(RTL) using Verilog and verified by dynamic simulation using the Xillinx ISE. As
the additional MPU structure between the main memory and cache increased the
memory access latency, we validate the latency result based on memory performance
model to quantify the overall performance with the additional five clock cycle
encryption latency. The validation result for libquantum and gcc application showed
0.64% and 0.29% execution time overhead due to increased memory, respectively.
Besides, the resource overhead decreased as pipeline design was implemented. The
impact of additional latency cipher on the execution time has low significant on the
overall performance and produced more impact if the Last Level Cache (LLC) miss
ratio is high as libquantum application has higher LLC miss ratio compared to gcc

application.
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ABSTRAK

Tujuan pengkomputeran yang dipercayai adalah untuk memberi jaminan
kepada pengguna mengenai tingkah laku perisian pada peranti. Unit Perlindungan
Memori (MPU) menjamin perlindungan akses antara ingatan utama dan cache yang
memainkan peranan penting dalam Sistem-atas-Chip “Root-of-Trust”. Terdapat
beberapa algoritma sifer seperti SIMON, PRESENT, PRINCE, SPECK dan KATAN
yang sesuai untuk MPU. Sifer ini telah dianalisis berdasarkan ukuran sukatan yang
berbeza seperti luas, kuasa, daya hasil, kependaman dan pelbagai lagi. Kependaman
adalah salah satu parameter penting yang perlu dipertimbangkan semasa memilih
sifer MPU. Tambahan pula, berdasarkan kajian sebelum ini, algoritma PRINCE
mempunyai kependaman terendah dalam memenuhi syarat reka bentuk utama MPU.
Objektif penyelidikan ini adalah untuk mensintesis dan melaksanakan seni bina sifer
PRINCE bagi MPU untuk menjamin pertukaran data sensitif pada kependaman yang
rendah. Untuk perlindungan ingatan yang disasarkan untuk Tatasusunan Boleh
Diaturcara Medan (FPGA), sifer PRINCE menggunakan tiga talian paip dirancang
pada tingkat pemindahan daftar (RTL) menggunakan Verilog dan dikaji dengan
simulasi dinamik menggunakan Xillinx ISE. Oleh kerana penambahan struktur MPU
antara ingatan utama dan cache akan meningkatkan kependaman akses ke ingatan,
kami mengkaji hasil kependaman berdasarkan model prestasi ingatan sebelumnya
untuk mengukur prestasi keseluruhan selepas penambahan kependaman penyulitan
sebanyak lima kitaran. Hasil pengesahan untuk aplikasi libquantum dan gcc iaitu
0.64% dan 0.29% telah memberi penambahan masa pelaksanaan masing-masing
disebabkan penambahan kependaman ingatan. Kesan penambahan kependaman
sifer mempunyai signifikan yang rendah terhadap prestasi keseluruhan dan
menghasilkan lebih banyak kesan jika nisbah kehilangan tahap cache terakhir tinggi.
Hal ini kerana aplikasi libqguantum mempunyai kadar kehilangan tahap cache terakhir

yang lebih tinggi berbanding dengan aplikasi gcc.
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CHAPTER 1

INTRODUCTION

1.1 Research Background

System-on-Chip (Soc) is an integrated circuit that integrates all components
of the computer or other electronic system into a single chip. SoC may contains one
core or multi-processor cores which implements multiprocessing in a single physical
package. The security function is the heart of hardware Root-of-Trust (RoT) which
offers good protection for overall SoC system performance. In other words, hardware
RoT is the security foundation of SoC operations that contains the keys used for
cryptographic functions and act as security architecture [1], [2], [3]. In the most
modern processor, there are Memory Protection Unit (MPU) that has been built in
order to protect and avoid illegal memory access. The function of MPU is to secure
accesses between main memory, and caches, thus plays an important role in

hardware-based memory protection as shown in Figure 1.1.

System on Chip

Core MPU
. Memory | | Main
L1 L2 € C’Phef 1€ 1 Controller | Memory
Cache Cache (MC)

Figure 1.1 Architecture Overview [4]



Cipher is an algorithm located inside the MPU for performing encryption or
decryption in cryptography. When entering or leaving the cache, data will be
decrypted and encrypted transparently. The system requires cipher to prevent
physical type of attacks to memory to prevent attackers from physical access to
memory. Thus, memory encryption is one of the standard techniques. Over the last
few years, the area of lightweight cryptography with particularly low latency cipher
has drawn considerable attention especially applications with real-time requirements
[5], [6]. The suitable low-latency cipher is needed to be implemented for MPU to
prevent the degradation of overall SoC system performance. Based on the previous
research, there are several ciphers such as PRESENT, KATAN, RECTANGLE,
SIMON, PRINCE and SPECK that have been evaluated their performance metrics in
terms of area, latency, throughput, power and other metrics [7]. PRINCE cipher is
one of the lightweight block ciphers is optimized in latency when implemented in
hardware while SIMON cipher is optimized with respect to area.

1.2 Problem Statement

Latency is one of the critical parameters when selecting the cipher. The MPU
which is located between LLC and the memory controller that controlled accesses
from main memory has their own amount of latency consumption. The amount of
latency depends on how SoC architecture has been designed. Thus, different
processor consumes different value of latency. Next, by adding other components
that consume more latency will impact the overall performance of the system. Before
designing the MPU, we need to perform analysis on the low latency cipher
architecture design and evaluate the performance on memory transfer. Therefore, the
choice of low latency cipher is important as the memory access latency impacts the
overall SoC system performances while maintaining the security architecture Root of
Trust. In precise, as SoC is no longer limited as hard Application Specific Integrated
Circuit (ASIC), but also as soft cores, the impact of adding MPU on Field
Programmable Gate Array (FPGA) based SoC need to be quantified.



1.3 Research Objective

The aim for this project is to investigate the effect of low latency cipher
algorithm design for memory protection of memory access transfer which targeted
for SoC on FPGA. In other words, this project also wants to quantify the
performance application with additional encryption latency as CPU performance is
highly connected to memory performance. The objectives are listed as below:

@ To synthesize the design of PRINCE cipher architecture for the MPU to
secure sensitive data exchange with an emphasis on low latency.

(b) To implement the PRINCE block cipher in Field Programmable Gate Array
(FPGA) on Xillinx ISE using Verilog at RTL level.

(© To validate and analyze the latency performance of the PRINCE cipher

design based on memory performance model.

1.4 Scope of Project

The scope of this study includes the investigation on the low latency PRINCE
cipher algorithm that is suitable for MPU SoC application. In order to achieve the
objectives of the project, few scopes are included in this project. The scopes are

listed as below:

@ Synthesize three pipeline stages of PRINCE cipher Verilog code from Open
Source GitHub using FPGA Vivado 2019.2 version.

(b) Verify the PRINCE cipher design which emphasis on latency parameter.

(© Validate the PRINCE cipher design using memory performance model from
previous research work for libquantum and gcc application.
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