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ABSTRACT 

The effectiveness of Nigeria Cybersecurity strategy can have serious effect 

on the Cybersecurity stance of the country and significantly impact how well the 

country financial critical information technology infrastructures are protected. In 

order to measure the strength and weaknesses of Cybersecurity, organizations can 

implement the developed Cybersecurity Capability Maturity Model (C2M2). Many 

developers have developed a range of Cybersecurity oriented models for 

strengthening practices to protect critical infrastructure. These models, however, 

similar to any other security oriented models are subject to uncertainty and a 

comprehensive critical infrastructure protection strategy is to be able to reduce 

exposure to risk and address uncertainty. Cybersecurity Capability Maturity Model 

(C2M2) for Nigeria financial organizations as a security oriented model to determine 

the level of Cybersecurity strength in Nigeria financial organizations is developed. 

The developed model provided five maturity levels: i) Nothing Exists, ii) Basic, iii) 

Progressed, iv) Advanced, and v) Innovative. The goal of this research is to build up 

a model that will validate the level of Cybersecurity strength in Nigeria financial 

organizations. Seven organizations which includes Guarantee Trust Bank , United 

Bank for Africa, Union Bank of Nigeria, First Bank of Nigeria, Stanbic-IBTC Bank, 

Federal Mortgage Bank, and Polaris Bank all located in Damaturu are chosen to 

measure their Cybersecurity preparedness using the developed model. Fully in-

structured interview are performed with information technology officers in case 

study. Results analysis show that all organizations in case study are at iv) Advanced 

level. 
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ABSTRAK 

 Keberkesanan strategi keselamatan siber bagi negara Nigeria boleh memberi 

kesan yang serius terhadap pendirian keselamatan siber negara tersebut dan memberi 

kesan yang signifikan terhadap perlindungan infrastruktur teknologi informasi 

kritikal Negara berkenaan. Untuk mengukur kekuatan dan kelemahan keselamatan 

siber, organisasi boleh melaksanakan Cybersecurity Capability Maturity Model 

(C2M2). Ramai pembangun telah membangunkan pelbagai model berorientasi 

keselamatan siber untuk memperkuatkan amalan untuk melindungi infrastruktur 

kritikal. Walaubagaimanapun, model-model ini sama seperti model berorientasi 

keselamatan yang lain dimana ia tertakluk kepada keadaan ketidakpastian dan 

strategi perlindungan infrastruktur kritikal yang komprehensif adalah untuk dapat 

mengurangkan pendedahan kepada risiko dan menangani ketidakpastian. Model 

Cybersecurity Capability Maturity Model (C2M2) untuk organisasi kewangan 

Nigeria adalah sebuah model yang berorientasikan keselamatan untuk menentukan 

tahap kekuatan keselamatan siber bagi organisasi-organisasi kewangan di Nigeria. 

Model yang dibangunkan ini menyediakan lima (5) tahap kematangan iaitu: i) Tiada 

apa-apa wujud, ii) Asas, iii) Kemajuan, iv) Lanjutan, dan v) Inovatif. Matlamat 

penyelidikan ini adalah untuk membina satu model yang dapat mengesahkan tahap 

kekuatan keselamatan siber bagi organisasi kewangan di Nigeria. Tujuh (7) 

organisasi merangkumi syarikat kewangan: Guarantee Trust Bank, United Bank for 

Africa, Union Bank of Nigeria, First Bank of Nigeria, Stanbic-IBTC Bank, Federal 

Mortgage Bank dan Polaris Bank yang terletak di Damaturu telah dipilih bagi diukur 

tahap kesediaan keselamatan siber bagi organisasi berkenaan menggunakan model 

yang dibangunkan ini. Temu bual secara berstruktur telah dilakukan terhadap 

pegawai teknologi maklumat bagi kajian kes ini. Analisis keputusan menunjukkan 

bahawa semua organisasi dalam kajian kes berada di tahap iv) Lanjutan. 
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CHAPTER 1  
 

 

INTRODUCTION 

1.1 Introduction 

Cisco Inc define Cybersecurity as the practice of protecting network systems 

from digital attacks (Cisco, 2018). These attacks are usually planned at accessing, 

changing, or damaging sensitive data or interrupting common business 

processes(Cisco, 2018). Implementing efficient Cybersecurity procedures is mostly 

difficult today because the number of devices are more than the number of people 

(Cisco, 2018). Possible Cybersecurity threat nowadays as identify by Cisco Inc 

includes; Ransom ware, Malware, Social engineering and Phishing. 

Cyberspace offer avenue for communications, Cybercriminals are 

lawbreakers that violet the use of Cyberspace whereas Cybersecurity is mean to 

protect Cyberspace. Also Cybersecurity is all about protecting data that is initiated in 

electronic form. 

Cybercrime has become a new trend that is progressively rising as the IT 

continues to penetrate every aspect of our daily life and no one can guess its future 

(Omodunbi, Odiase, Olaniyan, & Esan, 2016). Casey consider Cybercrimes to be any 

illegal activities that involves computers and internet, including crimes that do not 

rely heavily on computers (Casey, 2005). According to (Adesina, 2017) Cybercrimes 

refers to any criminal activities which take place through the internet. Thus in 

general, Cybercrime refers to any crimes committed with the use of internet as tools 

to target any victim. It consist of crimes that have been made by computers, such as 

dissemination of computer viruses, network intrusions, identity theft and stalking. 

For any organization to achieve the security of its cyberspace against cyber 

crime, the organization need to evaluate the level of their Cybersecurity capability 
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and search for their problem and solve them. Cybersecurity Capability Maturity 

Model (C2M2) is used as a tool to analyze the capability maturity level of 

organization to protect it critical infrastructure in cyberspace. 

1.2 Problem Background 

The development of the information technology (IT) and the increase access 

to web resources has give rise to new opportunities for financial transactions, as well 

as those who engage in illegal activities. Financial systems, all over the globe, play 

fundamental roles in the development and growth of the economy (Dai, Huu, & 

Zoltán, 2017). The rise of, and rapid progress in, IT based systems, are primary to 

essential changes in how financial organizations interact with their clients. Internet 

banking has turn into the self-service deliverance canal that allows banks and various 

other business to provide information and offer services to their clients more 

handiness via the internet (OECD, 2008). However, the presence of bank in the 

cyberspace has also give chance to cyber criminals to infiltrate into customers 

sensitive information such as credit card information. Over twenty years, dishonest 

cyber space groups have continued to use the internet to commit offenses; this has 

suggested mixed reaction of panic in the society along with a rising unease 

concerning the state of cyberspace security (Barclay, 2014). 

Earlier to the year 2001, the trend of cyber crime was not internationally 

related with Nigeria (Adesina, 2017). From then, the country has acquired an 

international dishonor in cyber criminality, particularly identity theft, aided through 

the use of the internet.  Since the issue of cyber security is raising attention in the 

mind of Nigerians, This dissertation give an overview of Cybercrime issues in 

Nigeria financial organizations, identify the categories of attack against the financial 

institutions in Nigeria, identify who are those actors and finally explain the 

challenges of mitigating such criminalities and to examine current Cybersecurity 

maturity models and propose a model that will be use by Nigerian financial 

organizations to evaluate their critical IT infrastructures  applicability. 
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1.3 Problem Statement 

 Nigeria has a status for having a class of Cyber Threat actors popularly called 

419 scams. These 419 scammers trick people into revealing their financial identities 

in other to use it and making money transfer. While these abuses have resulted in real 

financial damages, these Cyber Threat actors are seen as funny in the society. 

However, this is far from actuality and our image of Nigerian Cyber Threat actors 

must to be reorganized. Research carryout by professionals (Ibikunle & Eweniyi, 

2013) shows that Nigeria has only 1,500 certified Cybersecurity Professionals and 

that the Nigeria is the most targeted nation of such attacks in Africa (Odumesi, 

2014).  

 Strengthen the negative aspects of the problem is inadequate standards 

against which the Nigerian financial organizations can measure their current security 

status. To properly secure IT critical infrastructure and accurately report on its 

readiness to survive Cyberthreat, the Nigerian financial organizations need a 

common measurement tools in addition to NCSS standard controls and AUMMCS-1, 

to provide a framework for assessing and reporting Cybersecurity readiness. The 

Inadequate standard tools,  Inadequate IT security professionals, immature cyber 

laws are the weakness to secure critical IT infrastructure among Nigeria financial 

organizations (Hassan, 2012).  

 To truly be effective, a Cybersecurity program must continually evolve and 

improve. This research focuses on addressing inadequate standard tools by 

developing a Cybersecurity capability maturity model for Nigeria financial 

organizations.  

1.4 Research Aims 

 The main aim of this research is to develop a Cybersecurity Capability 

Maturity Model (C2M2) for Nigeria financial organizations. 
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1.5 Research Objectives 

The objectives of the research are:  

(a) To identify and investigate Cybersecurity capability security domain 

components based on the existing Cybersecurity capability models which are 

relevant to the financial organizations  

(b) To develop Cybersecurity capability maturity model specific for critical IT 

Infrastructure security in financial organizations 

(c) To evaluate the maturity level of the Cybersecurity capabilities for critical IT 

infrastructure among Nigeria financial organizations. 

1.6 Research Questions 

This research is carried out based on the following questions 

 

(a)  What are the Cybersecurity capability security domain components based on 

 the existing Cybersecurity capability models relevant to the financial 

 organizations. 

(b)  How to develop the Cybersecurity capability maturity model specific for 

 critical IT infrastructure security in financial organizations. 

(c)  How to evaluate the maturity level of the Cybersecurity critical IT 

 infrastructure among Nigeria financial organizations. 
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1.7 Research Scope 

In order to reach the objectives stated above, the scope of this study is limited to the 

following:  

(a)  The study is focusing on Cybersecurity Capability Maturity Models and 

 specially to Nigeria finacial organizations. 

(b)  Research assessment is accomplished by performing a fully in-structured 

 interview with IT Officers in order to assess the maturity level of the selected 

 case study as mention above. 

1.8 Research Significance 

The main significance of this research is to contribute to the development of 

the Cybersecurity area that will be easy for the Nigeria Financial organizations to 

apply to their organization in other to evaluate their strength in protecting their 

critical IT Infrastructure against any Cyberthreat. 

1.9 Research Structure 

This dissertation is structured into six chapters. To accelerate understandings 

to the dissertation, a brief overview of the contents of each chapter are as follows: 

Chapter 1 Introduction of the research and serves as a road map to reader 

through brief description on the contributions of this dissertation. 

Chapter 2 Literature Review for the dissertation through previous related 

published papers. This includes the reviews of research related to the method and 

process of C2M2 development. 
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