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ABSTRACT 

Copy-move forgery which is an act of copying an object and pasting it on 

another location of the same image is one of the most common types of tampering 

techniques to manipulate image content. Besides, most of the images are also being 

tampered by post-processing operations such as JPEG compression, contrast 

adjustment, brightness change, colour reduction, noise addition, and blurring before 

pasted, makes it more challenging to detect, as found in the standard dataset 

CoMoFoD. In multimedia forensics, many efforts have been undertaken to detect 

whether an image is pristine or manipulated by proposing various techniques to 

improve the robustness of these detection methods. However, researchers continue to 

face challenges in detecting tampered region with the presence of all these post-

processing attacks in a copy-move image forgery and relatively few methods were 

attempted to address them. The main objective of this research is to design and develop 

an improved descriptor with features invariance to post-processing operations for 

copy-move forgery detection. Generally, image processing steps consist of four main 

steps which are pre-processing, feature extraction, block matching and evaluation of 

results. In this process, an improvement is made by employing sign operator for feature 

extraction with mean (robust) as threshold to extract invariance feature vectors against 

post-processing attacks from each block of image. An Euclidean distance is employed 

to filter out the weak features and obtain rough suspected matches. The results obtained 

were very encouraging with Correct Detection Rate (CDR) of more than 99% achieved 

for the normal tampered images, while the ones with post-processing operations 

fluctuated between 91% and 99.7%. The results have proven that the proposed copy-

move forgery detection performed better than the existing techniques. 
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ABSTRAK 

Pemalsuan salinan-pindaan yang merupakan tindakan menyalin objek dan 

menampalnya di lokasi lain dari imej yang sama adalah salah satu jenis teknik 

pemecatan yang paling biasa untuk memanipulasi kandungan imej. Selain itu, 

kebanyakan imej juga diganggu oleh operasi pasca pemprosesan seperti pemampatan 

JPEG, pelarasan kontras, perubahan kecerahan, pengurangan warna, penambahan 

bunyi, dan kabur sebelum ditampal, menjadikannya lebih mencabar untuk dikesan 

seperti yang terdapat di dalam dataset standard CoMoFoD. Dalam forensik 

multimedia, banyak usaha dilakukan untuk mengesan sama ada imej itu murni atau 

dimanipulasi dengan mencadangkan pelbagai teknik untuk meningkatkan keteguhan 

kaedah pengesanan ini. Walau bagaimanapun, para penyelidik terus menghadapi 

cabaran dalam mengesan rantau yang mengalami kerosakan dengan kehadiran semua 

serangan pasca pemprosesan ini dalam pemalsuan imej salin dan agak relatif dengan 

kaedah yang cuba ditangani. Objektif utama kajian ini adalah untuk mereka bentuk 

dan membangunkan deskriptor yang lebih baik dengan ciri-ciri keupayaan untuk 

operasi pasca-pemprosesan untuk pengesanan pemalsuan pemindahan salinan. Secara 

amnya, langkah memproses imej terdiri daripada empat langkah utama iaitu pra-

pemprosesan, pengekstrakan ciri, padanan blok dan penilaian hasil. Dalam proses ini, 

penambahbaikan dibuat dengan menggunakan pengendali tanda untuk pengekstrakan 

ciri dengan nilai min (teguh) sebagai ambang untuk mengekstrak vektor ciri invariance 

terhadap serangan pasca pemprosesan dari setiap blok imej. Jarak Euclidean 

digunakan untuk menyaring ciri-ciri yang lemah dan mendapatkan perlawanan yang 

disyaki kasar. Hasil yang dicapai sangat menggalakkan dengan Kadar Pengesanan 

yang Benar (CDR) melebihi 99% yang dicapai untuk imej tamparan yang normal, 

manakala yang dengan operasi pasca pemprosesan bervariasi antara 91% dan 99.7%. 

Hasilnya telah membuktikan bahawa cadangan pengesanan pemalsuan salinan yang 

bergerak lebih baik daripada teknik yang ada. 
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CHAPTER 1  

 

 

INTRODUCTION 

1.1 Overview 

Rapid evolvement in information technology set the stage for more 

technological evolution. Primarily, information has been passed using word, but it has 

been replaced by image where it can convey better information especially in the field 

of crime, journalism, etc. However, the concern is that there is a high potential of 

vicious forgery where digital images can be changed to hide the truth by using various 

image editing tools such as Photoshop which is very easy to use even by beginners. 

Thajeel (1) stated that photographers in the early-to-mid 20th century had 

realised that image forgeries could be powerful tools for changing public perception 

and even history. For instance, in (2), a photo on Facebook that shows a crowd of 

supporters of former Malaysia’s Prime Minister , Najib Razak, is considered as fake 

one because obviously, the crowd has been duplicated to appear larger (see Figure 

1.1). 
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Figure 1.1 An example of fake photo (2) 

In the field of image forgery, there are several types of forgery that have been 

investigated such as copy-move, splicing, and morphing. However, Copy-Move 

Forgery (CMF) is the most actively investigated subtopic of digital image forgery 

where some objects are being cloned in the same image (3–5). Even though it is known 

that the level of difficulties for detection of copy-move image forgery is very high as 

the duplicated region has almost similar characteristics in terms of texture, noise, and 

colour, however, previous researchers had proved that some methods able to detect the 

forged region by using the fact that the forging operation results in certain non-

uniformities introduced into the image that can be used to detect the forgery(3,5). 

1.2 Problem Background 

Copy-move is known as one of the most common method for image forgery 

(6). Besides, to make it worse, most of the forged images does not forged by solely 

copy-move, either by single or multiple forged regions, but also being forged by 

attacks. These attacks which categorized into two are called post-processing operations 

and geometric transformations, added before copied region is pasted on the image, 

making the process of detecting forged region more challenging (7). Most of the 

related works on the Copy-Move Forgery Detection (CMFD) were however focused 
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on correct detection rate of forged image in the presence of geometric transformations 

and certain post-processing operations only (8). Limited works dealt with correct 

detection rate for all post-processing operations mentioned even though they are 

available in the standard dataset, CoMoFoD (1,9). 

Joint Photographic Experts Group (JPEG) compression (8), contrast 

adjustment (10), brightness changes (11), colour reduction (1), Gaussian additive 

noise, and blurring are among the example of post-processing operations. Tralic et al. 

(12) created a CoMoFoD database that has 200 image sets in size 512x512 pixels of 

these operations for detection purpose. This research will use first 40 images from the 

database where these images contain a copied region which had been translated to the 

new location with post-processing operations. 

For JPEG compression, images in the database are processed with different 

quality factors from 20 until 90 with increment of 10. The lowest quality factor 

degrades the forged image and make it more imperceptible when compared to the other 

quality factors as a low-quality factor directly impacts the visual quality of the image 

and results in a smaller JPEG file. From a viewpoint of detecting forgery, another 

impact from quality is low-quality images can reduce the ability to detect 

modifications. 

For noise addition, images in the database are processed with different variance 

viz., [0.009, 0.005, 0.0005]. Noise can significantly influence the quality of digital 

images. This results in a granular texture added to the image. The image is however 

significantly smoothed, and the edges significantly blurred. The image which have 

been post-processed with first level 0.009 is more imperceptible since high variance 

of noise randomly corrupts the image. From a forensic viewpoint, hiding information 

in the image can have a very high percentage of being unnoticed. 

For blurring operation, images in the database are processed by making the 

colour transition from one side of an edge in the image to another smoothly using three 

different filter masks to obtain blurred images. These masks are considered as a 

rectangular group of pixels surrounding the pixel of image called the kernel with 
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average filters of size 3x3, 5x5 and 7x7. To apply this filter to the current pixel, a 

weighted average of the colour values of the pixels in the kernel is calculated. This 

averaging is done on a channel-by-channel basis, and the average channel values 

become the new value for the filtered pixel. The effect is to average out rapid changes 

in pixel intensity. In CoMoFoD, the kernel with a dimension of seven pixels degrades 

the forged image much than the other dimensions. This is because larger kernel has 

more values factored into the average, and this implies that a larger kernel will blur the 

image more than a smaller kernel. 

The brightness and contrast of an image can be adjusted by changing the value 

of all pixels by a constant. For these two operations, images in the database are 

processed with different levels with lower and upper bounds viz., [(0.01, 0.95), (0.01, 

0.9), (0.01, 0.8)]. The image with intensity value of [0.01,0.80] are significantly 

different on appearance as it is brighter (brightness) and darker (contrast) thus making 

it more imperceptible. For brightness changes, lower value of upper bounds [0.01, 

0.80] changes the image to be brighter whereas higher value of upper bounds changes 

the image to be darker [0.01, 0.95]. Meanwhile, for contrast adjustment, values from 

the lower and upper bounds create a window which reduces contrast when stretching 

the window [0.01, 0.95] while increases contrast when shrinking the window [0.01, 

0.80]. 

The process of colour reduction happens by replacing every colour of the 

original image by an appropriate colour from the limited number of colours available. 

The effect was unfortunately resulting in image discolouration. In CoMoFoD database, 

images are processed with different level of colour quantization from 256 to 128, 256 

to 64 and 256 to 32. Third level of quantization 32 is visually imperceptible when 

compared to the other two levels as the image is represented with a smaller number of 

colours.  

Table 1.1 shows the example of original image and the image with stated 

operations.
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Table 1.1 Example of original image and forged image with post-processing operations in CoMoFoD database (1,12) 

Type of Post-

Processing 

Operations 

Original Image Normal Forged Image 
Forged Image with Post-

processing Operations 
Ground Truth 

JPEG 

Compression 

    

Noise 

Addition 
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Type of 

Post-

Processing 

Operations 

Original Image Normal Forged Image 
Forged Image with Post-

processing Operations 
Ground Truth 

Blurring 

    

Brightness 

Changes 
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Type of 

Post-

Processing 

Operations 

Original Image Normal Forged Image 
Forged Image with Post-

processing Operations 
Ground Truth 

Colour 

Reduction 

    

Contrast 

Adjustmen

t 
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1.3 Problem Statement 

Feature extraction which extracts an appropriate feature from each of the 

blocks or interesting pixels is a core phase in the CMFD scheme. Therefore, a good 

feature extraction method is needed to generate invariance feature vectors and get high 

Correct Detection Rate (CDR) of forged image. CDR is calculated by comparing each 

pixel found in the detected tampered block with the ground truth. If the pixel exists in 

both blocks, then the pixel is counted as the correctly detected pixel. Otherwise, it is 

considered as wrongly detected pixel. In feature extraction, the closer CDR to 1 and 

False Detection Rate (FDR) to 0, the higher is the method’s precision. 

Based on the above challenges, there are two issues that need to be answered. 

The first issue is to improve the CDR of the proposed method against single and 

multiple forged regions distorted by various post-processing operations and the second 

issue is to handle outlier that may affect the results of CDR obtained in. Despite the 

accomplishments obtained by the previous studies involving post-processing 

operations on copy-move forgery image, it is discovered that many existing feature 

extraction methods are limited to certain type of operations only (8). This is because 

the specific threshold value determination only valid for certain operations and not to 

others thus, results in generation of variance features vector that led to low CDR. 

The inability to generate invariance feature vectors against all type of 

operations has resulted in incorrect localization of duplicated object during the 

matching stage. In pattern recognition, the ability to extract invariance features from 

an image is important. An invariance feature vectors are vectors extracted from image 

where they can be identified independently of its position, size, and orientation. 

Generally, they are vectors which remain unchanged under certain transformations. In 

this study, invariance features vector are vectors which remain unchanged under the 

presence of post-processing operations. 

It is worth noting that the Completed Local Binary Pattern-Sign (CLBP-Sign 

or CLBP_S) in Completed Local Binary Pattern (CLBP) and Completed Local Ternary 

Pattern (CLTP) is equivalent to the conventional Local Binary Pattern (LBP) (13) in 
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terms of noise sensitivity caused by a static threshold, which is obtained from the 

centre pixel. Hence, the creation of a noise insensitive threshold and monotonic 

greyscale transformation invariance is mandatory. Following that, (1) proposed a 

method called Dominated Completed Median Ternary Pattern (DCMTP) which based 

on similar CLTP principles but differed in terms of the thresholding approach. 

This study proved that even with a presence of post-processing operation, 

DCMTP able to produce high CDR. This is because DCMTP employs two new 

thresholds namely, median-based threshold and dynamic ternary threshold. The former 

can perform well in the presence of noise while the latter can perform well in the 

presence of noise and other post-processing operations such as blurring, brightness, 

JPEG compression and colour reduction.  

Although being able to perform well against noise, unfortunately, noise can 

significantly influence the quality of digital images resulting in low CDR of forged 

region for images which have been post-processed with first level 0.009 since the high 

variance of noise randomly corrupts the image. Besides, the method had limitation in 

getting the CDR as high as the other operations when facing JPEG compression 

operation especially for the forged image with a very low-quality factor 20.  

Therefore, this research will propose a new threshold for feature extraction 

namely, mean (robust) that able to overcome the limitation exist by using median-

based threshold as well as reducing the impact of outliers (14). While the arithmetic 

mean is often used to report central tendencies, it is not a robust statistic, meaning that 

it is greatly influenced by outliers (values that are very much larger or smaller than 

most of the values). Usually, the outlier is removed from the data set for further 

analysis which reduces the degrees of freedom. The results obtained when using mean 

robust reveal that the proposed mean is less affected by the outlier than the arithmetic 

mean. 
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1.4 Research Goal 

This research aims to develop an improved method with features invariance to 

post-processing operations for copy-move forgery detection. 

1.4.1 Research Objectives 

The objectives of this research are specified as follows: 

i. To propose an improved Dominated Completed Median Ternary Pattern 

(DCMTP) method that can extract features invariance to post-processing 

operations. 

ii. To use outlier analysis to test the results and analyse the overall dataset and 

environment to be sure on the effect of outliers’ presence towards the correct 

detection rate (CDR). 

1.5 Scopes 

The scopes of this research are as follow: 

(a) This research utilizes the CoMoFoD standard and completed dataset 

(www.vcl.fer.hr/comofod/) by (12) throughout the CMFD process. The forged 

images that been used undergone shifting of copied regions only. 

(b) The proposed method is categorized under the group of block-based methods. 

(c) This research uses block overlapping technique for image partitioning. 

(d) This research places emphasis on the correct detection rate of the proposed 

method in copy-move image forgery detection. 
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1.6 Research Significance 

The significance of this research is that the proposed CMFD method able to 

overcome the challenges of post-processing operations existed in forgery detection. 

The proposed CMFD may do so by reducing the impact of the operations by extracting 

robust feature that is invariance to the operations. 

Besides, this research can provide a method that can authenticate an originality 

of an image either being normally copy and pasted or had being concealed by 

operations to hide the traces of tampering. Although there are many previous studies 

regarding CMFD that have shown many encouraging results, however, they are still 

limitation in the challenges mentioned above especially in the presence of multiple 

copy-move forgeries. 

In addition, this research shows that with the high quality or efficient choice of 

threshold in the feature extraction phase, enabling the scheme to reduce a phase which 

is the post-processing phase, thus reducing the processing time to execute the whole 

detection process. 

1.7 Thesis Organization 

This thesis is arranged into six chapters as follows: 

Chapter 2 presents an overview of copy-move forgery, existing works on 

feature extraction from forged images with various post-processing attacks in single 

and multiple forgeries and issues on false positive as well as the limitations in previous 

research. 

Chapter 3 describes the research framework that supports the objectives of the 

research.  
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APPENDIX A 

Data Description of Copy-Move Forgery Distorted by Post-Processing Attacks 

All the tampered images in the database manipulated using different categories 

of following attacks which are translation, rotation, scaling, and distortion, except 

shearing attack which are highly useful for the CMFD algorithms evaluation. 

Additionally, the ground truth for each image is also provided.  

 

 

 

 

 

 

 

 




