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Abstract

Network traffic measurement studies have shown
the presence of self-similar behavior in both local area
and wide area traffic traces. In this study we
investigated the magnitude of the self-similarity
behavior of network traffic and its Hurst measurement,
H. Our study has revealed several characteristics of H
based on the network traffic changes. From the
finding, H can be used as traffic load indicated only if
the sampling size is large. On the other hand for a
smaller sampling size, H can be used to indicate the
change in traffic pattern. However network traffic
does not always exhibit self-similarity property.
Activities such as peer-to-peer can steer the traffic to
lose this property.
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1. Introduction

Several network traffic measurement studies have
shown the presence of self-similar behavior in both
local area and wide area traffic traces [1] — [5]. Self-
similarity is the retaining of a similar behavior or
appearance of a data set over space or time. In the case
of computer network, self-similarity traffic
demonstrates burstiness on many or all timescales.
Burstiness indicates that arrival of traffic is
concentrated in short time which causes buffer to
overflow and thus the need for retransmission. As a
result, network utilization decreased. Researchers of
[6] have shown with the aid of NS-2 simulation that
network burstiness is proportional to the network load.
In addition, it has also been reported that denial-of-

service (DoS) attacks on computer network is bursty in
nature [7].

Although no single model is been globally accepted
as definitive, the Hurst parameter, H, which describes
the degree of self-similarity, holds a central place in
the description of self-similar traffic. Its measurement
is has been applied in the provision of quality of
service (QoS), capacity planning and anomaly
detection. However there are several questions that
arise here which are:

i.  Istoday’s traffic having the same measurement of
self-similarity as previous work?

Is network traffic always self-similar?

What is/are factor(s) that can affect H reading?

ii.
iil.

In this study we addressed the above issues and
highlighted results which have not been extensively
discussed by other researchers in the related field. The
findings of the research can aid others in
understanding H reading and its usage in traffic
management.

This paper is organized as follows. Section 2
describes several related works in the field. Section 3
presents the methodology of the work where we
describe a brief review of the platform used in
conducting the experiment and the description of the
network environment. Section 4 discusses the results
and the findings of the study and finally, the
concluding remarks are presented in Section 5.

2. Related Works

In layman’s term self-similar means that the traffic
is bursty at all time scales and there is no natural length
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of a burst. The characteristic of bursty traffic is that it
has short periods of high activity intersperse with long
low activity periods. In other words, burstiness
describes the density of packet arrivals on the network
or the abrupt fashion in which the packets arrived. The
main characteristics of a bursty traffic are the burst
rate, the variance in the packet arrival rate, and
variation in the packet arrival density. Average packet
arrival rate, the mean packet size and the protocol and
application type also affect the burstiness of the traffic.

Researchers of [8] reported that the use of simple
traffic descriptors such as mean rate, peak rate and
maximum burst size to evaluate the queue response
lead generally to an overestimation or an
underestimation of the bandwidth capacity to allocate
and therefore a misuse of the network resources.
Therefore to complement these traffic descriptors, an
analysis on the second-order characteristics such as
autocorrelation function was also performed or
specifically the investigation of self-similarity of
network traffic. This phenomenon plays an important
role in traffic modeling because traffic correlation is an
important factor in packet losses due to buffer and
bandwidth limitations. It has also been shown through
experimental evidence that network traffic which
exhibit properties of self-similarity and long range
dependent (LRD) have significant impact on network
performance and the larger the burst length, the poorer
the performance as the likelihood of a collision
increases [9].

Self-similar behavior of the network traffic is
inherited from the operation of the transport protocol
as well as the usage of the network applications by the
users [10-11]. Nevertheless, it also has suggested that
for sub-second time periods the degree of self-
similarity is insignificantly small and can be well
modeled by only using only Poisson process [12].
There is also an argument whereby researchers stated
that the degree of self-similarity used as parsimonious
measurement for analyzing the correlation structure of
analyzed data can be misleading because it assumed
the underlying process is self-similar [13]. They
further added that this assumption is not true for the
Internet since the traffic exhibits strong daily and
weekly patterns and the behavior has not changed over
the years. For long enough timescale the self-similarity
characteristics disappears.

2170

3. Methodology

This study comprises of two parts: (i) experimental
work and (ii) real traffic case study. The first part of
the study is to investigate H for different traffic load
and to identify its relationship using a network
simulator NS-2 of VINT project [14]. In this
experiment dumbbell topology traffic configuration
was constructed. It consists of TCP senders, TCP
receivers and a pair of routers with a queue size of 50.
The bottleneck link has the capacity of 50Mbps, a
propagation delay of 25ms and a drop tail queue. To
generate self-similar traffic in the simulation, several
traffic sources of Pareto distribution were generated
that is by multiplexing a large number of ON/OFF data
that are heavy-tailed, with the rate of 1M and shape of
1.4. Traffic loads are varied and A is measured.

For real traffic data, we applied our developed
Integrated 1P Traffic Measurement and
Characterization Platform (IPTMChaP) to capture and
analysis normal traffic data from a university campus
specifically the operational network of Faculty of
Computer  Science and Information  System
(FSKSMnet), Universiti Teknologi Malaysia from
May 2006 to November 2006. The network consist of
approximately 1000 active wusers which include
students, lecturers and supporting staff, ten proxies and
several servers over 100Mbps link capacity that
covered five departments and ten computer
laboratories. The traffic data contained rich network
traffic mix carrying standard network services like
web, mail, FTP as well as peer-to-peer application
traffic. FSKSMnet was selected for the study due to
the highly intensive used of the network in all aspects
of the faculty’s activities, teaching, learning and
faculty administration.

To measure H, we employed optimization method
(OM) [15]. For OM, X; denotes the number of bits or
packets seen during the ith interval. X; is said to be
second-order stationary if its mean E(X;), does not
depend on i and if the autocovariance function, E[(X; —
EX))( X; — E(X)))], depend only on i and j. With their
difference k£ =i - j, the formula is rewritten as

k) = E[(Xiox — EXie))( X — E(X))]
For k= 0, the variance is
o = N0) = E[(X; - E(X))],
o) = nk) &

and autocorrelation
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For second-order stationary process, H of 0 <H <1 if

p(k)z%ﬂk+l‘m—2‘k‘2H+‘k—1‘2H) €9)]

Since X; is exactly second-order self-similar, we can
reduce Eq. (1) to p(1) —22H#-1_1 and solved for

estimated H as follow:
= (14 log, 1+ p(1)

OM also provides a curve-fitting criterion in term of
error function such that if the resultant error is high,
then the given process fails and may not be considered
to follow the self-similar model. The error function
should be approximately equal to zero if X; is close to
the model. Here we will use the error function
threshold of 1x 107 for deciding the validity of /7. In
addition we also enhance OM algorithm so that is has
the capability of zooming into the traffic behavior by
the using sliding window technique.

4. Results and Discussions

It is known that real IP traffic rate fluctuate
accordingly to time of the day because of the influence
by the change of wusers’ population, network
applications and data type that traversed in the
network. To investigate the changes of traffic rate
experimentally, several uncorrelated self-similar traffic
with different H were aggregated. This is achieved by
varying the number of connections from 15, 30, 45, to
65 at different time interval of the simulation as
depicted in Figure 1. The aggregated process, referred
as Saggy(?) is defined by

x10° Simulated Traffic for Varying Connections
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Figure 1 Aggregated Self-Similar Traffic
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N

Sagg,(t)=5,

i=1

where N is the number of uncorrelated self-similar
processes.  From the experiment, the overall or
aggregated H,g, for Saggy(f) is 0.98, and in fact it is
the highest recorded H process as shown in Figure 2.
This outcome agreed with the theorem related to
aggregation of self-similar processes by [16] that stated
for aggregated self-similar process comprises of N
uncorrelated self-similar processes which are exactly
self-similar with H; = H , = ...= Hy, then H,,, = H, =
...= Hy, otherwise Saggn(t) is asymptotically self-
similar with H,,, = max(H,, H ,, ,Hy). However the
varying H did not reflect the increased in traffic load.
On the other hand it was observed that H decreased or
increased during the transition of traffic load
increment. From this exercise it can be conclude that:

i. If there is a change in the traffic load during the
sampling of H, then H,, does not correlate with
traffic  load. In fact H H g,

where H ,, < Hagg <H,,.

When there is an abrupt change in traffic load
during the sampling of H, H value tend to decrease
or increase. Therefore in this case, H is an
indicator of an indicator of the traffic load changes.
In the event when a traffic series consist different
load at different time, H will continuously varies
but the direction of the change in H does not relate
to the volume of the traffic load at the instant when
the estimation was done.

ii.

iil.

For the second part of the work we analyzed the
traffic traces of FSKSMnet. The traffic throughput of
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FSKSMnet is as shown in Figure 3 while Figure 4
illustrates the variation of Hurst parameter, Hrsksymes
for byte and packet count. For measuring Hrsksymes
traffic is aggregated at the time scale of 100
milliseconds with sample duration of 30 minutes. The
observations are as follow:

1. Hrskswme: for packet based count is lower than the
byte count.

Hrsksyme: 18 higher in the midday as compared to
morning and evening reading.

For byte-count, Hrsgsime: 1S in the range of 0.785 to
0.98 with the mean reading of 0.9. This reading is
higher than the previous recorded reading found in
the literature survey.

. Overall, Hrsgsyme: followed traffic throughput.

ii.

iii.

FSKSMnet Throughput

Throughput (B/s)

10°
Early Sem

Captured Time

Figure 3 Throughput of FSKSMnet

Estimated Hurst Parameter for FSKSMnet
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Figure 4 Estimated Hrsksunet

2172

Figure 5 depicts the error function for the
corresponding Hpsgsyme: readings. It is observed that
there are traces where the error exceeded the threshold
value indicating the lost self-similarity property. The
investigation of these traces has shown that some of
them contained a high peer-to-peer activity.

For illustration purposes two traces will be
discussed here: Trace I and Trace II whereby both
traces contained peer-to-peer activity. The first trace is
as shown in Figure 6. Figure 6 (a) is the traffic
volume. It can be seen that the traffic is bursty with
abrupt volume rate ranged from 3 to 5 x 10° B/s. By
applying sliding window calculation of Hrsgsimer, it
was discovered that 66.77% of the sub-sampling data
resulted with a high threshold error as illustrated in
Figure 6 (b) and (c). In contrast to Trace I, Trace II
exhibit self-similar behavior with overall Hrsgsyme: =
0.99 and the threshold error is 1.0046 x10*. However
it also contained peer-to-peer activities as depicted in
Figure 7. Two sections of the abrupt change in traffic
volume of Trace II, (a) and (b), were extracted and H
was estimated for both of the sections. Section (a)
traces does not follow self-similar model with Hrsxsyme:
= 0.8500 and threshold error = 0.0034. This can also
be seen in Figure 7 (b) and (c). On contrary, section
(b) trace produced Hrsgsyme: = 0.68 and threshold error
= 46501 x 10®. Even though it is self-similar,
Hrsksymes 18 relatively small as compare to any of
calculated H in the traces and it is known when H =
0.5, it indicates a Poisson model.

From the self-similar behavior analysis of real
network traffic it was observed that traffic exhibited
self-similar behavior. On certain circumstances such

Threshold Error

I
End Sem Exam Wk
Measurement Time

0
Early Sem Md Sem Vacation

Figure 5 Threshold Error Function for
HFSKSMnet
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x10° Traffic Trace of FSKSMnet: June 13, 2006 (16:00)
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as activity of peer-to-peer, traffic volume may change behavior may diminish from the trace.

and depending on the volume changes, the self-similar
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5. Conclusions

In this study we have demonstrated A measurement
both from simulated and real operational traffic. From
the findings, H can be used to indicate traffic load if
the sampling size is large. Nevertheless in zooming
into the traffic traces, sub-sampling of H does not
reflect the traffic load for that particular instance but
instead it indicated the changes of traffic load. The
real traffic exhibited a high H parameter. We believed
that this is due to a higher aggregation of users and
applications in the network. However, traffic does not
always exhibit self-similarity property. Instead due to
peer-to-peer activities the traffic may lose its self-
similarity behavior. This finding has a significant
impact because of the popularity and the increase of
peer-to-peer applications in today’s network. For our
future works, we will further investigate the impact of
lost of self-similarity behavior towards network
performance and further characterized the used of H
parameter with regard to the changes network traffic.
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