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ABSTRACT

The demand for application of technology in almost all walks of life is in the increase and
can be seen to be geared by the paradigm changes in industrial revolutions (current 4.0), IoT/loE
(Internet of Things/Internet of Everything) concept, Internet 2.0, Artificial Intelligence (Al),
BYOD (Bring Your Own Device) to mention a few but not without their increased inherent
vulnerabilities and exposure to sophisticated and dynamic awaiting threats. Advanced Persistent
Threats (APTs) among other malwares are some of the malicious attacks given serious attention
as they have shown some level of complexities thereby causing defender solutions to poorly
detect them. Poor APT attack tactics understanding, insufficient network traffic log analysis and
poor classification are some of the problems identified for poor detection of these attacks.
Network traffic logs are used by researchers to analyse the network and track attacks as packets
move across network nodes. This research studies attack modelling in order to understand APT
attack tactics and generate their dataset through simulation as well as a real dataset for normal
operation. The experiment will be simulated on a virtual environment using dimensionality
reduction technique on the network traffic log for improved log processing. To improve the APT
detection accuracy flawed by their stealthiness, the ensemble of classifiers (Support Vector
Machine, Random Forest, Decision Tree) with majority voting is used for better attack

classification which resultantly gives a better detection accuracy of 90.47%.



ABSTRAK

Permintaan bagi teknologi aplikasi untuk hampir kesemua lapisan masyarakat telah
meningkat dan boleh dilihat ianya dicetuskan oleh perubahan paradigma di dalam konsep
revolusi perindustrian (terkini 4.0), IPB/IoE (Internet Pelbagai Benda/ “Internet of Everything),
Internet 2.0, Kecerdasan Buatan, BYOD (Bring Your Own Device) tetapi bukan tanpa
kelemahan mereka yang wujud dan pendedahan kepada ancaman yang sofistikated dan dinamik
yang menunggu. Advanced Persistent Threats (APT) adalah antara serangan yang diberi
perhatian yang serius disebabkan serangan itu memberikan kerumitan yang menyebabkan solusi
pertahanan tidak dapat mengesan dengan baik. Pemahaman yang kurang tentang taktik serangan
APT, analisis log trafik rangkaian yang tidak mencukupi dan cara klasifikasi yang kurang
memberangsangkan adalah beberapa masalah yang dikenalpasti menyebabkan pengesanan yang
kurang baik untuk serangan-serangan ini. Corak trafik rangkaian digunakan oleh penyelidik
untuk menganalisa rangkaian dan menjejak serangan- serangan semasa paket bergerak merentasi
node-node rangkaian. Penyelidikan ini mengkaji model serangan bagi memahami taktik serangan
APT dan menjana dataset melalui simulasi dan juga data sebenar untuk operasi normal.
Eksperimen ini akan disimulasikan di dalam persekitaran maya mengunakan teknik
“dimensionality reduction” ke atas log rangkaian trafik bagi penambahbaikan pemprosesan log.
Bagi memperbaiki ketepatan pengesanan APT yang cacat akibat sifatnya yang senyap, kumpulan
pengelas (Support Vector Machine, Random Forest, Decision Tree) bersama pengundian majoriti

di gunakan untuk pengelasan serangan yang lebih baik yang memberikan ketepatan pengesanan

Yang lebih baik 90.47%.
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CHAPTER 1

INTRODUCTION

1.1  Problem Background

There is a growing demand for technology application and development in
almost all walks of life leading to flexibility of platforms (hardware, software) that
run their day to day operations. This has witnessed an increase in the use of mobile
devices, cloud computing and company policies like BYOD (Bring Your Own
Device) as a form of support or use for getting works done either onsite or from
some remote locations (Rashid et al, 2014). These migrations and developments
seems amazing but not without their increased vulnerabilities and exposure to
attacks. Again, devices (Routers, Firewall etc.) that enable establishment of
communication/access checks for these infrastructure are most times not properly
configured, prone to vulnerabilities and or allows access due to trust thereby
exposing its asset to possible threats (Randy, 2017; Rashid, et al, 2014). A typical
example of how attackers exfiltrated data from their target stealthily would be to use
among other means Internet Control Message Protocol (ICMP) echo request,
Alshamrani et al (2019); Daniel (2018); Randy (2017); Singh et al (2003) which will
evade scanning completely because it is considered benign (Shick and Horneman,
2014; Rashid et al, 2014). Over the years, computer networks have suffered from
security setbacks owing to the incessant theft, destruction, sabotage, espionage to
mention a few oriented attacks over its infrastructure (Brewer, 2014). Most of the
severe cases are with targeted attacks on confidential and critical assets hosted on
such infrastructures owned by governments, organizations and businesses,
Alshamrani et al (2019) to mention a few. This type among other attacks is known
for its use of increasingly advanced/sophisticated techniques, stealthy nature and die-
hard persistence (Alshamrani et al, 2019). Today’s attackers are skilled at using a
vast amount of sophisticated tools to garner information and attack their targets



(Alshamrani et al, 2019; Tankard, 2011). All these to mention a few have accorded
them the nomenclature “Advanced Persistent Threats (APTSs)”.

As described by Nicho and Khan (2014) an “Advanced Persistent Threat
(APT) is a term accorded to a new breed of insidious threats that use multiple attack
techniques and vectors conducted by stealth to avoid detection so that hackers can
retain control over target systems unnoticed, for long periods of time.” In addition,
the National Institute of Standards and Technology (NIST), (2011) describe the
threat as:

“An adversary that possesses sophisticated levels of expertise and significant
resources which allow it to create opportunities to achieve its objectives by using
multiple attack vectors (e.g. cyber, physical, and deception). These objectives
typically include establishing and extending footholds within the information
technology infrastructure of the targeted organizations for purposes of exfiltrating
information, undermining or impeding critical aspects of a mission, programme, or
organization; or positioning itself to carry out these objectives in the future. The

Advanced Persistent Threat:
(i) pursues its objectives repeatedly over an extended period of time;
(i) adapts to defenders’ efforts to resist it; and

(iii) is determined to maintain the level of interaction needed to execute its

objectives.”

The aftermath of these undesired activities is mostly huge losses and damages on the

part of their target.

According to the Office of Cyber Security and Information Assurance, 93%
of large corporations and 87% of small businesses reported some form of cyber
breach in 2013 (Brewer, 2014). Furthermore, a Ponemon Institute study found that,
in 2013, the average annual cost of cybercrime globally was $7.22m per

organization, representing a 30% increase on the previous year’s study (Brewer,



2014). As we move forward with more objects becoming Internet enabled and more
services moving online, the cybercrime problem is only likely to worsen. In fact, an
analyst firm Gartner recently stated that it is becoming impossible to prevent targeted
attacks and organizations should instead focus their security spending on monitoring
and response techniques (Brewer, 2014). With this in mind, analysts have predicted
that, by 2020, 60% of security budgets will be spent on rapid detection and response
approaches, up from less than 10% in 2013.

The aforementioned shows the level of effort and attention given to APTs as
well as the intended deviation from the conventional detection/prevention approach
to a more focused one regardless. There is need for network attack monitoring and

response solutions for improved and focused defense against APTSs.

APTs are undeterred, stealthy, targeted and sophisticated, Alshamrani et al
(2019); Binde et al (2011) by nature and action therefore a call for serious concern
for stakeholders of networked infrastructure defense. It is pertinent to note that most
companies were not aware they have been compromised until it was brought to their
notice (Auty, 2015). These attacks choose their target, profile them, design matching
attack tools, deliver the tool to the target and remain persistent as they escalate
privileges and propagate until they find the sort asset and carry out the required
action. Due to the stealthiness, Binde et al (2011) of these attacks, there are

challenges faced with detecting them and will be seen in the paragraph that follows.

Figure 1.1 shows the characteristic features of an APT that are hindering
security solutions from detecting them. The identified features depict the stealthiness
Binde et al (2011) of the attacks leading to their poor detection. Code obfuscation
Binde et al (2011); Rashid et al (2014) is a stealthy and complex way of presenting
malicious codes such that systems find them unclear, unreadable and therefore are
not able to determine what they are meant for in some cases while in other cases they
present as genuine code but are actually concealing malicious codes (Cert-UK, 2014;

Binde et al, 2011). This increases the chance of the malware to propagate the system
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and span longer periods of time without being detected. As some solutions use
known malware signatures to detect attacks, APTs use Polymorphic code tactics, a
technique that allows their code to change while they replicate and propagate,
causing concealment of trait thereby leading to scan misses from antivirus systems or
Intrusion Detection Systems (IDS) and other signature based detection solutions
(Cert-UK, 2014; Christodorescu and Jha, 2006). This technique is aided by the
combined effort of code fragmentation, sophisticated encryption, encoding and
decoding to defeat defender solutions (Cert-UK, 2014; Rashid et al, 2014). Again,
they apply multi-staged attack vectors for confronting their target (Marchetti et al,
2016). While social engineering is being used, spear phishing, watering hole attacks
can be launched simultaneously, disabling host protections with escalated privileges

as they propagate (Christodorescu and Jha, 2006).

CODE
OBFUSCATION

code fragmentation,
encryption, encoding and
decoding tactic

Polymorphic code tactic

POORDETECTION

disables host protection

MOVEes ACross p}EﬂES

MULTI STAGED
ATTACK VECTOR

Figure 1.1: Poor detection of APTs aided by their Stealthiness

From the features discussed, it is obvious that the attack is technically
organized and stealthy, using every available combination of complex techniques to
evade detection through covering its track which accounts for their stealthiness and
obscuring their codes such that they become unclear and concealed (Randy, 2017;
Binde et al, 2011).



While there are existing works in APT detection, they have recorded their
successes but not without setbacks. This section discusses some of the related
research approaches of existing works in APT detection, their limitations,

suggestions and the impact of the sophistication of APTs on detection solutions.

In order to improve or enhance detection of APTs, there is need to have a
detailed understanding of their behavior and tactics (Cyber Kill Chain) and then
come up with adequate solutions that can measure up with the attacks (Li et al,
2016). Machine learning techniques Ghafir et al (2018); Aburomman and Reaz
(2017); Chandran et al (2015); Shah et al (2015) have been applied in researches for
APT detection but not without their setbacks resulting from the changing attackers
approach and sophistication especially (Nguyen, 2017). The following paragraphs
briefly discusses some of these research approaches but are detailed in chapter 2 of
this work.

Ng and Bakhtiari (2016) proposed for network traffic log analysis. This
approach is taking noise patterns in network traffic into consideration and then plots
some common patterns on graph which will be used to raise an alert based on some
change in pattern. It used black listed known attack traffic patterns for the detection.
However, APTs are polymorphic with ability to conceal their traits thereby causing
the system to have false alarm tendencies which may result to poor detection
accuracy. In order to reduce large volume network traffic log processing, they
considered the use of decision tree to minimize rules that need to be processed for the
logs in order to save processing time. A more rigorous choice for the network traffic
log reduction would have been dimensionality reduction for efficient principal
components selection instead of considering processing time alone (Nguyen, 2017;
Ahmed et al, 2016; Sornsuwit and Jaiyen, 2015; Shyu et al, 2003).



APT attacks are getting more sophisticated by the day especially with the fact
that they can now learn about the existing defense system and then rebuild their
codes to measure up and beat the system. This calls for defenders to adopt relevant
systems and by implication, machine learning techniques that will aid availability of
information of changing attacker behaviors and tackle them accordingly (Parth et al,
2014). As APTs use multi-vectors for their attacks, Parth et al (2014) proposed for
the use of Intrusion Kill Chain which is also CKC for modeling attacks to understand
their behavior and propose for a framework that will take cognizance of these
dynamic and multi-vectored attacks and then build appropriate solutions to tackle
them. Their framework will combine Intrusion Kill Chain and behavior pattern of
known attack that will be hypothesis based. The result of their framework will be a
solution that will both describe the attack method and their anticipated effect. To
achieve their objective, they proposed for a three (3) staged approach namely multi-
staged attack, layered security architecture and security event collection and analysis
system. The multi stage attack model reveals the behavior of the attacks, layered
security architecture build a multi-layer of defense to frustrate attacks, while the
security event collection and analysis system will use big data technology and a
combination of five (5) modules to address large volume of logs from the network
traffic that their sensors will capture. This work is commendable for the
consideration of modeling the attack and using a layered security architecture meant
to frustrate the effort of the attack. However, this system seems vague in terms of
realistically setting up the framework and complex to be implemented especially
with their modules that are expected to analyze the network traffic logs. It also seems
not to have considered time therefore the tendency to take time in processing these

logs following complex modules that will attend to the processing of the logs.

Ghafir et al (2018) proposed for APT detection with the application of
correlation analysis on network traffic logs based on machine learning. Their work is

three (3) phased namely:
i. Threat detection,

ii. Alert correlation and



iii. Attack prediction.

Threat detection will use eight (8) methods to detect a single APT attack stage
(delivery stage); alert correlation framework is used to identify an APT attack by
matching result from threat detection with related network patterns while attack
prediction provides probability of an early alert based on machine learning inputs for
anomalies in the network. This work is commendable for the consideration of the
stealthiness of APT attacks attempting to go unnoticed during the delivery stage
BITS (2011) of the attack as well the use of anomaly based techniques (Friedberg et
al, 2015). However, it is only concerned with the second stage (delivery) of APT

attack Hutchins et al (2011) not considering other stages.

From the discussions regarding the research approaches, Figure 1.2 shows the
cause and effect of poor handling or processing of the network traffic as the issues to
be addressed in this research while Figure 1.3 summarizes by showing the Scenario
leading to the problem as well as the gap that lies within. Figure 1.2 indicates the
poor consideration of the understanding of the behavior and tactics of APT attack.
Again, it points out to the fact that network traffic logs are not properly managed and
analyzed. Finally, it goes to show that there is inefficient logs correlation processing
required for adequate detection accuracy (Wang et al, 2014; Ng and Bakhtiari, 2016).

Poor network traffic
log

management/analysis

[ Poor Detection of APT W

Poor consideration
and application of
attack modeling

[ Inefficient log correlation ]

Figure 1.2: Poor detection of APT resulting from poor network traffic log analysis
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Figure 1.3: Scenario Leading to the Problem

It is pertinent to note that despite the contributions made by researchers in
APT detection, they still stay ahead and continue to intrude systems. The network
infrastructures still remain unprotected and have insufficient defense mechanism

against APTs. This is therefore the impact of the sophisticated nature of APTs on

research resulting to inappropriate solutions.

1.2 Statement of the Problem

Some of the existing approaches have considered known attack patterns,

blacklist in order words signature based detection systems without considering the




stealthy and polymorphic tactics of this attacks that have enabled them to conceal
their known traits thereby beating detection. These attacks are stealthy and therefore
require solution that puts these characteristic features into consideration. In addition,
defender solutions are faced with poor detection accuracy resulting from false alarms

rates and this is associated with poor log analysis and management.
The Research hypothesis is:

“Detection of APT can be significantly improved by modeling the attack and

appropriately processing and reporting the network traffic logs.”
The following are the research questions that will be addressed in this work:

i.  How to identify APTs and generate the attack?
ii.  How can network traffic logs be efficiently processed and analyzed?
iii.  How to properly identify APT attack with proper classification of attack?

1.3 Purpose of the Study

The purpose of this research is to develop a detection solution that is aimed at
improving detection accuracy of APTs data exfiltration by improving the network
traffic log processing and analysis using dimensionality reduction, improve detection

accuracy using an ensemble of classifiers for better attack classification.



1.4

Research Objectives

The specific objectives of this work are:

1.5

To generate an APT attack and normal network traffic using simulated data
from a virtual environment.

To improve the analysis of network traffic logs by using the dimensionality
reduction to increase its APT detection efficiency.

To improve detection of APT attacks due to their stealthiness by using the

ensemble technique.

Research Scope and Assumptions

The following are the scope and assumption for this study:

Based on the unavailability of an APT attack dataset for concerns of
confidentiality of information they may contain, the dataset to be used will be
a simulated one for APT attack against real data from a normal system. The
simulated APT attack will be generated by injecting an APT trait connection
(use of ICMP request to exfiltrate data) into the network traffic using Kali
Linux as a penetration (using the “hping3” tool to convert a file into a series
of ICMP packets) testing platform with Wireshark as a packet analyzer for
capturing and logging events in the network traffic.

As there are many stages of APT attack, this study will focus on detecting
Data exfiltration Marchetti et al (2016) using ICMP protocol echo request
Alshamrani et al (2019); Randy (2017); Singh et al, (2003) of an APT attack.
This study will not look into any counter measures which are meant for post
detection stage, it will only be concerned with the detection of an APT attack
at the data exfiltration stage.

10



iv.  The CKC model will be adopted for this work as a proof of concept for
modelling attacks following the fact that it is widely referenced by
researchers in that regard (Hutchins et al, 2011; Herlow, 2015).

1.6 Importance of the Research

The following are the motivations towards this research:

i.  Cyber-attacks have cost governments and organizations losses running into
billions of dollars and therefore curbing them cannot be overemphasized.

ii.  Over 50% of victims of these attacks had no idea or clue to the fact that they
were attacked. Therefore, the effective detection can help to cushion this
effect.

iii.  This research will make APT attack and detection information available for
research and enlightenment purpose as there is a present shortage of such.

1.7 Organization of Thesis

This section briefly hints on the organization of the thesis which is sectioned
into 5(five) chapters. Chapter 1 introduces the research with a discussion on the
background of the problem. Chapter 2 reviews the background and what other
researchers have done, therefore leading to the formulation of the objectives. Chapter
3 talks about the methodology to be used for achieving the objectives of this
research. Chapter 4 discusses the data simulation and preprocessing while chapter 5

and 6 discusses ensemble technique results and conclusion respectively.
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