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ABSTRACT 

Watermarking is a common technique for authentication and message 

hiding. Watermarking should be invisible and robust to common processing and 

attack. So far, current research has succeeded in maintaining the high normalized 

correlation (NC) quality of watermark only up to 25 percent cropping level. The 

purpose of this research is to enhance the current quality of NC and maintain the 

robustness of watermark in higher cropping level. This research was divided into 

four phases. First, this project analyzed different frequency domain watermarking 

techniques against cropping attacks. Second, a discrete cosine transform (DCT) 

based technique for image watermarking against cropping attacks was synthesized 

from the literature. The proposed watermarking technique hides watermark image as 

logo into a host image. The host image was first divided into 8x8 blocks, and then 

DCT transformation was applied on each block. Next, Arnold’s cat map was applied 

on watermark image and embedded into the host image using zigzag symmetric 

technique introduced in this research. In the third phase, the design of improved 

watermarking technique was tested and evaluated against cropping attack. 

Experiment results showed that the proposed algorithm was undetectable and robust 

against 50% cropping attack. Several kinds of cropping attacks on the watermarked 

image were implemented, which included top half cropping, right half cropping, 

bottom half cropping, and left half cropping. The watermark from attacked 

watermarked image was then extracted and compared to the original watermark logo 

using NC. Even though the watermarked image was impaired, the watermark 

remained almost intact with high quality of NC. The compression of the proposed 

method showed a decrease in size of the image compare with JPEG compression. 

The results of NC for extracted watermark from five standard watermarked Lena, 

Peppers, Baboon, Goldhill and Barbara images within acceptable value of NC, that 

was above 0.99 after 50% of cropping attack. In addition, compression comparison 

between the proposed method and other watermarking techniques based on the Lena 

image as the host image showed the results surpassed 5% to 25% of the current 

results in the literature. Therefore, this research has improved the robustness of 

image watermarking against cropping and compression attacks. 
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ABSTRAK 

Watermarking adalah teknik yang biasa untuk pengesahan dan 

menyembunyikan mesej. Watermarking seharusnya tidak kelihatan dan kukuh untuk 

pemprosesan dan serangan biasa. Setakat ini, penyelidikan berjaya mengekalkan 

kualiti korelasi Normalized (NC) Watermark sehingga 25 peratus. Tujuan kajian ini 

adalah untuk meningkatkan mutu semasa NC dan mengekalkan ketahanan 

watermark dalam tahap pemotongan yang lebih tinggi. Kajian ini dibahagikan 

kepada empat fasa. Pertama, projek ini menganalisis teknik watermarking domain 

frekuensi yang berbeza terhadap serangan pemotongan. Kedua, teknik berasaskan 

discrete cosine transform (DCT) yang mantap untuk watermarking imej terhadap 

serangan pemotongan dilaksanakan. Teknik watermark yang dicadangkan 

menyembunyikan imej watermark sebagai logo ke dalam imej tuan rumah. Imej hos 

pertama kali dibahagikan kepada blok 8x8 dan kemudian transformasi DCT 

diterapkan pada setiap blok. Seterusnya, peta kucing Arnold telah digunakan pada 

imej watermark dan dimasukkan ke dalam imej tuan rumah menggunakan teknik 

simetri zigzag yang diperkenalkan dalam kajian ini. Dalam Fasa ketiga, reka bentuk 

teknik watermarking yang lebih baik telah diuji dan dinilai terhadap serangan 

tanaman. Hasil eksperimen menunjukkan bahawa algoritma yang dicadangkan tidak 

dapat dilihat dan teguh sebanyak 50% terhadap serangan pemotongan. Beberapa 

jenis serangan penangkapan pada imej watermark telah dilaksanakan, termasuk 

pemotongan separuh bahagian atas, potongan separuh bahagian kanan, potongan 

separuh bahagian bawah dan potongan separuh bahagian kiri. Watermark dari imej 

watermarked yang diserang kemudian diekstrak dan dibandingkan dengan logo 

watermark asal menggunakan NC. Walaupun imej watermarked terjejas, watermark 

masih mengekalkan kualiti tinggi NC. Kaedah mampatan yang dicadangkan, 

menunjukkan penurunan saiz imej berbanding dengan pemampatan JPEG. Hasil NC 

untuk watermark yang diekstrak dari lima imej watermarked Lena, Peppers, 

Baboon, Gooldhill dan Barbara dalam nilai NC yang dapat diterima berada di atas 

0.99 selepas 50% serangan pemotongan. Di samping itu, perbandingan mampatan 

antara kaedah yang dicadangkan dan teknik watermarking lain berdasarkan imej 

Lena sebagai imej tuan rumah menunjukkan hasil telah melepasi 5% to 25% dari 

hasil semasa dalam kajian lepas. Oleh itu, kajian ini telah meningkatkan kekukuhan 

imej watermark terhadap serangan dan pengurangan serangan. 
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CHAPTER 1  

INTRODUCTION 

1.1 Overview 

As computer hardware and software are developing, the internet is becoming 

the most common channel for transferring several types of digital media. Due to the 

open environment of internet, it has become very important to protect the digital data 

especially images. Therefore, it became a very important topic of research recently 

(Ali et al., 2014). 

To accomplish a copyright protection, digital watermarking has been used to 

protect the images. It is the process of embedding significant data (watermark) into 

an image such that the embedded watermark can be detected or extracted later to 

make an assertion about the image (Agrawal and Prajapati, 2017). 

Overall, a watermarking technique contains three parts which are; the 

watermark, the watermark embedding stage and the watermark verification stage. 

The watermark embedding algorithm fits the watermark into the host image, where 

the verification algorithm pulls out and verifies the watermark determining the 

ownership of the image. Regularly, the watermark is a visually identifiable logo or a 

set of meaningless character strings that shows the copyright of the owner or legal 

users. If a watermark can be pulled out from an image in the verification stage, it 

possibly will prove the copyright of the owner (Shih, 2017).  
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For instance, digital watermarking is a technique in which the second data is 

embedded directly into digital data such as image, video, or audio signals, it is also 

called host data or original data, to make watermarked data. Compared to 

watermarks in paper documents, digital watermark has more limitations. The 

embedded data must still be decoded from the watermarked data, even if the 

watermarked data is processed, copied, or re-distributed. Potential applications of 

digital watermarking include copyright protection, distribution tracing, 

authentication and conditional-access control. Thus, the information could be for 

example a user-ID, a serial number for a certain copy of a document, or 

authentication information (Nematollahi et al., 2017a). 

1.2 Background of the Problem 

With the development of internet and information digitalizing, digital media 

is drastically predominated over the traditional analog media. Nevertheless, as one of 

the related side-effects, it is becoming simpler for some groups and individuals to 

copy and transmit of digital products without gaining permission from the owner. To 

solve this problem, digital watermark is being introduced (Nematollahi et al., 

2017b). 

Watermarking is able to show the ownership or track copyright intrusion, into 

the digital image, video or audio. Watermarking should be invisible and robust to 

common processing and attack. Digital watermarking technologies are categorized 

into two divisions; spatial domain and transform domain watermark. Spatial domain 

technique is easy to implement and is developed earlier but its disadvantage is that it 

is limited in robustness. Transform domain technique embeds watermark in host’s 

transform domain. It is more complex and robust (Mahsa Boreiry, 2017).  

Spatial techniques are generally abandoned because of their weakness in 

robustness, and frequency algorithm based on Discrete Cosine Transform (DCT) or 

Discrete Wavelet Transform (DWT) becomes the research focus (Guo et al., 2015).  
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An important aspect of any watermarking technique is its robustness against 

attacks. The notion of robustness is intuitively clear: A watermark is robust if it 

cannot be impaired without even rendering the attacked data useless (Shih, 2017). 

There are still many attacks which can affect the watermark. The problem 

arises when attacks can affect image watermarking. The watermark should be able to 

resist attacks, even if these attacks are deliberately made. These attacks are reasons 

that robustness in watermarking techniques need to improve (Ali et al., 2014) 

In watermarking terminology, an attack is any processing that may impair 

detection of the watermark or communication of the information conveyed by the 

watermark. The processed, watermarked data is then called attacked data. An 

important aspect of any watermarking technique is its robustness against attacks. The 

aim of digital watermark is to provide copyright protection to digital products, and 

prevent and track illegal copying and transmission (Fazli and Moeini, 2016).  

Cropping attacks aim at the complete removal of the watermark information 

from the watermarked data without cracking the security of the watermarking 

algorithm, e.g., without the key used for watermark embedding. That is, no 

processing, even prohibitively complex, can recover the watermark information from 

the attacked data. This category includes cropping, denoising, quantization (e.g., for 

compression), remodulation, and collision attacks. Not all of these methods always 

come close to their goal of complete watermark removal, but they may nevertheless 

damage the watermark information significantly (Azeem et al., 2016). 

 Sophisticated removal attacks try to optimize operations like denoising or 

quantization to impair the embedded watermark as much as possible while keeping 

the quality of the attacked document high enough. Usually, statistical models for the 

watermark and the original data are exploited within the optimization process. 

Collision attacks are applicable when many copies of a given data set, each signed 

with a key or different watermark, can be obtained by an attacker or a group of 

attackers. In such a case, a successful attack can be achieved by averaging all copies 

or taking only small parts from each different copy (Das et al., 2014). 
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1.3 Problem Statement 

One of the most famous attacks in watermarking is cropping attacks. 

Cropping attack aims to make the watermark undetectable. This process may result 

in the complete removal of the watermark and recovering the original host data. This 

kind of attack by cropping a part of watermarked image makes the watermark 

undetectable. All of the digital watermarking need to be robust against cropping 

attacks (Zong et al., 2016).  

As mentioned by articles Halima et al. (2015), Abraham and Paul (2016), 

Pokudom and Rangsanseri (2013), Heidari et al. (2016), Moosazadeh and 

Ekbatanifard (2016), Wei and Zhaodan (2016) and Yuliani and Rosiyadi (2015) 

watermark image was successfully extracted from the watermarked image with 

maximum 25 percent cropping attacks with high normalized correlation (NC) quality 

of watermark. This means if cropping is more than 25 percent image owner cannot 

extract the watermark image with acceptable normalized correlation. Because of 

mentioned weakness in recent articles this research tries to improve robustness of 

digital watermarking against cropping attacks in higher cropping level maintaining 

the high quality of NC. 

1.4 Research Questions 

The research questions are as follow: 

i. What is the best current image watermarking techniques against 

cropping attacks? 

ii. How to implement a DCT image watermarking technique to improve 

the robustness against cropping attacks? 

iii. How to evaluate the robustness of the proposed technique? 
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1.5 Research Objectives 

The main purpose of the research is to improve the robustness of a DCT 

based technology image watermarking.  The other objectives of the research are 

presented below: 

i. To analyze current image watermarking techniques against cropping 

attacks. 

ii. To propose an improved DCT image watermarking technique against 

cropping attacks. 

iii. To evaluate the proposed robust DCT technique. 

1.6 Project Aim 

As discussed earlier, there are not enough studies conducted to investigate the 

attacks on DCT based image watermarking. This research aims to investigate the 

attacks on DCT based image watermarking and most importantly the research will 

determine techniques to increase the robustness of DCT technology to make it more 

resistant to the attacks and aim to propose and implement a DCT image 

watermarking technique to improve the robustness against cropping attacks. 

1.7 Scope of Research 

i. Five images have been selected from standard images used in image 

processing application to analysis the proposed technique. All images 

are assigned to the standard size row and column 512x512 (257 KB) 

in grey scale format with bmp extension. 

ii. There are two kinds of watermarking technologies, spatial domain 

technologies and frequency domain technologies. Frequency domain 

watermarking technique will be used in this research. Frequency 
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image transformations include the Discrete Fourier Transform (DFT), 

Discrete Cosine Transform (DCT) and others that in this research will 

be used Discrete Cosine Transform (DCT). 

1.8 Significance of Research  

The findings and results of the research are expected to serve users of image 

watermarking specially DCT based technology to increase their robustness as well as 

the ways to enhance the technology they use. Moreover, the result of the research 

will contribute to the body of knowledge in watermarking science. 

1.9 Thesis Outline 

 

In first chapter, introduction to the subject matter, problems, importance and 

the research objectives are indicated. In chapter two the concept of digital 

watermarking, its different classifications and attacks on digital watermarking have 

been discussed. Review of the literature related to DCT image watermarking, DCT 

compression, attacks, Arnold Cat map. Recent articles published in related fields are 

reviewed for comparison purpose. The chapter three presents the research 

methodology applied in this technique; first by explaining the research design and 

operational framework involved in initial planning, review, designing and 

implementation, testing, and report, followed by research approach, instrumentation, 

and data analysis, and finally data sources. The importance of chapter four is hard to 

gauge as this chapter can depict the technique and methodology have been used in 

this research. This research based on two sections of embedding and extracting 

processes. In chapter five, the proposed technique is examined on five standard 

images (Lena, Baboon, Peppers, Goldhill, Barbara) which are cropped to top, down, 

left and right sides. Then all cropped images compared with themselves and with 

other different images. Next, compressed proposed method analyzed with JPEG 

compression which leads to improvement in smaller size of image and higher 
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percentage of compression in contrast with JPEG. At the end of this chapter, results 

of proposed technique on image cropping attack have been compared with other 

recent researches in this field. Results demonstrate that the NC of proposed 

technique is remarkably higher than other methods updated by today. In last chapter, 

research conclusion and recommendations for further research are provided. 
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