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ABSTRACT

N Degree Truncated Polynomial (NTRU) is a public key cryptosystem constructed
in a polynomial ring with integer coefficients that is based on three main key integer parameters
N,p and q. However, decryption failure of validly created ciphertexts may occur, at which
point the encrypted message is discarded and the sender re-encrypts the messages using
different parameters. This may leak information about the private key of the recipient thereby
making it vulnerable to attacks. Due to this, the study focused on reduction or elimination of
decryption failure through several solutions. The study began with an experimental evaluation
of NTRU parameters and existing selection criteria by uniform quartile random sampling
without replacement in order to identify the most influential parameter(s) for decryption failure,
and thus developed a predictive parameter selection model with the aid of machine learning.
Subsequently, an improved NTRU modular inverse algorithm was developed following an
exploratory evaluation of alternative modular inverse algorithms in terms of probability of
invertibility, speed of inversion and computational complexity. Finally, several alternative
algebraic ring structures were evaluated in terms of simplification of multiplication, modular
inversion, one-way function properties and security analysis for NTRU variant formulation.
The study showed that the private key f and large prime g were the most influential parameters
in decryption failure. Firstly, an extended parameter selection criteria specifying that the private
polynomial f should be selected such that f(1) = =1, number of 1 coefficients should be
one more or one less than -1 coefficients, which doubles the range of invertible polynomials
thereby doubling the presented key space. Furthermore, selecting ¢ > 2.5754 x f(1)+83.9038
gave an appropriate size g with the least size required for successful message decryption,
resulting in a 33.05% reduction of the public key size. Secondly, an improved modular
inverse algorithm was developed using the least squares method of finding a generalized inverse
applying homomorphism of ring R and an (N x N) circulant matrix with integer coefficients.
This ensured inversion for selected polynomial f except for binary polynomial having all 1
coefficients. This resulted in an increase of 48% to 51% whereby the number of invertible
polynomials enlarged the key space and consequently improved security. Finally, an NTRU
variant based on the ring of integers, Integer TRUncated ring (ITRU) was developed to address
the invertiblity problem of key generation which causes decryption failure. Based on this
analysis, inversion is guaranteed, and less pre-computation is required. Besides, a lower key
generation computational complexity of O(N?) compared to O(N?(log?p+1log?q)) for NTRU
as well as a public key size that is 38% to 53% smaller, and a message expansion factor that is

2 tol5 times larger than that of NTRU enhanced message security were obtained.
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ABSTRAK

Darjah N Polinomial Terpangkas (NTRU) adalah kriptosistem kekunci awam yang dibina
menggunakan polinomial gegelang dengan koefisien integer berdasarkan tiga parameter utama interger
N,p dan ¢g. Walau bagaimanapun, kegagalan penyahsulitan teks yang dijana mungkin berlaku di
mana teks sifer tersebut perlu diabaikan dan penghantaran semula teks dilakukan menggunakan nilai
parameter yang berbeza. Proses ini mungkin membawa kepada kebocoran kekunci peribadi yang
menjadikannya terdedah kepada serangan. Di sebabkan ini, kajian ini memberi tumpuan kepada
pengurangan atau penghapusan kegagalan penyahsulitan melalui beberapa penyelesaian. Kajian
ini bermula dengan melaksanakan eksperimen untuk mengenal pasti parameter NTRU dan kriteria
pemilihan yang sedia ada dengan melakukan persampelan rawak kuartil seragam tanpa penggantian
untuk mengenal pasti parameter yang paling berpengaruh untuk menilai semula dan dengan demikian
membangunkan satu model pemilihan parameter ramalan dengan mengaplikasikan pembelajaran mesin.
Seterusnya, algoritma songsang modular NTRU yang lebih baik telah dibangunkan sebagai penilaian
alternatif bagi algoritma songsang modular dari segi kebarangkalian boleh songsangan, kelajuan
songsangan dan kekompleksan pengiraan. Akhirnya beberapa struktur gegelang algebra alternatif
telah dinilai dari segi pendaraban mudah, songsangan modular, sifat berfungsi sehala dan keselamatan
analisis untuk pembentukan variasi NTRU. Kajian menunjukkan bahawa kekunci persendirian f dan
nilai perdana besar ¢ adalah parameter yang paling berpengaruh dalam kegagalan penyahsulitan.
Pertama, kriteria pemilihan parameter lanjutan menyatakan bahawa polinomial persendirian f dipilih
sebagai f(1) = =41, di mana bilangan koefisien 1 mesti lebih satu atau kurang satu dari koefisien
-1 yang menggandakan julat songsangan polinomial dan ruang kekunci. Selain itu, pemilihan ¢ >
2.5754 x f(1) + 83.9038 memberikan saiz ¢ yang bersesuaian, dengan saiz terkecil yang diperlukan
untuk penyahsulitan mesej berjaya, menghasilkan pengurangan saiz kekunci awam sebanyak 33.05%.
Kedua, algoritma songsang modular yang lebih baik telah dibangunkan dengan menggunakan kaedah
kuasa dua terkecil untuk mencari songsangan umum dengan mengaplikasi gegelang homomorfisma
bagi gegelang R dan matriks beredar (N x N) dengan koefisien integer. Kaedah ini memastikan
adanya songsangan polinomial f kecuali apabila polinomial binari mempunyai kesemua koefisien 1.
Ia telah menghasilkan peningkatan sebanyak 48% ke 51%, di mana bilangan polinominal meluaskan
ruang kekunci serta meningkatkan keselamatan. Akhirnya, variasi NTRU berdasarkan gegelang integer,
gegelang integer terpangkas (ITRU) dicadangkan untuk menyelesaikan masalah songsangan penjanaan
kekunci yang menyebabkan kegagalan penyahsulitan. Berdasarkan analisis ini, nilai penyongsangan
dijamin, dengan pra pengkomputeran yang rendah. Selain itu, kekompleksan pengiraan penjanaan
kekunci yang rendah daripada O(N?) berbanding O(N?(log?p + log*q)) untuk NTRU, saiz kekunci
awam 38% hingga 53% lebih kecil dan faktor pengembangan mesej 2 hingga 15 kali lebih besar daripada
NTRU yang mana dapat meningkatkan keselamatan mese;j.



CHAPTER

DECLARATION

TABLE OF CONTENTS

DEDICATION
ACKNOWLEDGEMENT
ABSTRACT
ABSTRAK
TABLE OF CONTENTS
LIST OF TABLES

LIST OF FIGURES

LIST OF ABBREVIATIONS
LIST OF SYMBOLS

LIST OF APPENDICES

TITLE

INTRODUCTION

1.1
1.2

1.3
1.4
1.5
1.6
1.7
1.8

Overview

Problem Background

1.2.1
1.2.2

1.2.3

1.2.4

Decryption Failure

Limited Range of NTRU Family of
Parameters

Difficulty in Determining Whether a
Polynomial is Invertible

NTRU Variant Formulation

Problem Statement

Research Questions

Research Objectives

Scope

Significance of the Study

Thesis Organization

LITERATURE REVIEW

Vil

PAGE

il
11

v

Vi
vii
XV

XVvii
XIiX
XX

XxXii

AW o= =

10
11
12
12
13

15



2.1

22

2.3

24

2.5

2.6
2.7
2.8
29

viil

Introduction 15
2.1.1 Public Key Cryptosystems 16
2.1.2 Post-Quantum Cryptography 20
N Degree Truncated Polynomial (NTRU) Public
Key Cryptosystem 23
2.2.1 NTRUSign 24
22.2 NTRU  Key Exchange  Protocol
(NTRU-KE) 25
223 NTRUEncrypt 26
NTRU Encryption Algorithm 27
2.3.1 Mathematical Background of NTRU 27
2.3.1.1 Lattices 28
2.3.1.2 Polynomial Rings 30
2.3.1.3 NTRU Polynomial Convolution
Ring 32
2.3.1.4 Relationship Between NTRU
Lattice, Rings and Polynomials 34
232 NTRU Industrial Implementation 35
Description of NTRU Parameters 36
24.1 Degree parameter N 38
2.4.2 Parameters p and q 38
243 Polynomials f and g 39
244 L, Ly, Ly, and L, 39
245 Blinding value r 39
24.6 Plaintext message m 40
24.7 Mini-NTRU 40
NTRU Operation 42
25.1 Proof of NTRU Decryption 44
2.5.2 Example NTRU Encryption 45
253 Decryption Failure 49
NTRU Inverse Algorithm 51
Security Analysis of NTRU 52
Standards Related to NTRU 55
NTRU Recommended Parameter Sets 57
29.1 Binary and Product Form Variants of
NTRU 58
29.2 Ternary Variant of NTRU 58

2.9.2.1 Selection of Random
Polynomials f and ¢ 62



2.10

2.11

2.12
2.13

293 General Parameter Selection
Considerations

Computation of the Probability of Decryption

Failure

2.10.1  Probability Theory

2.10.2  Error Functions

2.10.3 Related works on the Probability of
Decryption Failure Estimation-Ternary

2.10.4 Derivation of the Probability of
Decryption Failure Estimation
(Hirschhorn et al., 2009; IEEE, 2009)

Related Works

2.11.1  Studies on Decryption Failure

2.11.2  Research Advances on the NTRU Inverse
Algorithm

2.11.3 NTRU Variants Implemented in Other
Algebraic Rings

2.11.4  NTRU Algorithm Improvement

Research Gap

Summary

RESEARCH METHODOLOGY

3.1
32
33

Introduction
Problem Situation and Solution Paradigm
Research Methodology Framework
3.3.1 Phase I: NTRU Parameter Selection
Criteria Extension
3.3.1.1 Creation of Test Data
3.3.1.2 Determination of Sample Size
3.3.1.3 Justification of the Sampling
Strategy
3.3.1.4 Controlled Testing to Identify
the Most Influential Parameters
in Decryption Failure
3.3.1.5 Testing Environment
3.3.1.6  Predictive Model Development
3.3.1.7 Verification and Validation of
NTRU Test Data and Algorithm

Implementation

iX

62

63
64
66

67

69
69
70

73

78
85
86
86

88
88
88
89

91

92

94

95

95

96
96

97



34
3.5
3.6

3.7

332 Phase II: NTRU Inverse Algorithm
Development
3.3.2.1 Evaluation of the Classical
NTRU Modular Inverse
Algorithm
3.3.2.2 Exploratory Study of
Alternative Modular Inverse
Algorithms
3.3.2.3 Performance Testing-
Comparison of  Alternative
Inverse Algorithms
333 Phase III: NTRU Variant Formulation
3.3.3.1 Exploration of Alternative
Algebraic Ring Structures and
Polynomial Structures
3.3.3.2 Design of an NTRU Variant
3.3.3.3 Comparative Performance
Evaluation
Research Data Sources
Evaluation Metrics
Research Instrumentation
3.6.1 Magma Computational Algebra System
3.6.2 WEKA Tool
3.6.3 Matlab Tool

Summary

EXTENDED NTRU PARAMETER SELECTION CRI-
TERIA FOR IMPROVED POLYNOMIAL INVERSION

4.1
4.2
4.3
4.4

Introduction

N'" Degree Truncated Polynomial (NTRU)
Evaluation of NTRU Decryption Failure
Experimental Investigation of the Most Influential
Parameters in NTRU Decryption Failure

4.4.1 Initial Testing

4.4.2 Sample Data Selection Process

443 Test Parameters

444 Testing Sequence

4.4.5 Testing Environment

98

99

99

100
100

101
101

102
103
104
104
105
106
106
107

108
108
109
110

110
111
112
116
120
123



4.5

4.6

4.7

4.8

4.9

4.10

Results-Identifying  the  Influential ~ NTRU
Parameters for Decryption Failure
45.1 Binary and Product-Form Polynomials
45.2 Ternary Polynomials
453 Analysis
454 Confirmation of the Accuracy of Test
Results from the Sampling Strategy
Analysis of the relationship between f and ¢
4.6.1 Identification of the Selection Criteria for
q to Eliminate Decryption Failure
4.6.2 Using Machine Learning to Analyze the
Relationship Between the Polynomial f
and Large Modulus ¢
Recommended Extended Parameter Selection
Criteria for the Private Key and Public Parameter ¢
Computational Approximation of Decryption
Failure using the Extended Criteria
4.8.1 Probability of NTRU  Coefficient
Selection
4.8.2 Computational Approximation of the
Probability of Decryption Failure
Using the Proposed Extended
Parameter Selection Criteria for Ternary
Polynomials
48.2.1 Pj. when the number of -1
coefficients is one more than the
number of +1 coefficients.
4822 Pj. when the number of 1
coefficients is one more than the
number of -1 coefficients
4.8.2.3 Comparison of the Probability
of Decryption Failure
4.8.3 Computational Approximation of
Decryption Failure for NTRU Binary
Polynomials
Comparison of the Previous and the Proposed
Parameter Selection Criteria

Summary

X1

123
123
125
126

126
128

130

132

136

138

138

139

139

142

144

148

149
152



NTRU INVERSE POLYNOMIAL ALGORITHM US-
ING THE PSEUDO-INVERSE IN LEAST SQUARES

METHOD
5.1 Introduction
5.2 Preliminary investigation of alternative modular

53

54

5.5

5.6

5.7

5.8

inverse solutions

5.2.1 Naive Matrix Inversion

522 Strassen-type Matrix Inverse

523 Gauss Jordan Elimination with Partial
Pivoting

524 LU Decomposition

5.2.5 Fast Fourier Transform

5.2.6 Gram Schmidt orthogonalization

5.2.7 Least Squares Method

5.2.8 Selection of a Suitable NTRU Modular
Inverse Solution

Mathematical Background on the application of

Pseudo-Inverse in Solving the Matrix Inverse

Problem

5.3.1 Generalized Inverse

5.3.2 Moore Penrose Inverse/Pseudo-Inverse

533 Application of Pseudo-inverse in Least
Squares Solution to a Matrix Problem

Proposed  Inverse = Algorithm  Using the

Pseudo-Inverse in Finding the Least Squares

Solution

Integration of the proposed Inverse Algorithm using

the Pseudo-Inverse in Least Squares Solution in the

NTRU structure

Improving Efficiency of the Proposed NTRU

Inverse Algorithm Based on the Least Squares

Solution

Comparative Performance of the proposed NTRU

Inverse Polynomial Algorithm using the Least

Squares Method

5.7.1 Probability of finding an inverse

5.7.2 Speed of Inversion

5.7.3 Computational Time Complexity

Summary

Xii

154
154

155
156
158

160
163
164
166
168

170

172

173

174

175

177

181

186

190
190
196
198
199



INTEGER TRUNCATED RING, VARIANT OF NTRU
BASED ON THE RING OF INTEGERS

6.1
6.2

6.3

6.4

6.5
6.6

6.7
6.8
6.9
6.10

6.11
6.12

Introduction
Overview of Related Literature on Variants of
NTRU
Selection of a Suitable Algebraic Structure for the
NTRU Variant
Proposed ITRU Algorithm- Variant Based on the
Ring of Integers
6.4.1 Parameters and Notation
6.4.2 Key Creation
6.4.3 Encryption
6.4.4 Decryption
6.4.5 Why Decryption Works
ITRU Implementation Example
ITRU Security Analysis
6.6.1 Brute Force Attack
6.6.2 Using Alternate Private Keys
6.6.3 Attack Using Quantum
Algorithms-Shor’s Algorithm
ITRU Decryption Failure Analysis
Approximation of ITRU Security
ITRU Parameter Sets and Security Estimates
ITRU  Efficiency Analysis via  Practical
Implementation
6.10.1 Parameters of ITRU, NTRU and
RSA wused for practical performance
comparison
6.10.2  Theoretical operating characteristics
6.10.3  Performance comparison of ITRU with
NTRU and RSA
6.10.3.1 Comparison of public and
private key sizes
6.10.3.2  Comparison of Speed of
Inversion, Key Generation,
Encryption and Decryption
Performance
Overall ITRU performance

Summary

Xiil

200
200

201

201

205
206
207
209
209
209
210
212
212
213

214

217

218

221

222

222

223

224

225

226
229
230



7 CONCLUSION

7.1
7.2
7.3
7.4
7.5
7.6

REFERENCES
Appendices A — K

Introduction

Research Findings
Research Limitation
Research Contribution
Future Works

Final Remarks

X1V

231
231
231
234
234
236
237

239
258 — 280



TABLE NO.

2.1

2.2
2.3
24
2.5
2.6

2.7

3.1
4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8
4.9

4.10

5.1

LIST OF TABLES

TITLE

Comparison of public key cryptosystems and impact of
quantum computing

Binary NTRU recommended parameter sets

Ternary NTRU recommended parameter sets

Related works-reduction of decryption failure

Related works-advances on the NTRU inverse algorithm.
Related works-NTRU variants implemented in other alge-
braic rings

Comparison of NTRU variant parameters, algebraic rings and
operations

Research instrument specification

Detailed sample data selection process by uniform random
quartile sampling without replacement for p = 2

Test parameters for binary and ternary NTRU polynomials
Test results for binary NTRU polynomials

Test results for ternary NTRU polynomials

Probability that a randomly chosen polynomial is invertible
Comparison of function classifiers for establishment of a
predictive model for minimum size of ¢ for successful NTRU
decryption

Comparison of the previous and recommended extended
parameter selection criteria

Recommended parameter sets

Comparison of the measures of the probability of decryption
failure

Comparison of previous and proposed extended NTRU
parameter selection criteria

Comparing speed of inversion for the classical NTRU

algorithm versus naive matrix inversion algorithm in NTRU

XV

PAGE

19
58
59
73
74

79

84
105

115

118

124

125

127

135

137
137

146

150

157



5.2

5.3

54

5.5
5.6

5.7

5.8
59
5.10
5.11
6.1
6.2
6.3
6.4

6.5
6.6

6.7

6.8

6.9

7.1

Comparing speed of inversion for the Strassen-type inverse
algorithm in NTRU

Comparing speed of inversion for the inverse algorithm using
Gauss Jordan elimination with partial pivoting in NTRU
Results of the implementation of Gram Schmidt orthogonal
transformation solution in NTRU inversion

Comparison of alternative inverse solutions

Probability of finding an inverse using the proposed NTRU
inverse algorithm using the least squares method
Comparison between the probability of finding an inverse
using the proposed inverse algorithm using the least squares
method and the classical NTRU inverse algorithm
Comparison of the computation of modular polynomial
inverse £, and F; using alternative inverse solutions
Comparison of the probability of finding an inverse
Comparative speed of inversion

Comparative time complexity

Comparison of alternative algebraic ring structures for the
NTRU variant

ITRU parameters

Comparable algorithm strengths

Comparable key sizes and strengths of ITRU, NTRU and
RSA

ITRU parameters

Performance comparison parameters for ITRU, NTRU and
RSA

Comparative theoretical operating characteristics of ITRU
and NTRU

Comparative theoretical operating characteristics of ITRU
and NTRU

Comparative plaintext, ciphertext sizes and message expan-
sion factor of ITRU versus NTRU

Contributions to knowledge

XVi

159

162

168
171

190

191
193
194
196
198
204
206
219

221
221

223

223

226

228
235



FIGURE NO.

2.1

2.2
2.3
24
2.5
2.6
3.1
3.2
4.1

4.2
43
4.4

4.5

4.6

4.7

4.8

4.9

LIST OF FIGURES

TITLE

Taxonomy of public key cryptography according to security
basis

A two-dimensional lattice Z2 with two possible bases

NTRU parameters and their corresponding relationships
Process of encrypting a plaintext message with mini-NTRU
Normal distribution curve

Error function and complementary error function distribution
Research methodology framework

Activities in Phase I

Sample data selection process by uniform random quartile
sampling without replacement.

Flow chart for generating NTRU test polynomials

Flow chart for testing sequence in NTRU experimentation
Evaluation of the relationship between f(1) and g for NTRU
binary polynomials

Comparison of the previous selection criteria for size of ¢
against the new recommended criteria and actual minimum
size of q for successful decryption

Comparison of the previous criteria, actual minimum size of ¢
for successful message decryption and the new recommended
criteria

Results of examining the relationship between data attributes
of f and ¢

Joint probability density of the coefficients of z; = m f; when
number of -1 coefficients is one more than the number of +1
coefficients

Joint probability density of the coefficients of z; = m, f; when
number of 1 coefficients is one more than the number of -1

coefficients

Xvii

PAGE

17
28
37
41
64
67
90
93

113

117

121

129

130

132

134

140

142



Xviil

4.10 Comparison of the variance when estimating decryption

failure for existing standard criteria, the selection of one more

-1 coefficients and one more +1 coefficients for the ternary

variant of NTRU 147
4.11 Comparison of the invertible NTRU parameters covered

under the previous criteria versus the extended parameter

selection criteria 148
4.12 Flow chart of NTRU operation, previous and extended NTRU

parameter selection criteria as well as resulting decryption

failure 151
5.1 Comparing time taken to find an inverse for classical NTRU

algorithm versus naive matrix inversion algorithm 158
5.2 Comparing time taken to find an inverse for classical NTRU

algorithm versus naive matrix inversion algorithm versus

Strassen-type matrix inverse algorithm 160
5.3 Comparing time taken to find an inverse using Gauss Jordan

elimination with partial pivoting in NTRU 162
54 Implementation of IFFT in finding NTRU modular inverse of

f=11,1,1,0,0,0,0] modulo 2 165
5.5 Implementation of the Pseudo-Inverse in finding the least

squares solution to NTRU modular inverses at N = 7 170
5.6 Concept map for the improved inverse algorithm 178
5.7 Comparative percentage of invertible polynomials using the

proposed NTRU inverse algorithm using the least squares

method and the classical NTRU inverse algorithm 192
5.8 Size of the key space using the classical NTRU inverse al-

gorithm compared to the proposed NTRU inverse polynomial

algorithm using the least squares method 195
5.9 Comparative speed of inversion 197
6.1 Results of ITRU cryptanalysis using Shor’s algorithm

classical sub-routine. 218
6.2 Comparing the public key sizes of ITRU, NTRU and RSA 225
6.3 Comparing the private key sizes of ITRU, NTRU and RSA 225
6.4 Graph of the comparative speed of inversion for ITRU versus

NTRU 227
6.5 Graph of the encryption and decryption speeds of ITRU

versus NTRU 227

6.6 Graph of the message expansion factor of ITRU versus NTRU 228



ASCII
appr-CVP
BLISS
CvVP

DLP

EESS

ECC

GCD

IEEE

LWE

LCM

LLL
NTRU
NTRUEncrypt
NTRU-KE
NTRUSign
RSA

SVP

LIST OF ABBREVIATIONS

American Standard Code for Information Interchange
Approximate closest vector problem

Bimodal Lattice Signature Scheme

Closest vector problem

Discrete logarithm problem

Efficient Embedded Security Standard

Elliptic Curve Cyptosystems

Greatest Common Divisor

Institute of Electrical and Electronics Engineers
Learning with Errors

Least Common Multiple

Lenstra, Lenstra, and Lovasz

N'" Degree TRUncated Polynomial Ring
NTRU Encryption algorithm

NTRU Key Exchange protocol

NTRU Signature scheme

Rivest, Shamir and Adleman

Shortest vector problem

Xix



fi
Cov(X,Y)
erf(x)
fxyg

||
fxg
erfc(z)
E(X)

8 8

A N LS NS O N 3\ hry =3

=,

pr

pb

XX

LIST OF SYMBOLS

A coefficient of (r x g + f *m)
Coefficients of f

Covariance of two random variables
Complementary error function
Convolution multiplication of f and g
Circulant matrix of dimension (N x N) derived form f
Degree parameter or parameter size
Determinant of F'

Direct or cartesian product

Error functions

Expected value of a random variable X
Element of

Indeterminate in a polynomial expression
Infinity

Integer Ring

Inverse matrix of F'

ITRU decimal representation of the message

ITRU decrypted message
ITRU intermediate decryption parameter

ITRU large modulus

ITRU private integer for private key generation
ITRU private random integer for public key generation

ITRU private random integer for obscuring the message
ITRU private key pair ( f J)

ITRU public key parameter h

ITRU small modulus



) Q
“@T‘jkh

Q

XX1

Key security

Least squares solution of z

Message security

Modular inverse of f mod q

NTRU decrypted message

NTRU decimal representation of the message

NTRU intermediate decryption parameter

NTRU large modulus

NTRU private integer for private key generation

NTRU private key, modular inverse of f mod p

NTRU private random integer for public key generation
NTRU private random integer for obscuring the message
NTRU small modulus

Number of

Number of the 1 coefficients in f

Number of the 1 coefficients in g

Number of the 1 coefficients in r

Private key spaces from which f is selected

Private key spaces from which g is selected

Obscuring polynomial

Polynomial space from which blinding value is selected
Probability of decryption failure

Set of all polynomials in x over R

Variance

Variance of a random variable X



APPENDIX

mm g QW >

LIST OF APPENDICES

TITLE

NTRU-KE Protocol

Derivation of the Probability of Decryption Failure Estimates
Classical NTRU Implementation- Magma CAS Source Code
Base Test Parameters

NTRU Inverse Algorithm using Naive Matrix Inversion
NTRU Inverse Algorithm using the Strassen-type Matrix
Inverse

NTRU Inverse Algorithm using Gauss-Jordan Elimination
with Partial Pivoting

NTRU Inverse Polynomial Algorithm Based on the LU
Decomposition Method of Matrix Inversion

Computational Complexity of Proposed NTRU Inverse
Algorithm Using the Pseudo-Inverse in Finding the Least
Squares Solution

NTRU Inverse Algorithm Using Gram Schmidt orthogonal
Transformation

ITRU cryptanalysis using Shor’s algorithm classical sub-
routine.- Magma CAS Source Code

XXii

PAGE

258
259
266
268
271
272
274

276

278

279

280



CHAPTER 1

INTRODUCTION

1.1 Overview

The volume of online transactions has grown tremendously with the advent of
the internet era; which poses a challenge in terms of maintaining the security of these
large volumes of data. This makes cryptography a critical element of modern-day
computer systems. Cryptography is a process that makes information indecipherable
to unauthorized people thereby safeguarding the information for the authorized users
(Patil et al., 2016).

Presently, the most popular public key algorithms are RSA (Rivest, Shamir and
Adleman) and Elliptic Curve Cyptosystems (ECC) (Sameer and Gazi, 2011), whose
security is based on the difficulty in solving the discrete logarithm problem and the
difficulty in factoring large primes respectively. Despite the advent of many new public
key algorithms, RSA continues to have the highest popularity of implementation at
439% (Malhotra and Singh, 2013). Presently, longer key sizes are required to ensure
security (at a key size of 4096 bits) which comes at the cost of slow performance in
devices with limited memory and processing power, thereby necessitating the search
for alternative public key algorithms. Both the integer factorization problem and
discrete logarithm problems can be solved in an exponentially lower time when run on
quantum mechanical systems in comparison to running them on classical computers
(Nguyen, 2014).

Research by Shor (1994) demonstrated the importance of quantum computing
on cryptography through the demonstration of quantum algorithms that could
efficiently solve the discrete logarithm problem and factorization problems. This
goes to show that the introduction of quantum computers would render widely used

public key cryptosystems insecure. During the 2013 Blackhat Conference, researchers



declared a possible impending ’cryptopolyse’ with the world clamouring to find
an alternative to the most popular encryption algorithms worldwide once quantum

computers are introduced (Adams, 2013).

The N*" Degree Truncated Polynomial Ring (NTRU) public key cryptosystem
is one such alternative, whose security is based on the difficulty in solving the closest
vector problem thereby making it resistant to quantum algorithm attacks owing to its
lattice structure. NTRU has faster encryption and decryption speeds coupled with a
smaller key size compared to other practical cryptosystems. These properties make
NTRU well suited for implementation in payment systems, secure messaging, mobile
electronic commerce, vehicular systems, remote backup solutions and cloud data
centres (Nguyen, 2014). NTRU is considered to be one of the strong candidates for
post quantum cryptography which will safeguard information security and privacy in
the post quantum era (Wong et al., 2018).

In comparison to the more commonly used ECC and RSA asymmetric
cryptosystems, the NTRU cryptosystem is significantly faster in terms of key
generation, encryption, decryption (Nguyen, 2014). The NTRU encryption and
decryption operations are roughly two orders of magnitude faster than ECC at
comparable security levels. Furthermore, the NTRU keys are an order of magnitude
larger than ECC key (Karu and Loikkanen, 2001). NTRU is a fast and low cost
cryptosystem by virtue of its computation with small coefficient in the convolution

product of polynomials (Alsaidi and Yassein, 2016).

Overall, NTRU stands out from the rest due to its resistance to quantum
computing algorithms, which makes its security outstanding and future forward.
NTRU is also well suited for implementation in embedded platforms which have
limited resources, owing to its low power consumption and fast encryption speed
(Wong et al., 2018). It is currently implemented in the financial services industry
(Fuller, 2011), in the Philips NXP’s ARM7 LPC2000 and LPC3000 microcontrollers !
(EETimes, 2008; Philips, 2015) as well as in the Cyph surveillance-free chat software
(Lester, 2015). This research study specifically focuses on the NTRU public key

cryptosystem.

INXP Semiconductors and NTRU step up microcontroller security, Electronics World UK,
http://www.electronicsworld.co.uk/news/archive/950-950.



1.2  Problem Background

The N** Degree Truncate Polynomial (NTRU) cryptosystem was developed
due to the need for a faster public key cryptosystem based on complex mathematical
problems other than integer factoring and the discrete logarithm problem (Whyte and
Hoffstein, 2011). NTRU is a proprietary algorithm which was invented by Hoffstein
et al. (1998), patented by NTRU Cryptosystems Inc. and later acquired in 2009 by
Security Innovations, a leading application security solutions provider (Kamat and
Patel, 2010). Since then, it has been standardized as IEEE Std 1363.1-2008 and ASC
X9.98 (Whyte et al., 2008; Whyte and Hoffstein, 2011). In 2013 Security Innovation
made the patent free to use in software licensed under the GPL free software licenses
(Schanck, 2015).

This scheme is based on lattices and combines mixing and reduction modulo
two prime numbers for the encryption process and uses unmixing for the decryption
process, which uses the probability theory (Karu and Loikkanen, 2001). Its security is
based on the use of polynomial mixing as well as the independence of the reduction
modulo operation on the prime integers p and q. Security is also assured by the fact that
it is difficult to find very short vectors in most of the lattices (Hoffstein et al., 1998).
The lattice structure in NTRU enables it to withstand quantum computing algorithm
attacks thus is described as being a quantum-resistant cryptosystem (Jarvis and Nevins,
2013; Whyte and Hoffstein, 2011).

The four crucial problems pertaining to NTRU addressed in this study are
described in the subsequent sections namely, the presence of decryption failure in
NTRU, limited range of NTRU parameter sets, the difficulty in determining whether
a polynomial is invetible and NTRU variant formulation. Countering these problems
will foster security of information encrypted using the NTRU algorithm, which is a
pertinent issue particularly once quantum computers are introduced, particularly since
previous studies show that quantum algorithms can solve the integer factorization
and discrete logarithm problems which are the security basis of the most popularly

implemented algorithms presently.



1.2.1 Decryption Failure

Recent developments in quantum computing have created interest in post-
quantum cryptography research thereby motivating NIST to organize a post-quantum
cryptography standardization process, with the goal of standardizing one or more
quantum-resistant public-key cryptographic primitives. NIST accepted submissions
from various fields within post-quantum cryptography; lattice-based, code-based and
multivariate cryptography. Research shows that numerous proposed key encapsulation
mechanisms have a small probability of decryption failure for public key algorithms.
This applies for majority of the schemes based on lattices, codes or primes. The
probability of such failure varies with most of the failure probabilities lying around
27128 As this failure is dependent on the secret key, it might leak secret information to
an adversary. However, as suggested by the wide range of failure probabilities in the
NIST submissions, the implications of failures are still not well understood (D’ Anvers
etal., 2018).

Given the trend towards quantum computing systems (Meyers, 2015),
resistance to quantum algorithms is a fundamental property for cryptography
algorithms which positions NTRU as the leading alternative for ECC and RSA in the
post-quantum era. However, there is the possibility for the occurrence of decryption
failure in NTRU. These decryption failures occur with a small probability over a range
of random messages. This flaw can be exploited by an attacker who is able to decipher
which messages induce failure thereby launch a successful cryptanalysis. The attacker
uses this knowledge of the messages inducing decryption failure to extract knowledge
about the private key. Thereby, optimal parameter selection in NTRUEncrypt is vital
to upholding the cryptosystem’s security (Hoffstein et al., 2009).

However, as is the case with DES which were reported as being insecure
thereby justifying the proposal of 3DES in a former NIST Challenge and AES which is
reported as being broken at low rounds, these insecurities were highlighted in research
findings but were not showcased in industrial implementations. The same case applies
to NTRU which has been shown to have cases of decryption failure in previous related
research work but no citations have been made pertaining to failure in its industrial

implementation.

During the decryption process, there is possibility for the occurrence of either
of these two types of failure; wrap failure and gap failure. When a wrap failure occurs,

it can be adjusted but when a gap failure occurs, it is impossible to recover the original



encrypted plaintext, thereby resulting in a decryption failure. Wrap failures occur more
frequently in comparison to gap failures, thus the use of the range [A, A 4+ ¢ — 1] serves
as a partial solution to the problem of decryption failures. This process of increasing
the chances of a correct decryption is called re-centering (Howgrave-Graham et al.,
2003a; Scholten and Vercauteren, 2003).

An attacker with access to timing information can be able to detect when a re-
centering has been done thereby leaking information approximately once every million
decryptions and even more often if some pre-computation has been done. For instance,
for N = 251 a wrap failure will take place once in every 22! messages while a gap

failure will take place once in every 2*3 messages (Howgrave-Graham et al., 2003a).

Some countermeasures were proposed to overcome this weakness including:
adding some check bits to the message block (Hoffstein and Silverman, 1998), use
of a check-errors/re-encrypt protocol (Silverman, 2001; Yu et al., 2005), use of a
centering algorithm (Silverman and Whyte, 2003; Yu et al., 2005),a compensating
algorithm (Yu et al., 2005) and the use of recommended parameters (Hoffstein et al.,
2010a; Hirschhorn et al., 2009; Hoffstein et al., 2015a; Security, 2015b). However,
the use of centering algorithms and check-errors re-encrypt protocol were deemed
to be inefficient leading to the development of a compensating algorithm (Yu et al.,
2005). The use of recommended parameters, which is the most recent countermeasure,
provides a decryption failure of 27* with k being the security level in bits (Hirschhorn
et al., 2009). This probability was provided for parameters selected using an algorithm
which provides security against lattice reduction and MITM attacks, with particular

emphasis on parameter size and coefficients of the private key.

Howgrave-Graham et al. (2003b) made the assertion that decryption failure
is largely key dependent. This is supported by initial findings in this study which
show that during the key generation process whereby the randomly selected private
polynomial is required to be invertible, in the event that a non-invertible private
polynomial is selected, it goes into an inifinte loop of trying to find an inverse. This
subsequently results in unsuccessful key generation, unsuccessful message encryption
and consequently unsuccessful decryption. At this point, the random polynomial
is discarded, an alternative one is selected and the process of finding an inverse is
repeated. Decryption failure occurs when the adjustment or centering method fails
(Hoffstein et al., 2003b). The encryption process is probabilistic thus decryption errors
can occur for some sets of parameters (Stehlé and Steinfeld, 2011). The guarantee of

successful decryption means there is less re-generation of parameters and subsequently



reduced likelihood of attacks. This calls attention to the possible of a relationship
between decryption failure in NTRU and key generation, which is explored at length

in this study.

1.2.2 Limited Range of NTRU Family of Parameters

The family of NTRU parameters provided in (Hirschhorn ez al., 2009) define
a fixed value of ¢ = 2048, on the basis that a smaller ¢ would reduce the bandwidth
and public key-size used in the cryptosystem. The authors go on to state that the
inclusion of additional parameters would require that more lattice experiments be
conducted at lower values of ¢ while ensuring at the same time, that the decryption

failure probability is still small enough.

The NTRU family of parameters published in previous works consists of
parameter sets for binary variants of NTRU (Hoffstein et al., 2003c; IEEE, 2003b) and
ternary variants of NTRU (IEEE, 2009) with the most recent recommended parameter
sets being for both product and non-product form of the private key polynomial f
(Hoffstein et al., 2015a; Security, 2015b). This existing family of NTRU parameters
prescribe a fixed value of ¢ = 2048. This serves as an indicator of the avenue for
further research into expansion of the NTRU family of parameters for optimal security
and performance. Enlargement of the NTRU family of parameters will enlarge the
polynomial search space and subsequently enhance the security of the algorithm in the

event of an attack.

1.2.3 Difficulty in Determining Whether a Polynomial is Invertible

The NTRU public key cryptosystem entails key generation by the computation
of two modular polynomial inverses. However, previous studies point out the difficulty
in determining whether a polynomial is invertible (Luo and Lin, 2011). To overcome
this difficulty, Nayak et al. (2010) proposed a matrix solution to solve the problem. The
study presented an approach involving the creation of one public key and two private
keys. The authors proposed key generation using a non-commutative ring (matrix ring
of polynomials) on condition that the determinant is one or negative one. However, the
proposed solution resulted in a small selection range thereby making the cryptosystem

more vulnerable to various attacks (Luo and Lin, 2011).



This was then improved by Luo and Lin (2011), who conducted a study
which presented a new approach of finding the inverse modulo ¢ with the selection of
matrices with non-zero determinants. Given that there are many matrices with non-zero
determinants in accordance with their approach, it was shown to be superior compared
to the original matrix NTRU cryptosystem solution by (Nayak et al., 2010) in terms
of security. The improved solution was based on the concept that the inclusion of
new conditions for key selection leads to an enlarged domain compared to previous
studies and also improves the security against attacks. The approach was free of the
restriction in the use of matrices with a zero determinant which imposes a restriction
on the selection domain thereby providing the possibility of easily hacking the two
private keys in the matrix NTRU. The approach used Gram Schmidt orthogonalization
to find the orthogonal (perpendicular) basis which was then used in generating the
inverse (Luo and Lin, 2011). The security of the approach against lattice attacks and its
comparison with other NTRU variants still remains an open question for exploration.

Other previous studies that look into the NTRU inverse algorithm include the
study by Banks and Shparlinski (2002), who presented a variant of NTRU using non-
invertible polynomials. Zhao and Su (2011) presented an NTRU inverse algorithm
which makes use of matrices in finding the modular polynomial inverse using the naive
method of matrix inversion. The proposed algorithm proved to be inefficient in terms
of utilization of computational resources and thereby processing time. Moreover, a
subsequent study by Wahab and Jaber (2015) presented a variant of NTRU using
Chebyshev polynomials for the key generation process. This was motivated by
the chaotic nature of Chebyshev polynomials. However, the study by Wahab and
Jaber (2015) only applied the concept of Chebyshev polynomials in generating the
polynomial coefficients of the private polynomial, while the process of finding an
inverse remained unaffected, proceeding as in the classical NTRU. Therefore, the work
by Wahab and Jaber (2015) does not have any effect on the chances of finding an

inverse during key generation.

Despite efforts made by previous works to modify the key generation process
by using matrices, limitations in finding an inverse are still present owing to the use of
naive matrix inversion which is computational resource intensive and which does not
conclusively tackle the problem of predicting whether a polynomial is invertible and

improving the probability of invertibility.



1.2.4 NTRU Variant Formulation

NTRU operates considerably faster than ECC and RSA (Coglianese and Goi,
2005a). However, its speed can be further improved by applying a different ring and
choosing a more linear transformation; the encryption and decryption operations are

akin to applying ring transformations to a ring element (Coglianese and Goi, 2005a;
Hoffstein and Silverman, 2001).

Speed is the key property of the NTRU cryptosystem. The study of a new
variant of NTRU is considered to be of great interest particularly if it enhances the
speed along with security against lattice attacks (Luo and Lin, 2011). However, NTRU

has the likelihood of the occurrence of decryption failure.

Previous research has been conducted on NTRU variants operating in different
rings, in an effort to improve its performance. In Gaborit et al. (2002a), the authors
presented a variant of NTRU whereby the ring of integers was replaced with the ring
of polynomials in one variable over a finite field. Rourke and Sunar (2003) published
a version of NTRU which uses Montgomery multiplication to speed up computation.
Coglianese and Goi (2005b) proposed a variant of NTRU based on matrices. Nayak
et al. (2008) presented a matrix formulation of NTRU, whereby matrices were used in
place of integers. In this study, the matrix elements were computed modulus p as 3 and
q as 32 while the parameters had values in the range [-1,1]. A critical evaluation of
the work by Nayak er al. (2008) in the course of this research revealed the occurrence
of decryption failure using the published parameters and published example. Jarvis
and Nevins (2015) published a variant of NTRU with a structure based on Eisenstein
integers, instead of the classical NTRU structure based on the polynomial ring of
integers. The study by Tripathi and Thakur (2015) presented a variant of NTRU which
uses logical XOR operations throughout the entire cryptosystem. A critical evaluation
of the work by Tripathi and Thakur (2015) in the course of this research study revealed
that the scheme was vulnerable because an attacker can easily obtain the ciphertext by

reducing the ciphertext mod p and furthermore, the private key is zero.

Previous works on variants of NTRU lay emphasis on improving its
performance in terms of speed, however, none of the variants explored the formulation
of a variant which addresses the problem of decryption failure and improvement of the

probability of finding an inverse in NTRU.



1.3 Problem Statement

Cryptography ensures the security, secrecy and authenticity of information.
With NTRU being the leading alternative for ECC and RSA in the post-quantum era,
it has the weakness of decryption failure which is said to be largely key dependent.
In order to keep the probability of decryption failure at a level of at most 2~% (with k
being the security level in bits), a list of recommended parameter sets were prescribed
for binary polynomials. Binary polynomials were then replaced with the use of ternary
and product-form polynomials in order to improve the combinatorial search space;
both of which have prescribed lists of recommended parameter sets. However, these
parameter sets are limited in range thereby creating a need to expand the size of the
NTRU family of parameters. Given the lattice structure of NTRU which makes use of
polynomial arithmetic, another inherent difficulty is determining whether a polynomial
is invertible. This is of grave importance, as the key generation process in NTRU
involves the computation of two modular polynomial inverses. In the event that a non-
invertible private polynomial is selected, it goes into an infinite loop of trying to find
an inverse thereby necessitating that the selected polynomial be discarded and another
invertible one be selected in its place. This consequently results in unsuccessful key

generation, encryption and thus unsuccessful message decryption.

There is therefore a need for research investigating the relationship between the
NTRU parameters thereby stating with certainty which parameters have an effect on
successful decryption. This will in turn be used to expand the size of the NTRU family
of parameters by extending the parameter selection criteria. Subsequently, there is the
need for the development of an improved NTRU inverse algorithm which improves the

chances of generating a modular polynomial inverse.

Speed is the key property of NTRU cryptosystem along with its future
forwardness with regards to quantum algorithm attacks. Thus, it is of valuable interest
to study a new variant of NTRU which will not only provide a speed improvement
along with lattice security, but will also improve the chances of finding a modular

inverse and ensure improved probability of successful message decryption.
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1.4 Research Questions

In order to address the issue of decryption failure, difficulty of determining
polynomial invertibility and parameter selection criteria, the following list of research

questions were singled out.

1. How can the existing NTRU recommended parameter sets be extended?

(a) What are the NTRU parameters that have the greatest influence on the

occurrence of decryption failure?

(b) How can the NTRU parameters be selected in a manner that ensures

successful message decryption?

(c) What is the recommendation for selecting an appropriately large size of ¢
for implementation over a range of security levels covering low, medium

and high security levels?

11. How can an NTRU inverse algorithm be developed which will always find an

inverse and provide flexibility in polynomial selection?

(a) Which algorithm will find an inverse for any random polynomial chosen

by the user/recipient?

(b) How can the parameters be selected in a way that improves the likelihood

of finding modular polynomial inverses for private key generation.

iii. What variant of NTRU can be developed to overcome the problems
of decryption failure and guarantee modular polynomial inversion when
parameters are selected in accordance with a prescribed parameter selection

criteria?

(a) What manner can be used to select parameters so as to ensure that an

inverse can be found and that decryption is successful?

(b) How will the proposed variant withstand regular cryptanalysis attacks?
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1.5 Research Objectives

NTRU is the top contender to replace ECC and RSA in the post-quantum
era. However, previous studies by Luo and Lin (2011) point out the difficulty in
determining whether a polynomial is invertible while Howgrave-Graham et al. (2003b)

made the assertion that decryption failure present in NTRU, is largely key dependent.

In order to address these problems, this research works towards the aim
of investigating decryption failure in NTRU so as to identify the key determinant
of decryption failure, improve the probability of invertibility during NTRU key
generation and formulate an NTRU variant with improved probability of successful
message decryption and improved invertibility. In order to achieve the above stated

aim, the objectives set out to be achieved in the course of this research study are:

1. To extend the NTRU parameter selection criteria for improved invertibility and

successful message decryption.

An investigation of NTRU parameters is conducted in an effort to identify
the most influential parameters for decryption failure, considering both
binary and ternary polynomial variants. The relationships between the
parameters aid in identifying the influential parameters as well as recommend
an extended parameter selection criteria which ensures invertibility and
reduced probability of decryption failure coupled with an additional list of
recommended parameter sets. The proposed extended parameter selection
criteria is evaluated computationally to determine the probability of decryption

failure in comparison to the published standard criteria.

1l. To improve the NTRU inverse algorithm for enhanced likelihood of modular

polynomial inversion.

Pursuant to identification of the most influential parameters of decryption
failure, thereby the most pertinent section of the NTRU algorithm, the study
works towards improving the NTRU inverse algorithm. Several alternative
solutions are considered and compared in terms of performance efficiency
and ultimately probability of decryption failure, so as to arrive at an optimal
solution. The metrics used for measuring performance efficiency include the
speed of inversion, correctness of the inverse result, provision for random

polynomial selection and computational complexity.

1ii. To provide an NTRU variant with improved modular polynomial inversion and

successful message decryption.
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The knowledge of influential parameters for decryption failure in NTRU
coupled with the improved NTRU inverse algorithm are applied in formulating
a variant of NTRU using an alternative ring. The performance of the
formulated variant is evaluated in terms of security in bits, the algorithm’s
computational complexity, public key size, private key size, speed of inversion,
encryption speed, decryption speed, key generation speed and message
expansion factor. A list of recommended parameter sets for the variant along

with the corresponding security strength are presented.

1.6 Scope

The scope of this study is limited to:

1. The study of decryption failure in binary and ternary variants of NTRU.

ii. The study of the key generation process in NTRUEncrypt, the encryption

algorithm.

1il. Test parameters used in the experimentation are limited to the NTRU test
vectors published in Angel (2014, 2016), recommended parameter sets
published in Hoffstein et al. (2003c); EESS (2003b); Hoffstein et al. (1998);
iee (2009) and examples published in related works.

1.7  Significance of the Study

This study provides an exploratory evaluation of the relationship between
NTRU parameters; using this deduced relationship to provide an extended NTRU
parameter selection criteria for improved invertibility. Furthermore, an improved
NTRU inverse algorithm is presented which improves the likelihood of modular
polynomial inversion. The aforementioned findings are integrated to formulate an
NTRU variant which has improved invertibility and probability of successful message
decryption. The outcome of this research study is beneficial to both the cryptography

community and the common body of knowledge in the following aspects:

1. The insight gained in terms of the relationship between NTRU parameters

plays an instrumental role in the concept behind NTRU parameter generation,
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the parameter selection criteria and subsequently the concept behind the
approximation of the probability of decryption failure. Given that previous
research work presents the probability of decryption failure without delving
into the details of how these measures are derived, this study demystifies
the approximation process right from the probability of selecting a certain
polynomial coefficient up to the corresponding variance and probabilities of

decryption failure as a power of the security level k£ and in bits.

ii. The study of the NTRU key generation process provided insight into the
intricacies of polynomial inversion modulo an integer. This new insight is
used to identify alternative modular polynomial inverse solutions and evaluate
their pros and cons in terms of performance efficiency (speed of finding an
inverse, accuracy of the result and the provision for totally random parameter
selection). This equips the researcher with valuable input for the identification
of an alternative modular inverse solution. The process can also be applied in
other variants of NTRU.

1il. The evaluation of different algebraic ring structures in an effort to identify a
suitable structure for the variant sheds light on the cryptographic properties
of various algebraic structures. Furthermore, knowledge is obtained on
cryptographic security analysis, basis and measurements which are applicable
in the development of other NTRU variants as well as development of other

cryptography algorithms.

This research will ultimately help to improve user confidence in the security of NTRU
during implementation in the financial services industry, in the NXP Philips micro-

controller as well as its implementation in surveillance-free chat applications.

1.8  Thesis Organization

NTRU is a public key cryptosystem that is paramount in ensuring the security
of information, particularly in the financial services industry. Therefore, this requires
that the cryptosystem be sound in terms of key generation which involves calculation
of the modular polynomial inverse and successful message decryption. This thesis
presents findings which will be beneficial in countering these challenges. This chapter
provides insight into the research problem, the background of the challenges to be

addressed and the approach to be applied in countering these highlighted challenges.
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