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Abstract—Tracking and tracing management is a system
which require recording of product’s related information
associated with product movement, shipping, transition between
location until the product reach its final destination. In this
management, traceability is a critical element to be satisfied by
the business processes. Tracking and tracing of product is
important for many purposes from the time product start its
order process, prepared, shipping, movement from one delivery
stakeholder to other delivery stakeholder until the product
reach its destination. This is where we found the effectiveness of
technology that is called the blockchain that could increase the
safety of all tracking management processes. The blockchain
technology since it emerges has contributed to many wide ranges
of applications from various fields where safety and trust are
critical in the field business process. Through this research, we
are willing to present the contribution which can be offered by
blockchain that obviously can increase the safety such like other
tracking technology such as the use of QR-code, RFID, man-to-
man delivery and few others.
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I. INTRODUCTION

The blockchain has shown a prominent and significant
impact on many fields such as supply chain, data and asset
management, Internet of Things (I0T), healthcare, education
and many more due to its important features and properties.
This promising technology has contributed much to digial
information including the quality of being contentsa ccurately
processed and efficiently transferred. Other than this, the
decentralized distribution feature which exists in the
blockchain has solved many problems such as the third-party
authentication which subsequently has an impact on the whole
system in term of computation time and speed of process of
transactions which cause very much time due to a huge
number oftransactions or communication through the peer-to-
peernetwork.

Trackingand tracingis a domain whichaim to determine
a location of a unit (e.g., device or product) within the cumrent
location and the pastlocation at two different intervals of time.
Infommation about the unit’s locations will be stored in a real
time database for further processing. Sometimes, these types
of systems can store information and details related to the
departure of a product or arrival at a certain location.
Infommation stored can contain an object’s identification, time
of currently performed transition, and thelocation.

Recently, tracking systems have become one of the
examples of blockchain-utilizing applications and services
thatareintegrated with the blockchain technology. There have
been various research studies proposed in which the
blockchainhas beenused. Oneofthese studies is discussed in
(Syed et al. 2020). The proposed study has utilized a
blockchain in orderto constitutea framework that can beable
to perfom tracking tasks.
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The issue of tracking units or devices has been considered by
many research studies. Thus, a number of proposed studies
and systems designed for such purpose has been presented in
literature. Different designs have been proposed aiming to
achieve better performance in traceability of units. Some
proposed systems have achieved good level(s) of traceability
but those systems lack some other issues either in securty,
use-of-use, or simplicity in implementation. Some other
systems have applied different technologies and/ or methods
to achievesimilar purpose(s).

II. LITERATURE REVIEW

A) Blockchain Technology and Characteristic

Blockchain is a type of database that differently stores
information from other traditional databases. It specifically
stores informationin a series of blockslinked together as they
are connected by a chain. When a new block of data is inserted,
it will be chained with the previous block using a reference
obtained from the previous block called a hash. These blocks
are stored and distributed in a decentralized mechanism to
ensure thatall users or nodes have a copy from blockchan
related information.

I Tracking and tracing I
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Fig.1 A Selected Number of Blockchain’s Applications

That is called a distributed decentralized ledger of
transactions. Thus, there have many researches and studies
from different fields and areas utilized the way the blockchan
technology works. Forexample, digital finance [ 1], computer
networks and applications [2], information security [3],
Internet of Things (IoT) [4], supply chain management [5],
smart grids and energy [6], and others are number of fields to
which the blockchain technology has contributed and
enhancedrelated performances.
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1) Blockchain Components

When there are a number of blocks of data connected to
each other by a link or chain and these blocks are gradually
increasing, they canbe called a blockchain. There are several
main components of whichsucha blockchain consists. These
components are briefly mentioned and defined as follows:

a) Transaction: is a small block inside the
blockchain.

b) Blockofdata: aset of fields of data representing
metadata of a group of transactions inside the
blockchain.

¢) Chain: is the sequence on which blocks inside
the blockchain will be ordered based.

d) Nodes: are users inside the network to which
transactions are distributed by the block.

e) Consensus: is a set of procedures on which
operations of blockchain are performed.

f) Miners: are a selected group of nodes to verify
the blocks.

2) Blockchain Features

Blockchain technology has described as a revolution that
hasthe ability to be the key to several dilemmas, such asthe
long transferring time, the transferring fees, and the most
important matter, which is the centralization. Owing to the
safety, high reliability, efficiency, and low cost of
decentralization, the issues of centralization are addressed.
The Blockchain isnot just a technological advancement, but
also the beginning of anera. With the Blockchain technology,
big data has become more accurate, while big data, in tum,
hasmade BCTmore valuable. Blockchain technology makes
significant data flow more safely and guarantees data privacy.
Also, it is an uninsurable technology for data storage that
offers a traceable data path and provides a reliable
environment for data assets trading. Considering the impact
of BCT on accounting from the side of extensive data, it
provides good accounting security and data un-traceability;
this is a requirement fornew financial accounting & sharing
system establishment.

As we mentioned above Blockchain technology has
various features and therefore a wide range of applications
from varied fields has come out. Selected features the
blockchainhas canbe graphically represented in Figure 2.
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Fig.2 Selected Features and Properties of the Blockchain Technology

3) Permissionand Permissionless Blockchain
Permissioned and permission-less blockchains are two
types of blockchain based systems used depending on the
purposeeachsystem aims. There are a number of differences
between these two typeswhich are summarized in Table 1.

4) Blockchain Technology Potential

Figure 3 presents the report in graph-based published
through Gartner, an Enterprise research firm that is well-
known for its informative reports and predictions across
industries and business verticals. The company developed the
Gartner Hype Cycle in a bid to analysenew technologies and
try to distinguish marketing and “hype” from actual use cases
and progress.

TABLE L PERMISSIONED AND PERMISSIONLESS BLOCKCHAIN
Property Permissioned Permission-less
Blockchain Blockchain
Validation Selected owners/ Public validates
members validate transaction
transaction information
information
Private or Private Public
public?
Nature of Faster Slower
operations
Centralization | Tends to be more Decentralized
centralized
Simplicity Restrictive Simple
Scalability More scalable Les scalable
Security More secure Less secure
Needed a Yes No
third party?
Does it Yes. It requires. No
require for a
permission to
join?
Practical uses With banks, business-to-consumer
supermarkets, and | (B2C) and consumer-
shipping firms to-consumer (C2C)
use cases.

Through Gartner Hype Cycle for blockchain business
2019 report[7], the report mentioned that “We are witnessing
many developments in blockchain technology that will change
the current pattern. By 2023, blockchain platforms will be
scalable, interoperable, and will support smart contract
portability and cross chain functionality. They will alko
support trusted private transactions with the data
confidentiality required. All together, these technology
advances will take us much closer to mainstream blockchain
and thedecentralized web, also knownas Web 3.0,

Figure 3 presents the report in graph-based published
through Gartner, an Enterprise research firm thatis well-
known for its informative reports and predictions across
industries and business verticals. The company developed the
Gartner Hype Cycle in a bid to analysenew technologies and
try to distinguish marketing and “hype” from actualuse cases
and progress. Through Gartner Hype Cycle for blockchan
business 2019 report [7], the report mentioned that “We are
witnessing many developmentsin blockchain technology that
will change the current pattern. By 2023, blockchain platforms
will be scalable, interoperable, and will support smart contract
portability and cross chain functionality. They will alo
support trusted private transactions with the data
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confidentiality required. All together, these technology
advances will take us much closer to mainstream blockchain
and thedecentralized web, also knownas Web3.0”.

Hype Cycle for Blockchain Business, 2019
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Fig.3 Hype Cycle for the Blockchain Business 2019 [7]

B) Trackingand Tracing

1) Past studies on techniques applied for tracking and
tracing system

Tracking and tracing systems are becoming developed
gradually since it has been emerged utilizing the infrared
technique. Information processed for this purpose has been
changed due to the development of the technique used. In
order for this task to be implemented, there have been various
techniques exploited containing the Infrared, Radio Frequency
Identification (RFID), barcodes, QR codes and others. A brief
discussion about these techniques will be provided and
selected reviews and research papers from literature will be
mentioned.

»  RFID-based tracking system

Tracers sometimescanbe dedicated to carry out tasks such
as identification of products and other items in shipment from
the first location until the item has reached the lastlocation. A
number of examples of tracking systems that have utilzed
different techniques for tracking and tracing purposes will be
herein reviewed and in detail discussed. One of these
examples is proposedin [8]. the main objective ofthe paper is
to propose a low-cost tracking and tracing system utilizing
simple tracking techniques. When information oftracking and
tracing related to supply chain is processed, management of
activities such as storing, restoring, and tracking of data and
products still lack a number of issues. The paper has
implemented a framework utilizing RFIDs and the IoT based
system dedicated for tracking systems of goods. A conceptual
framework has been designed and its performance is being
enhanced for certain scenarios such as limited number of
applications-associated operations. One of the advantages of
the proposed system is that it designed with low cost. The
proposed system has notbeen tested in term of efficiency. The
potential applications include e-health, e-commerce, and
cloud-based manufacturing.

*  OR Code Tracking

Another research study proposed in [9] has exploited the
RFID and Quick Response code (QR code) because they are
considered effective tools used for traceability and
identification of items. Traceability ofitems can be done using
differenttechniques each of which has a different feature. This
paper designs a method for traceability using a mix of two
techniques to contribute to the tracking and tracing systems.
The proposed system has used both RFID and barcodes to
identifyand traceitems. The proposed system has utilized the
feature of RFID and barcodes to perform the analysis function
in order for the transformation of information of the items
traced be efficiently implemented in a bi-directional way.
Also, the feature of RFID andbarcode canbe compared. This
process has also used an RFIDreaderand a barcode scanner.
Obtained findings from this system have shown that the
traceability hasbeen efficiently implemented. Also, the results
have mentioned that the identification of items has been
improved. This system is considered cost effective. The
proposed system can be suitable for the items packagng and
tracingapplications.

In [10],the QR codetechnique has been used totrack and
trace a product in an online way and in different phases and
stages suchas production phase, shipping phase, arrival to the
destination phase. There is a difficulty to implement the
function of tracking and tracing of such a certain item when
more than a source can send related information. Such a
process requires specific components. The selection of
technique that is use for that purpose needsto be carefully
considered in order to produce a high level of efficiency. This
paperhas designeda method to be implemented with tracking
and tracing systems. It has proposed a QR-based traceability
mechanism that scan the coded details to find out the
information abouttheproduct. The methodis able to perform
the identification task. The results obtained from this method
have shown that tracking and tracing systems can practically
utilize the identification process proposed by the paper. Also,
the identification of item can be automatically doneas results
reported so. An automatically identify product by extracting
related information. The process of identification can be
implemented under certain conditions. Packaging small items
and products tracing systems are examples of potential
applications and uses.

2) Trackingand Tracing Security Challenges

For tracking and tracing system, some of the applications
which applied conventional/ traditional techniques or methods
have a number of shortcomings such as, in addition to above
mentioned issues, containing transparency in traceability, ease
ofaccess torecorded information, and proof of confidentiality
and authentication. Hence, thereare issues in current systems
containing third party authentication and transparency.
Additionally, confidentiality verification needs to be carefully
performed. Ease-of-use and processing time for data to be
retrieved, for example, are additional considerable issues. In
literature, a lot of proposed systems used to traceparcels lack
several issues such as a delay in reading data, a delay in
authentication procedure of contents, or accessibility to
information. However, these issues are considered one of the
challenges in these types of systems. In addition to that, a
number of issues canbe solved by using different designs for
the problem(s) being addressed. Meaning, different
technologies and methods can contribute in achieving better
performance in tracking items. For example, the blockchain
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technology can work better to enhance the tracking and tracing
[11].

However, these issues can be addressed utilizing the
blockchain technology to ease the accessibility, for example
and reduce the accessibility computation time. Also, the
security of contents and stored data can be enhanced and more
protection canbeapplied by utilizing [oT technology. Thus, in
this research study, a tracking algorithm is proposed in order
to track items by using the blockchain technology. To add
more security to thesystem, a Quick Response (QR) code can
be used so that contents will be more protected from being in
an unauthorized manner accessed. To ease the use of shared
information, a QR code is used to make it easy to send data
with less computation time required for Internet connection.
There are few examples from literature used the QR code to
share data and that has enhanced the computation time and size
of data[12]. Inthisresearch, the QR code has been utilized so
thatless data will be transferred between parties. In addition,
the process of passing data between more than an entity (i.e,,
party) will make it easier in term ofuse ofthese data. That i,
data received by a selected entity attends to have less
intermediaries.

One of the most important considerable issues in
blockchain related tracking and tracing systems is the data
explosion caused by the huge number of communication and
the data’s size [13, 14]. The proposed system in [13] has
shown that the data size inside the ledger is huge and can be
as large as gigabyte (GB). Thus, it is important to reduce the
huge size of data transactions inside the ledger of the
blockchain technology. This research study aims to reduce the
huge amount of data’s size by proposing a permissioned and
permission less blockchain architecture. In addition, the
process of sharing information and processed data between
members ofthe blockchain network and nodes will increa seof
the size of data. This causes huge amount of energy
consumption and computation time. A number of studies have
used the QR codein order to help reduce the size of data being
shared [9]. In this research study, the data will be shared and
traced back by utilizing the QR technique so that the amount
of data in term of size willbe reduced.

A number of related studies have mentioned that the
blockchainis being enhanced in term of security related to the
contents and communications between nodes inside the
blockchain network [15]. This research attempts to help
increase the security of contents by proposing a verification
procedure that verify the request of data is being acceptedonce
the node making the request has been verified and is
authorized. This procedure can be performed with tracking
items purposes.

3) Blockchain Potential for Tracking and Tracing System
Problems

The proposed framework has been designed in sucha way
to control additional types of transactions that the system
needs, for example, an examination transaction. This
customization is designed in order to enable the blockchain
framework be integrated with anIoT platform. This has made
it easy fortheintegrated blockchain-lIoT framework do further
tasks such asthe ability to carry out a monitoring task for tems
beingtracked in in any time. So that, the system can perfom
remotely anaccess whenneeded. The proposed framework is
designed to record transactions completely using a stable
ledger. This proposed framework can be suitable to provide

transparency and trust. Also, the framework has historically
recorded and stored transactionsassociated.

Another proposed work is proposed in [16], the main aim
is to implement the traceability service using a blockchain-
based system. The ability of tracing an item’s data or
information can be referred to the traceability. The proposed
system has considered the traceability related to supply chains.
It aimed to overcome a number of issues caused by using the
conventional traceability systems. So, the proposed systemhas
applied a blockchain technology to gain a decentralized
feature. So that the database is accessible in a secure and
transparent mode. The authors in [1 6] have focused toreplace
the conventional tracking systems with the blockchan based
one in order to address several reported issues and
shortcomings faced by conventional tracking sy stems like the
centralized traceability solutions. In [16], in order to
efficiently increase the usability of traceability feature
achieved by blockchain-based solutions, an IoT technology
hasbeen considered with the help of smart contracts.

There are lots of research studies that have implemented
conventional tracking systems for traceability purpose where
they have been implemented in various fields such as food
supply chains [17], tracking of parcels [18], management of
business procedures in organizations, and tracking of medical
products. For such purpose, different techniques have been
utilized and used but the performance(s) achieved vary
depending on the technique and other conditionsrelated to the
application and design. The above-mentioned tracking
systems have been implemented with the help of varous
techniques containing smart contracts, Radio-frequency
identification (RFID), Quick Response code, barcodes, IoT
platform. The technology of blockchain can contribute much
better for tracking i.e., traceability of units than those
techniques specifically when some of those techniques have
been well and efficiently integrated with the blockchamn to
gain featuresof both.

4) Consensus Algorithm

The PoW hasbeen only used to providea creation of data
procedure. Blocks of data are created using the PoW and with
the help of a sortingalgorithm. So that the computation time
in this scenario has been as minimum as the sorting
algorithms. In this scenario, the computation time was very
short and thereis no much energy consumption consequently.

I1I. BLOCKCHAIN-BASED TRACKING AND TRACING
MANAGEMENT SYSTEM

In this section, an introduction to tracking and tracing
systems and related operations will be provided. Blockchain
components will be mentioned. Features of blockchain will
also be highlighted. Permissioned and permission-kess
blockchains are compared. Also, types of tracking and systems
thathave applied the blockchain technology are discussed and
related studies are reviewed.

Figure 4 presents three main steps applied sequentially to
achieve the conception of blockchain technology. The first
step is data processing where the data is created and formed
accordingtotheblockchain conception. Data arelinked using
hash function and ordered in a reversible time conception. In
the second one, permission-less and permissioned blockchain
architectures are design and performed. Finally, data security
schemes arebuilt where the QR code is implemented for data
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tracing back data and sharing. Verification processes are
designed.

A) The Proposed Architecture of the Blockchain-based

Tracking and Tracing System

The proposed architecture of the blockchain based
tracking and tracing system contains three levels. Data
processing, tracking and tracing operations, and network’s
nodes and members. These three levels comprise a secure
blockchain network. There are two ways of communications
the first one ensures that the data is created while the second
communication is to ensure that the data is accessible by the
network’s nodes and members. The proposed architecture
resembles the conception of the blockchain technology. This
is briefly explained in a simple algorithmic procedure as
follows:

i. Firstly, the datais created and stored.

ii. Created data in the previous step is dedicated to
make sure that metadata related to tracking and
tracing operations and phases willbe recorded.

iii. Data isstored in a decentralized stack.

iv. The stack is accessible by all nodes involved in the
network

v. Blocksofdatacan be created.

vi. Those blocks of data are distributed and can be
represented in a ledger.

vii. The nodes of the network defined previously are
involved in the ledger.

viii. In addition, all these recorded and shared data are
transparent and designed to be distributed in a
decentralized way.

ix. Finally, the metadata, operations, and network’s
nodes can be interacted in a secure, transparent,
automatically updated system with traceable
transactions.

The proposed architecture resembles the conception of the
blockchain technology. This is briefly explained in a simple
algorithmic procedureas follows:

i. Firstly, the datais created and stored.

ii. Created data in the previous step is dedicated to
make sure that metadata related to tracking and
tracing operations and phases willbe recorded.

iii. Data isstored in a decentralized stack.

iv. The stack is accessible by all nodes involved in the
network

v. Blocksofdatacan be created.

vi. Those blocks of data are distributed and can be
represented in a ledger.

vil. The nodes of the network defined previously are
involved in the ledger.

viii. In addition, all these recorded and shared data are
transparent and designed to be distributed in a
decentralized way.

ix. Finally, the metadata, operations, and network’s nodes can
be interacted in a secure, transparent, automatically
updated system with traceable transactions.
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Fig.4  The Proposed Blockchain based Tracking and Tracing System’s
Flowchart

B) The Proposed Enhanced Architecture of Blockchain

Based Tracking And Tracing System

The proposed design of architecture of the blockchain
basedtrackingandtracing system canbe enhanced in term of
security. As known, the way the blockchain works is gradually
and rapidly growing the size of data. Another important
feature that can be added to the proposed design of the
blockchain based tracking and tracing system mentioned
previously is that, in order to prevent the data explosion caused
by the huge number of communications inside the network’s
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ledger. The proposed enhanced architecture of the blockchain
basedtracking and tracing system will contain four main steps,
which are briefly discussed as follows:

i.  There will be two typesofblockchains, permissionless
and permissioned.
ii.  Subsequently, communications between operations
and members of the networks will be reduced.
iii.  The data can be shared utilizing the technique of QR
code.
iv.  The traced back data is allowed for authorized nodes
and is completely doneusingthe form ofdatain a QR
code basis.

IV. CONCLUSION AND FUTURE WORKS

In this paper, a tracking and tracing system based on
unconventional and conventional techniques has been studied.
The proposed blockchain-based for tracking and tracing
system has utilized the QR code and the blockchain
technology in order to gain more security and less computation
time while transferringaswell as less data size. The proposed
system hasaimedto reducethesize ofdata and also to prevent
the data explosioninsidetheledger. [tis believed that with the
emerging of 4.0 Industrial Revolution (IR4.0), the blockchain
technology will be thriving and will also influence other
domainsuchastracking and tracing (which part of component
in supply chain industry).
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