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ABSTRACT

Graphical password have been proposed as a possible alternative solution to

text- based password, motivated particularly by the fact that humans can remember

pictures better than text. The main aim of this project is to study the usability features

of the recognition base graphical password methods regarding to general usability

features and ISO standard usability features then a comparison study between the

usability features and sub features of these methods has been done and finally map

all that features and sub features to the existing graphical password methods to get

the new usability features can be implemented in the new usable graphical password

prototype.

A graphical password system framework has been built and divided into two

stages, new user and existing user stage, then the system implemented as prototype

and an evaluation of the prototype usability features has been conducted by

questionnaire survey in the UTM (CASE) and Computer Science Faculty students

(Johor), then the user's feedback about the whole system and the usability features of

the graphical password prototype results collected and analyzed and all the results

percentages are very good which mean that the new graphical password system is

acceptable from the usability point view..
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ABSTRAK

Kata Laluan grafik sudah dicadangkan sebagai pilihan untuk menyelesaikan

perkataan berteraskan kata laluan, galakkan sebegini adalah kerana manusia lebih

mengingati gambar daripada perkataan. Tujuan utama dalam projek ini adalah untuk

mengkaji pengenaln atas dasar kata laluan untuk pengunaan dan ISO pengunaan

biasa, daripada di banding kan penelitian antara cara cara pengunaan paparan dan

sebahagian paparan untuk diteraskan telah pun di buat dan akhirnya semua peta

paparan dan sebahgian paparan kepada kewujutan grafik kata laluan untuk

mendapatkan penggunaan paparan baru untuk kata laluan grafik prototaip.

Kata laluan grafik system kotak kerja telah di tubuhkan and telah

dibahagikan ke dua peringkat, penguna baru dan pengguna tetap, kepada system

sebagai prototaip dan prototaip penilaian pengguna biasa telah di lalukan oleh

tinjauan soal di UTM (CASE) dan Pelajar di Fakulti Komputer Sains (Johor), maka

semua penguna memberi sambutan yang mengalakan bahawa semua system dan

paparan pengguna untuk kata laluan grafik prototaip dan di analisiskan keputusan

and peratusan yang amat bagus untuk kata laluan grafik system boleh di terima

daripada pengguna.
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CHAPTER-1

INTRODUCTION

1.1 Introduction

A password is a form of secret authentication data that is used to control

access to a resource. The password is kept secret from those not allowed access, and

those wishing to gain access are tested on whether or not they know the password

and are granted or denied access accordingly.

The use of passwords goes back to ancient times. Sentries guarding a location

would challenge for a password. They would only allow a person in if they knew the

password. In modern times, passwords are used to control access to protected

computer operating systems, mobile phones, ATMs machines, etc. A typical

computer user may require passwords for many purposes: logging in to computer

accounts, retrieving email from servers, accessing files, databases, networks, web

sites, and even reading the morning newspaper online (Wikipedia, 2007).

The password is a very good and strong authentication method still used up to

now but because of the huge advance in the uses of computer in many applications as

data transfer, sharing data, login to emails or internet, some drawbacks of
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conventional password appears like stolen the password, forgetting the password,

week password, etc so a big necessity to have a strong authentication way is needed

to secure all our application as possible, so a researches come out with advanced

password called graphical password where they tried to improve the security and

avoid the weakness of conventional password.

Graphical password have been proposed as a possible alternative to text-

based, motivated particularly by the fact that humans can remember pictures better

than text. Psychological studies have shown that people can remember pictures better

than text (R.N Shepard 1967). Pictures are generally easier to be remembered or

recognized than text, especially photos, which are even easier to be remembered than

random pictures (Xiaoyuav Suo 2006).

1.2 Problem Background

Because of increasing threats to computer systems, there is great need for

security requirements. Security practitioners and researchers have made studies in

protecting systems, individual users and digital assets. However, the problem arises

that, until recently, security was treated wholly as a technical problem, and the

system user was not factored into the equation. Users interact with security

technologies either passively or actively. For passive use understandability may be

sufficient for users. For active use people need much more from their security

solutions and usability solutions such as: ease of use, memorability, usability,

efficiency, effectiveness and satisfaction. Nowadays there is an increasing

recognition that security problems are also fundamentally human-computer

interaction issues (Dourish, P 2004 and Patrick et al 2004).

Authentication is the process of determining whether a user should be allowed

access to a particular system or resource. Conventional passwords are used widely
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for authentication, but other methods are also available today, including biometrics

and smart cards. However, there are problems of these alternative technologies.

Biometrics raise privacy concerns and smart cards usually need a PIN because cards

can be lost. As a result, passwords are still dominant and are expected to continue

toremain so for some time as an authentication process (Coventry et al 2003, Jain et

al 2000 and Brostoff et al 2000).

Conventional passwords have drawbacks from a usability standpoint, and

these usability problems tend to translate directly into security problems. That is,

users who fail to choose and handle passwords securely open holes that attackers can

exploit Brown et al. 2004, Dhamija et al 2000, Feldmeier et al. 1990, Klein et al

1990, Morris et al.1979 and Sasse et al. 2001 )The “password problem,” as

formulated by Birget (2005), arises because passwords are expected to comply with

two conflicting requirements, which is passwords should be usable and ease to

remember, and the user authentication protocol should be executable quickly and

easily by humans and passwords should be also secure, i.e., they should look random

and should be hard to guess; they should be changed frequently, and should be

different on different accounts of the same user; they should not be written down or

stored in plain text.

1.3 Problem Statement

The password problem arises largely from limitations of humans’ long-term

memory (LTM). Once a password has been chosen and learned the user must be able

to recall it to log in. But, people regularly forget their passwords. Breakdown and

interference explain why people forget their passwords. Items in memory may

compete with a password and prevent its accurate recall (Wixted et al 2004). If a

password is not used frequently it will be even more susceptible to forgetting. A

further complication is that users have many passwords for computers, networks, and

web sites. The large number of passwords increases interference and is likely to lead

to forgetting or confusing conventional passwords (Wixted et al 2004).



4

The first idea for graphical passwords was described by Blonder (1996). His

approach was to let the user click, with a mouse or stylus, on a few chosen regions in

an image that appeared on the screen. If the correct regions were clicked in, the user

as authenticated, otherwise the user was rejected. There are some points to be

discussed about the graphical password idea that is the creation and learning of the

graphical password because from a human viewpoint, the problem of creating a

password is making it memorable so that the user can retrieve it later. In a graphical

password system, a user choosing click locations in an image needs to choose

memorable locations since there are two issues in memorability: the nature of the

image itself and the sequence of click locations, the memory because most existing

graphical password systems can be classified as being based on either recognition or

cued recall. Recognition involves identifying whether one has encountered an item

before. In a graphical password system based on recognition, the user has to be able

only to recognize previously seen images. By contrast, pure recall is retrieval without

external cues to aid memory, e.g. remembering a textual password that one has not

written down and the efficiency and perception of efficiency are important in

password systems because users want quick access to systems. Time to input a

highly practiced graphical password can be predicted by Fitts’ Law, which states that

the time to point to a target depends on the distance and size of the target.

1.4 The Project Objective

The objective of this project to develop and implement a new graphical

password scheme to improve the usability features of graphical password.

1- Identify and explore the characteristics, schemes, methods of the graphical

password and the conventional password as well as existing usability features.

2- Design and develop a new graphical password scheme by using selected

Graphical Password usability features.

3- Implement and test the new scheme by simulating a prototype of the new

scheme.
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1.5 The Project Scope

The scope of this project

1- Study an existing graphical password schemes and concern on recognition

base type.

2- Study the usability features of the existing graphical password methods

from the general and ISO features.

3- Mapping between the recognition base graphical password methods and the

usability features and extract a collection of usability features to be built in the new

prototype.

4- Design and Develop a graphical password prototype which carries the most

usability features to give a usable graphical password system by using Delphi

programming language.

5- Implement the usability features in Graphical Password Prototype System.

1.6 Summary

This chapter has presented an overview of the password problem

background, problem statement, and objective of the project which lead to develop

and implement new Graphical Password scheme.
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