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ABSTRACT 
 
 
 
 

It is believed that many of the mechanism covered in the biological immune 

system are adapted to the field of computer intrusion detection within “LISYS”. In this 

report, I went briefly on the mechanisms of the biological immune system, their parallels 

in LISYS are presented, and how they may operate to intrusion detection in a computer 

environment is discussed. LISYS is an artificial immune system, which need to be 

implemented and examine through experiments with variety of challenges in detecting 

intrusive behaviour in real network with simulated network environment. Components 

of LISYS need to be challenge also to see wither those mechanisms are really necessary 
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ABSTRAK 

 

 

 

Adalah dipercayai bahawa kebanyakan mekanisma yang terkandung dalam sistem 
immunisasi (pertahanan) biologikal telah diadaptasikan ke bidang pengesanan ganguan 
komputer menerusi ‘LISYS”.  Dalam laporan ini, saya akan menjelaskan secara ringkas 
berhubung mekanisma-mekanisma sistem immunisasi (pertahanan) biologikal, 
membentangkan persamaannya dalam LISYS dan membincangkan bagaimana ia akan 
beroperasi terhadap pengesanan gangguan di dalam persekitaran komputer. LISYS 
adalah satu sistem immunisasi (pertahanan) tiruan, yang perlu dilaksana dan dikaji 
melalui kajian-kajian yang mempunyai kepelbagaian dalam mengesan aktiviti ganguan 
di dalam jaringan sebenar dengan menggunakan persekitaran jaringan yang telah 
disimulasi. Komponen-komponen yang terkandung dalam LISYS perlu diuji bagi 
melihat akan keperluan mekanisma-mekanisma tersebut.  
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CHAPTER 1 
 
 
 

 
INTRODUCTION 

 
 
 
 

Natural immune system is a source of inspiration for the computer security in the 

age of the internet, where it is believed that the Immune System solves similar problems 

that are facing today’s most usable security software (IDS). Human immune system is 

very complex and robust, so does its mechanism can be apply to the technology of 

computation as a model of intelligence, and show some reliability. 

 
 

Since 1988, the CERT coordination center (CERT/CC) has been observing 

computer instructions activities and reports that the number of incidents reported to them 

has been approximately doubling every year since they started, also Malaysian cert has 

been reported that in the second quarter of 2006 saw an increased in intrusion incidents 

with a total of 227 incident (the reported one), which is more than two folds from the 

previous quarter. 

 
 
 

 
1.1 MOTIVATION 

 
 

The problem of network intrusion has been there for some time, but with much 

of services from the ISPs as high speed broadband involve, that provides us the 

capabilities for video conferencing, VOIP, Video on demand, and on-line gaming etc, 

in-return, the internet has become ubiquitous in all societies.  On the other hand, the 

internet intrusion of all types have become one of the most important and challenging 
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problems faced by computer experts.  In today world, Worms and Viruses are capturing 

most of the attention and are responsible for much of the damage. And if we look to the 

view years back, Viruses and Worms delayed airline flight, infected wireless printer, 

disrupted cash-dispensing machines, and hijack modems to make long distance phone 

calls, and it’s going to get worse (Secrets and Lies, 2000, p. 45). 

 
 
Given the sophisticated and speed of propagation of today’s attacks, the defenses 

system in place that are tailored to particular attack signatures is unlikely to keep pace as 

so called Zero-day attacks become prevalent. A successful defense system must achieve 

one goal, must be able to respond to wide range of attacks, including those not seen 

before.  

 
 
 
 
  

1.2 CONTRIBUTION     

 
 
Presented in this report is the LISYS approach an example of many other AISs 

have been developed to replace or solve the problem facing the current computer 

network intrusion detection. Further, the implementation of an AIS known as LISYS 

(Lightweight intrusion detection system), with more realistic environment and data to 

produce a fine result from the experiments and deeply analyze LISYS to see wither it 

achieves the principle of AIS.  

 
 
 
 

1.3   OVERVIEW  

 

 
The rest of this written paper structured as follows. The following Chapter “2” I 

focus in some related background. Follow up with Research Methodology in Chapter 

“3”. In Chapter “4”, I went through related work, and describe LISYS in detail. In 
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Chapter “5”, I report experimental results and experience in running LISYS. In Chapter 

“6”, I discuss a direction of future work in this area.  
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