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Abstract: Next to climate change on the list of challenges faced by humankind in today’s technological
age is energy management. While “smart” ideas continue to gather momentum as some of the ways
earmarked to combat the menace of a changing climate, coupled with efficient management of energy,
research and development in the blockchain is not retracting, recently giving rise to digital currencies
capable of fueling massive energy consumption via mining of “crypto-coins”. Given that sustainability
is a crucial goal in the design of smart cities nowadays, there are currently no assurances of sustainable
cities where cryptocurrency mining is at full scale. Nevertheless, alternative energy sources may come
to the rescue in no distant time. In this paper, we contextualize energy-use in smart cities through
mining of virtual currencies, in order to predict whether or not smart cities can truly be sustainable if
crypto-mining is sustained. An attempt is also made to emphasize the possible ways of reducing
energy use and all activities involving digital currencies by seeking to replace “Proof of Work” (PoW)
with improved alternatives.

Keywords: cryptocurrency mining; blockchain; smart city; sustainability; energy; bitcoin

1. Introduction

Nowadays, energy is a highly coveted resource, so that it raises a lot of interests on the discourse
about energy supply, management and use. While research continues to boost the drive towards cleaner
and greener energy production, human activities mostly linked to development, use of this highly
coveted resource in an unsustainable manner. Electrical energy, the basis of many household activities
is gradually experiencing massive unsustainable usage, especially in cities where cryptocurrency
mining is ongoing. Although the concept of smart-grid has become popular, they only find application
in smart cities where everything is controlled within a ubiquitous environment, using Internet of
Things (IoT). While the concept of smart cities may have become very popular and useful in energy
management, the reality is that only a few cities are smart, implying that unsustainable use of electrical
energy in these cities may lead to future challenges.
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As humanity battles climate change mainly due to anthropogenic pollution [1], there is a continuous
outcry by climate scientists and enthusiast of the imminent danger, if urgent steps are not taken to
get the temperature back to bearable pre-industrial rates [2]. In the midst of this scientific discourse,
blockchain continues to gather strength as the foundation for more and more cryptocurrencies, each
requiring mining; an activity that typically consumes between 7–17 MJ of energy, and in which energy
usage for the manufacture of any coin type is only second to aluminum production in terms of energy
requirement [3]. While Bitcoin mining alone is said to produce less than 1 per cent of global emissions,
an astonishing fact is that this value is equivalent to average CO2 emission of around one million
vehicles, within a two year period [3]. While some scholars believe that blockchain holds the keys to
the kind of sustainability society should look to [4], it may be difficult to accept this ideology, except if
it comes with the discontinuity in cryptocurrency mining, an almost impossible notion. The reason
for this is that Bitcoin being the earliest cryptocurrency type relies on the concept of “Proof of Work”
(PoW), a consensus that depends on heavy input of resources [5], particularly energy [3,6].

There remains a wide-spread misconception on the historical development of Blockchain and
Bitcoin. While authors like [7] have stressed that Bitcoin was developed before Blockchain, others
have proved otherwise. The most detailed explanation, which technically proves the true history of
virtual transaction was explained by [8]. The author noted that the study by [9] marked the beginning
of the blockchain idea, long before Satoshi Nakamoto’s writing on Bitcoin. In fact, it was [9] who
was the first to discuss time-stamping, before it was built upon by Nakamoto in [10]. Nakamoto did
reference [9] in the Bitcoin work, showing some sort of progression in the development. Blockchain is
an unchanging and distributed technology which is based on ledger innovation [11], it finds application
in the decentralization of markets [12], and allows for real time financial transactions without visiting
a financial institution, or without any form of monitoring by these institutions (the so-called third
party). In addition to decentralizing payments, there are continuous proofs of the usefulness of
blockchain in other aspects of society. For instance in medical and healthcare domains [13–16].
Authors [11] specifically evaluated blockchain relevance to biomedical research, [17] explained that
it could find application in ICT, especially in Internet of Things [18] where it has been predicted to
bring about magnificent changes in the way business is done, and in cloud computing [19]. In the
area of education, [20] explained that a number of blockchain-based educational softwares are already
making waves in the market nowadays. In the aspect of storage of intellectual properties, blockchain
has also been found to be relevant [21]. There are also some under-researched aspects of its usage in
the electioneering processes in some countries.

The vast implementation and application of block chain makes it look like an indispensable
innovation in today’s world. Nevertheless, a major setback to Blockchain as an innovation, and one that
raises a growing concern for the current study is that it remains a foundation to cryptocurrency ‘mining’,
and its perceived energy inefficiency. As such, research is constantly revolving around the energy
consumption/management of cryptocurrency mining activities. Given that the evolution of virtual
currency trading and mining of associated coins are just a fraction of the robustness of Blockchain, it
remains to be seen whether energy-efficient crypto-mining would be achieved in future, or whether
placing bans on the process of mining could be a way out, given the alternative of maintaining global
emission rates.

Given a number of smart home energy-saving technologies and ideas; interoperational smart
home systems [22], and automated home systems [23] among others, many of which are based on
saving energy, the big question is; what is humankind willing to give up for the development of smart
homes and cities which are also revolutionary, in the midst of newer activities such as cryptocurrency
mining from Blockchain-backed technology? It is on this premise that this study sets out, and seeks to
weigh existing options/answers on the following questions;

• Can humankind afford to condone processes that further increase global emissions in the midst of
existing catastrophic event emanating from climate change?
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• How rapid can we proffer solutions to massive cryptocurrency energy-consumption, should
cryptocurrency mining be sustained?

• Would it be in our best interest to place bans on mining of Bitcoin and other cryptocurrencies,
thus holding on to only to positive aspects of Blockchain, given that these virtual currencies have
not yet been accepted in totality in many societies, in addition to the fact that such innovations
may add-up to existing global climate challenges?

• How sustainable can our so-called smart cities be in the midst of huge energy deficit offered by
mining virtual currencies?

While the last question offers more insight, and serves as a scientific basis for the current study,
other questions also create interesting discussion which are addressed in subsequent sections of this
study. Figure 1 is a conceptual framework for this study, and it describes the central focus amidst
other related interest areas. The remainder of this study are a described as follow; Section 2 describes
existing studies related to the ongoing work, and sheds light on the concept of sustainability of smart
cities in relation to energy efficiency. The section also explains the main reasons behind the growth of
cryptocurrencies. Section 3 looks at steps taken by governments to regulate their existence. In Section 4,
we carry out a constructive criticism of the situation, which leads to a critique’s view of whether or
not cryptocurrency mining should continue, and the way forward. Section 5 discusses relevant ideas
gathered from the study, as well as suggestions on future research directions.
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Figure 1. Conceptual framework for the study.

2. Related Literature

2.1. The Concept of Sustainable Smart Homes and Cities in Terms of Energy Efficiency

Smart homes and cities face energy challenges due mainly to the complex nature of their energy
systems [24]. Smart cities are mostly designed to supply inhabitants with energy consumption
information, this helps in the planning of ensuring that the cities are sustainable [25]. Energy
management in smart cities often follow specific models to attain sustainability [22,23], especially given
that energy budget of smart cities is crucial to the kind of energy source adopted. While renewable
energy sources remain the most reliable sources to achieve smart city goals, the cost implication are
often huge, posing a serious threat to sustainability [26]. In cities where pronounced digital currency
mining takes place, attaining sustainable energy management involves a lot of simulations, so that
effective policies can be used to drive the society towards smartness [24].
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Model simulation help stakeholders get a good grasp of smart-city dynamics especially given the
probable challenges posed by activities of cryptocurrency miners and validators, and in re-evaluating
alternative policy frameworks [27]. Nevertheless, a shortcoming to most existing models is that they
tend to address energy challenges separately, so that they rarely provide exhaustive details, which give
rise to incomplete solutions. For digital currency mining to be well-managed in any smart society,
there is a need for detailed models that brings together several energy-dependent activities within the
scope of the model [24].

For effective energy management specifically in the handling of huge energy consumption by
virtual currency operation, government intervention has been proposed through taxes [28]. Asides
taxes, certain energy-intervention schemes can as well be embarked upon by national governments in
smart city settings to ensure effective energy management for cryptocurrency mining. By adapting
the intervention areas developed by [24], government can come up with eco-friendly energy sources
that gives room to sustainable homes and cities [29]. Intervention areas that can be targeted include;
improved alternative energy generation schemes, modernized energy storage systems, and smart grid
infrastructural facilities [24]. These inter-related energy intervention channels provide for better energy
management systems by governments, especially due to the fact that virtual currency miners often to
conceal exact output in terms of production [30].

As alternative energy generation schemes, renewable sources (for long term plans) [29], as well
as other non-renewable sources (on short term basis) [26], but with far lesser pollution impacts can
be adopted via a distributed generation network. Photovoltaic cells, thermal collectors, concentrated
solar-power, and photovoltaic-thermal collectors can all provide electric and/or thermal power at
different capacities, using the sun’s energy [24]. Furthermore, wind power, poly and multi-gen,
biomass, and geothermal are also useful for the same electric/thermal power generation purpose,
which can cater for cryptocurrency mining energy needs, especially when each of these systems is
combined with another system. While poly- and multi-gen have been described as energy techniques
developed for efficient use of fossil fuel (reduced carbon emissions when compared to conventional
energy sources) [31], they remain largely expensive and may not be available on a large scale [27],
which may not be in line with sustainability goals in smart cities.

Modernized energy storage systems are mostly utilized for all kinds of energy storage. These
storage utilities are useful for the integrating renewable sources of energy, as well as delivering the
so-called “demand–response” smart city schemes [24]. These energy storage systems are useful for
storing up excess generated energy at cheaper rates until they are needed, thus keeping it for use
when it is most likely to have become expensive [32]. Storage process tends to smoothen net energy
load, and influences cleaner and greener energy storage procedure [33]. Similarly, electric energy
needs of cryptocurrency machines can be based on demand–response, allowing for effective electricity
management and possessing the abilities to cater for newer energy needs when energy loads increase
in buildings and cities [34]. Batteries, super-conducting energy storage, compressed-air energy storage,
flywheel, and super capacitors are some useful energy storage units that can be useful for smart homes
and cities where cryptocurrencies operations are common [24].

Smart power grids are more or less the most useful infrastructure in smart cities where digital
currency operation is taking place. However, the fact that smart-grids mostly cover electric energy, a
new concept, the so-called “district energy” are better suited for smart cities, covering thermal and
electric energy supplies at different scales facilities connected to the central grid [31]. Electric-based
grids are very crucial energy needs in many smart cities, as it serves as the source through which energy
flows to consumers who inhabit the city. Smart power grids are designed to monitor and communicate
perceived power supply hitches in real-time, and in a bi-directional manner. They are very important
in smart cities as every connected system and/or device must technically supply details of its own
energy production and usage. Furthermore, connected devices are able to follow load-scheduling, so
that no amount of energy is lost to wastage [35]. According to [36], specific features of a smart grid
system include; ability to slightly increase capacity for more consumers without having to engage in
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construction of more infrastructure, updated security measures, and ability to effectively resist human
attacks, as well as issues emanating from natural disasters, power supply is solely based on quality,
and which combines several power sources in one unit, it implements communication in real time, so
as to facilitate energy-supply tasks [24].

By adopting the above energy-related intervention, sustainability of cities can be achieved even
when activities of cryptocurrency operators are ongoing within a city. This is because, it becomes really
difficult for miners to conceal their energy usage, especially as the overall smart system exposes every
hidden power use. Additionally, greener and safer environments are encouraged using these means.

Although it is note-worthy to stress that Blockchain technology has only been adopted in solving a
number of problems in smart cities [37] there are no current studies that link cryptocurrency mining to
smart cities, i.e., research is yet to provide a foundation for improved energy management as imposed
by mining of crypto-coins in smart cities. Nevertheless, we argue that development in smart-grids can
reach levels where smart grids can be used to monitor homes within smart cities where crypto-mining
is taking place. This can expose activities of illegal miners in residential areas, and in turn attract
higher electricity bills/charges, possible fines, or outright cut-off of power to such places. In situations
where there are strict regulations due to the perceived high consumption of energy by the process
of mining, the law may possibly take its course on offenders as seen in the case of Chelan Country,
Washington D.C [38,39].

2.2. Flaws of Conventional Financial Systems and the Birth of Cryptocurrencies

While digital currencies seem to be changing the face of many aspects of society today. It is
important to analyze the situation leading to this phenomenon. Given a popular opinion that Blockchain
technology is promising, the technology is earmarked to bring lasting economic development and
growth across many areas of human endeavor [40]. While the acceptance of cryptocurrencies has been
met with several criticisms in some nations, other societies have continuously relaxed laws, as such,
virtual currency trading have continued. According the [41], conventional monies that are derived
from fractional reserve banking are more or less in existence as a result of debts that are given in form of
loans. Banks in a number of nations are backed by law to keep a certain percentage of demand deposits;
40%, 10%, and 0% in Brazil [42], the United States [43], and Australia [44] respectively. Most national
laws further stipulate that with the other percentage can be loaned out at specified interest rates [40].
This process of keeping a demand deposit and loaning out the rest is continuous, so that deposits are
increased, and availability of loans decreases, thus explaining that conventional banks generate money
out of nothing [40]. The only possibility for economic growth in such situations is credit offering,
implying that majority of person within the society live on debts, this situation is referred to as “debt
peonage” [45]. Debt peonage is more or less not the best of situations for the populace, given that it
creates room for a state’s financial strength to be placed in the hands a group of persons.

The fact that a few persons control the financial flows of a nation has continually encouraged
the search for liberation from such situation, i.e., alternative forms of money supply. This is found in
cryptocurrencies. While it is important to think about how loan repayment monies shall be made in
conventional systems, more and more loans will only be borrowed to offset existing ones, implying that
individuals may never be free from debts [46], As such, it becomes imperative to consider alternative
sources of money supply.

Other authors [40] noted that newer money supply solutions need to rely on a system in which
society identifies financial prosperity as the stocking of natural capital, referred to as strong sustainability,
and implies that societies nowadays are faced with unhealthy monetary systems that possess weak
sustainability. In terms of the so-called ‘positive money’, i.e., a situation that allows for money to exist
without accrued debts [47], economic situation are often better-of, as societal finance is not a function
of exchanging natural and man-made forms of capital. According to the work in [48], newer forms
of currencies have always been around, given an overall perception of poor socioeconomic systems.
Alternative currencies are mostly available to combat the challenges imposed on society by debt-based
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monetary system and are often regional initiatives. Some researchers have opined that since alternative
currencies are flawed on the ground that they only thrive in local settings, and cannot be used for
country to country trading [49], then they should not be allowed to stand. Others believe that the
circulation of these alternative money sources helps to manage the challenges caused by economic
shocks on conventional currencies [50]. Bitcoin for example is an example of fiduciary money, i.e.,
value on the currency is placed on the expectation that sooner or later, it will be an accepted form of
money [51]. Bitcoin has not been generally accepted as a means of exchange like fiat currencies, as
such Bitcoin operations are not backed by government’s decrees. It also does not possess the intrinsic
value that a commodity money has, even though it is currently treated as commodity money in some
countries. Authors [52] explained that Bitcoin acceptance varies from one national setting to another.
For examples, towards the end of 2017, Bangladesh as well as countries like Bolivia, and Ecuador
placed bans on virtual currency trading and usage. Bitcoin is allowed in Japan and Australia as a
payment means, but not as a recognized currency. In Europe, Bitcoin is widely used for payment, and
there are no taxes when they need to be converted to conventional currencies. Authors [52] noted that
the USA treasury groups as part of cryptocurrencies known as decentralized and convertible currencies.
As such, they receive commodity treatment by Commodity Futures Trading Commission (CFTC).

2.3. Virtual Currency Mining and Enegy Use in Smart Cities

The usage of electrical power in digital currency mining is a topic that demands some sort of
re-evaluation [30]. By default, the mining procedure in itself consumes several joules of energy, mainly
as a result of the calculations involved its hash processes and aimed at bypassing third parties (financial
institutions). Typically, mining calculations depends on electricity, so that Bitcoin consumes close
to 2.6 gigawatts at the moment, and has been projected to reach about 8 gigawatts in future [30].
Comparing this power usage to what is obtainable in Ireland and Austria respectively, [30] noted that
current differences shows that Ireland leads Bitcoin electricity usage by 0.5 gigawatts, and Austria by
5.6 gigawatts. Nevertheless, there are reports that overall electricity consumption in Bitcoin mining
operations as of 2018 may have equaled usage in Austria. Given the very few number of studies that
have so far addresses cryptocurrency energy budget. Figure 2 shows the estimated and minimum
energy usage (between 2017 and 2019) in the mining of Bitcoin.
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Authors [54] set out to research mining energy use of some cryptocurrencies based on a few
algorithms. For Monero, study results showed that energy budget is a function of the hash rate
algorithm used, which further supports the claims of [30]. In addition, the study by [55] also provided
an approximated value of energy consumed globally for mining Monero. For example, it was
suggested that China’s activities in Monero mining may have contributed about 5% of global electricity
consumption (to mine the same coin) which stood at 646 GWh as of 2018 [54], implying that roughly
20,000 tons of carbon may have been released into the environment between a space of eight-months
of the year under review.

In the hashing of digital currency blocks, the idea developed by Nakamoto, the father of Bitcoin
was basically revolutionary and based on transactions that are timestamped through hashing into a
proof-of-work which has to do with continuous scanning for a unique value that give rise to hashes
that start with numbers in the region of zero bits when hashed [10]. A good example is SHA-256.
Worldwide attempts carried out every second to locate a hash with this unique feature is referred to as
hash rate [30]. The moment a node discovers a hash the meets this requirement, the node sends the
block on which the hash has been found to other nodes within the network, as such, an acceptance is
carried out by the other networked nodes, all of which kick-off with the creation of new blocks for
the chain by adopting the accepted hash block [30,54,56]. Another authors [30] further noted that the
individual who locates the block gets to enjoy certain rewards. These includes (1) a number of new
coins which can be sent to the individual’s choice of address (This is a constant reward that reduces by
half, once in four years), and (2) specific transaction fees.

To ensure that rewards are continuous, [30] opined that the entire network is designed to
automatically adjust to complex hash calculations. As such, the experience of new blocks occur only
once in 10 mins. While research is yet to be able to decipher hash rate in clear terms, its derivation has
so far relied on the difficulty and time taken to mine new blocks [56]. Authors from [30] explained that
as of March, 2018 roughly 26 quintillion Bitcoin hashing were carried out per second. While only three
of these transactions were being processed by the network in the same time. The implication here is that
processed transactions and hash calculations share a ratio of 1:8.7quintillion, in a process solely based
on huge amounts of electricity use [30]. Another team [28] pointed out that the measurement of power
consumption by the computers (machines) used for mining virtual currencies are currently only based
on estimated figures, so that it is only possible to compute overall Bitcoin network’s computational
power, whereas, we may not find significant information on the amount of power used up by the
computers that carry out the mining operations [55]. For example, Antminer S9, a cryptocurrency
mining machine utilizes 1372 W to generate an average of 14 tetrahashes every second [30,57]. This
figure is only estimated, as there are several other nodes connected to it within the same network.
Furthermore, it is also almost impossible to determine precisely, the number of machines connected
within an individual node [30]. Approximately 10,000 nodes make up the Bitcoin network, with
individual nodes possessing one or more machines [57].

An understanding of the cost of individual aspects of digital currencies production procedure
is crucial to getting an insight on energy consumption. Estimated power use by machines which
considers hashrate, is one way to determine cryptocurrency energy efficiency/consumption, and has
been a very popular approach for many years, with a merit of being able to give rough estimate of
lower bounds [30], i.e., estimated power use of individual machines (as shown in Figures 3–5). Two
major challenges of hash-dependent approach are; failure to consider cooling mechanisms, and lack
of probable future energy consumption [30], since overall hashrate of any cryptocurrency network
is a function of the mining machines. In a study by [58], it was observed that 11 out of 43 machines
were tagged large miners, contributing immensely to overall hashrate of the Bitcoin network the world
over [58]. Such huge mining operations will no doubt use up several thousands of joules of Energy, so
that eliminating the heat produced as a result of mining in this setting will be a function of the existing
climate, and the adopted cooling method [30]. In cities where virtual currency mining is popular,
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miners often tend to keep the activities unknown to the public, making it difficult predicting “power
usage effectiveness” (PUE) [30].Sustainability 2020, 12, 169 8 of 21 
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Figure 3. Hashrate for a typical mining machine within a Bitcoin network [30].
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Figure 4. Estimated power usage by some mining machines within a Bitcoin network [30].

Researchers at [55] stressed the claims by Bitfury (a Bitcoin network) on achieving a power
usage efficiency of 1.02 using immersion cooling. While [30] explained that the claims are yet to
be scientifically investigated, it is important to note that not all cryptocurrency mining activities
make use of a cooling technology, and only a few also adopt cooling by immersion. An example is a
Bitman-owned facility at the Mongolia region of China, which utilizes evaporative cooling system.
Although energy consumption of the facility are not accurately provided, due to opposing figures
by [59] (40 MW) and [60] (33 MW), [61] noted that it is made up of a little over 20,000 machines (mostly
of Antminer S9 and a few thousand Litecoin L3+). Individual machine at the Mongolian site utilize
800 W, implying overall energy demand of about 32 MW, so that power use efficiency is estimated as
1.25 [30]. It should be noted that that Bitcoin mining has become popular within the last year, causing
figures to increase in almost all mining sites.

Since hashrate-dependent energy estimate for Bitcoin cannot predict future energy consumption,
we can look at such expected predictions from an economic viewpoint. This is possible, given that
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cryptocurrencies are mostly tagged as “commodities” in many countries where their usage is legalized,
and as there are quite a large number of operators, this results in a healthy competition [55].
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Figure 5. Estimated power efficiency by some mining machines within the Bitcoin network [30].

As such, the mining operations will yield hash calculations to attain a marginal cost (MC) which is
at par with the marginal product (MP). The meaning of this is that distinct information as regards MP of
Bitcoin mining can be derived from the Blockchain linked to the Bitcoin network that bears information
on mined blocks and other mining information. Figures by [30] in mid-March, 2018 revealed that MP
reached approximately €13.7 million. To economically analyze and predict future electricity costs of as
a result of mining, production cost for an average mining machine, average life span and average unit
cost of electricity are some of the crucial factors to be considered. While [55] suggested doing away
with cost of production and maintenance of machines in estimating electricity cost, as these cost are
more or less sunk costs in individual efforts put into mining, and may not be considered when taking
mining decisions. Authors [30] explained that while this may be a right approach, the purchase of new
mining computers will eventually be factored into the overall cost, which will most definitely have
an impact on the revenue, as machines do typical possess expected lifespan. Given an Antminer S9
production cost of €456 (an addition of cost of chips production and other costs) [21], and the average
lifespan of the mining machine is 730 days [30], Since cheap electricity in Mongolia is fixed at €0.35
for every kilowatt used [61], then we can assumes an average of electricity cost of €0.45. From the
foregone information, mining cost by an average Bitcoin machine will comprise about 70 per cent
of the entire lifespan of the machine. Nevertheless, by engaging a more direct approach in terms of
assumed costs [30], as such the electricity cost per lifetime of an average machine can be pegged at
60%, so that the value can be adopted for calculating how much electricity the Bitcoin network uses.
This can be rounded to 7.7 GW [30].

The economic analysis performed above is temporarily an accepted way to arrive at estimated
indices by the Bitcoin network [62]. Nevertheless, there continues to be abrupt changes in price of
hardwares emanating from the cost of their production and implying that the consumption energy
estimation so far discussed may take the next year to be fully established, this may as well involve
slight changes. Chip-based production may be another way to estimate energy consumption of a
typical cryptocurrency. By analyzing the activities of TSMC (Taiwan Semiconductor Manufacturing
Company), a major manufacturer of chips for Bitcoin machines used by Bitman, [63] maintained that
TSMC supplies an average of 20,000 wafers every month since the start of 2018. Wafers are crucial
materials for the manufacture of mining machines such as Antminer range. Since an average wafer
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can feed close to 30 mining rigs, then we can assume that about 500,000 Antminers monthly can be
built in a month [64]. Given the production estimate by Bitman (a big name in Bitcoin production), we
can infer that overall energy about 6.5 million running machines will consumes close to 8.92 GW in
2018 only, 1.22 GW more than the estimation from economic viewpoint. Since Bitman is not the only
production company of Bitcoins, this could be a pointer to the amount of energy consumed overall
for Bitcoin only, further implying that an addition of energy consumption rates for other coins like
Ethereum and Monero may further blow-up the figures.

2.4. Consensus Protocols

While there seem to be so much discussion on Bitcoin, being the most popular cryptocurrency
in the blockchain ledger system, [65] discussed energy use in Ethereum mining. Ethereum is next
to Bitcoin in the order of Blockchain Cryptocurrency innovations, with its capitalization reaching
US$10 billion as at the end of January, 2019 [65]. This digital currency is said to utilize roughly half
of total Bitcoin energy consumption [65], causing proponents to believe it can have a better carbon
footprint. Furthermore, [65,66] in compared electricity usage in mining Ethereum to everyday usage
within the United States. The authors observed that one transaction involving Ethereum utilizes
more electricity than what the average home in the United States used within 24 h. An interesting
development however is the move by the developer and founder of Ethereum, Vitalik Buterin and his
team of contributors, to convert from the use of cryptocurrency “Proof-of-Work” (PoW) which uses
so much energy, to “Proof-of-Stake” (PoS), which is a more subtle method of organizing transactions
without necessarily utilizing excessive energy [65].

According to [66], the Ethereum group has identified that excessive energy usage may impact not
only on the environment, but also on overall running cost. In this case, validators (miners in Bitcoin)
who are picked randomly by the system to create blocks (instead of several miners working to carry
out a single transaction), are very few, so that the number of computers doing the job is reduced [67].
As such, reward on energy is not as much, given that validators are not doing so much work as in
the PoW System. This PoS move by the developers of Ethereum was first mentioned at the release of
Peercoin back in 2012 [65]. Although the progress on PoS has so far been slow-paced, some positives
that can be drawn from the process include the development of the so-called “Difficulty Bomb”, which
is poised to make mining of the coin more difficult, so that validators are discouraged [30]. While this
may prove to bring some form of shortage on the Ethereum platform, the owners believe it is more
important to achieve energy efficiency, and save cost, than to continue with the current situation which
may not be sustainable.

While there are several other algorithms adopted in crypto-mining nowadays; Proof of Elapsed
Time (PoET), Proof of Burn (PoB), Federated Byzantine Agreement (FBA), Delegated Proof of Stake
(DPoS), Proof of Authority (PoAu), Proof of Burn (PoB), Practical Byzantine Fault Tolerance (PBFT),
Proof of Capacity (PoC) [68], only PoAu, DPoS, PoC, and PoET have energy efficiency backgrounds. In
PoC, validator nodes are required to utilize spaces (occupied by a huge amount of data) on computer
hardwares, so that they have a greater chance of developing a new block, and also get rewarded to
increase their chances of producing the next block and earn its reward. The consensus is able to save a
lot of power, as it does not have to use ASIC hardware [68]. Typical example of PoC is Pylon-Core
which is capable of processing approximately 7000 transactions every second [69]. Intel’s Sawtooth’s
PoET [70] is capable of scaling thousands of nodes in an energy efficient manner. It replicates block
generation using a random approach, and generally maximizes resources, mainly because algorithm
makes use of a secured environment for its execution, coupled with a brand new CPU [71]. PoAu is
an advanced form of PoS, and bears many features of PoS. The main difference is the identity of the
validators are staked. Energy efficiency is also high in comparison to PoW [72]. It can be adopted
when we prefer not to take security and integrity risks [73]. Energy Web is an example of PoAu [74].
DPoS is based on voting to generate blocks and voting out dishonest users. As noted by [73], DPoS is a
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futuristic consensus as it has a goal of achieving effectiveness and accuracy of transactions, speed and
very low energy use.

From the foregone analysis of the energy consumption by Bitcoin and plans by Ethereum to
drastically cut energy using PoS, we argue that energy consumption calculations are technically flawed.
Given the advances in Blockchain technology nowadays, there is need to explore energy saving
and sustainability fronts in the mining of cryptocurrencies. Ideas put forward by firms like Energy
Blockchain Labs in collaboration with IBM to cut down the China’s close-to-a-year average of carbon
asset life cycle from 50% to 20%, will immensely help to save the cost of energy. Albeit, it is worth
noting that further research into energy efficient consensus mechanisms as described in the preceding
paragraph may as well be useful.

3. Regulating the Mining and Usage of Virtual Currencies: Relegating Energy Efficiency

Having described some of the positives that can be drawn from technologies that may possibly
emerge from the Blockchain innovation, the genesis of cryptocurrencies as alternatives to debt-based
conventional money supply systems, and how cryptocurrencies use energy. The next crucial step is to
look at some prevailing regulatory guidelines across nations of the world in terms of usage and energy
management by cryptocurrency-dependent activities.

While the current study concerns itself with perceived aspects of energy-inefficiency via
cryptocurrency mining, it is important to briefly review aspects of national laws that look to cater
for this perceived would-be global challenge, especially given the rate of cryptocurrency acceptance
nowadays. An unfortunate scenario is that fact that most countries where cryptocurrency transactions
are either partly or fully legal, do not have specific laws on energy management for the process of
mining cryptocurrencies. On the average, eighty-five per cent of national cryptocurrency laws across
many countries of the world focus on being careful not to allow Bitcoin and other coin types compete
with nationally acclaimed currencies. This is greatly perceived from the ideas of [75]. While some
countries have struck out the ideas to allow the use of cryptocurrencies, other have basically came-up
with frameworks for their regulation. Only a few have however taken a further step to look at the
aspects of energy consumption of crypto operations. As reported by [76], cheap electricity in some
areas have some worth allowed the flow of crypto mining operation in many countries, an action that
neglects environmental impacts of the process.

A 2018 compilation by Global Law Research Centre of United States’ Law Library of Congress
showed current handling of virtual currencies in a number of countries. Ideas from the report suggest
that the seemingly important aspects to regulatory frameworks in many countries include; taxation of
crypto operations, anti-money laundering issues, and terrorism funding [75,77–81]. On the other hand,
energy-efficiency is mostly relegated, suggesting that the world is yet to attain full understanding
of the consequences of cryptocurrency mining operations. In Switzerland, authors [75] noted that
cryptos falls under assets classification. Though the country specifically understands the challenges
associated to its operation; financial crimes and volatility among others, there are no specific regulation
that caters for Initial Coin Offerings (ICO) within the Swiss nation, except that the laws governing
Switzerland financial market will come into play depending on the patterns of the ICO. According
to [81], the Mexican government’s rule book provides the details of how cryptocurrencies should be
run within the Mexican Society. First, virtual currencies can be held as assets but not as authorized
currencies. Furthermore, within its regulations, the country’s central bank holds the rights to oversee
cryptocurrency activities, so that certain huge trans actions get noticed by government to avoid money
laundering [81]. In the first quarter of 2018, the government of Belarus released a report that allowed
general mining and usage of virtual currencies [80]. During the same period, a Presidential directive
was launched to empower taxation monitoring unit for virtual currency transactions, even though
there were no specific information on mining. In France, virtual currencies usage and mining are
mainly without regulations [79]. With the exception of two blockchain management ordinances that
are not actively affected, French government remains largely skeptical of virtual currencies mainly as a
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result of pronounced volatility. Nevertheless blockchain technology seem to receive very high interest
within the country [79]. Nonetheless, a framework is still underway, and active virtual currency users
are currently being taxed for transactions. Regulations developed in 2016 in Israel already consider
cryptocurrencies as assets.

While it has been suggested to government that adoption of virtual currencies as means for virtual
payment may be advantageous to the economy, the situation is not yet clear, especially given that an
Israeli bank recently blocked the activities of a Bitcoin trading firm [77]. Japanese Act on Payment
Services has been in operation for the regulation of virtual currency transaction since 2017 [78]. There
are also money laundering regulations which every business that utilizes cryptocurrencies must strictly
adhere to. As such, it is safe to say that virtual currencies are well regulated in many countries, with
the exception of specific cryptocurrency mining management laws. Table 1 further describes the
situation surrounding the usage of cryptocurrencies in the context of energy management in some
more countries, and other challenges surrounding the process.

Table 1. The situation of energy/other challenges posed by cryptocurrency mining and usage.

Reference Description of Existing Situation Country Existing Solution/Action

[82]

There was initial news on the possibility of an
administrative ban on cryptocurrency mining by
country’s parliament proposed for June 2019
mainly due to heavy electricity usage.

Russia
Presidential directive issued earlier in
2019 ordering the enforcement of
cryptocurrency regulation [83].

[84]

Initially, a ban was placed on all activities related
to cryptocurrency within the country. In 2018,
due to several U.S.-imposed sanctions,
government reopened talks on digital currencies.
Few months later, there was a cut-off in power
supply to cryptocurrency mining areas prior to
the review of electricity bill for cryptocurrency
mining industry.

Iran

Following the review of the prices of
electricity, crypto miners are now
expected by law to pay €0.06 kWh, €0.01
more than what other citizens are charged.
Crypto mining industry is currently an
officially-recognized industry [85].

[76] There is no serious enforcement on mining as
well as usage of Crypto-coins. Czech Republic

The use of virtual currencies must be in
alignment with anti-money laundering
regulations [75].

[64]

Fairly relaxed atmosphere for all
cryptocurrency-related activities (mining
included), with the government offering
subsidies on electricity bills. Nevertheless, crypto
coins are not accepted as a legal tender [75].

Canada

Canada has laws in place to regulate
virtual currency transactions, the law
requires that firms that carryout such
transactions must duly report to tax
offices [75].

[75]

The usage (issuance, mining and similar
activities) of virtual currencies were initially
declared illegal, and violating this rule attracted
fines up to €8300 [86].

Vietnam

As of early 2018, there were plans for the
enactment of legal foundations for the use
of cryptocurrencies within the territory
[87].

[76]

The legalization situation of digital currencies in
the country is unstable and unclear [75].
Nevertheless, the country has Auroracoin, a form
of cryptocurrency that is only useful within the
boundaries of the nation. Furthermore, the
country is home to Genesis Mining, a big name in
European crypto setting, and which has been
reported to use huge amount of energy in its
activities.

Iceland

There are plans on the way to commence
taxing cryptocurrency mining operations
within the country as a result of huge
consumption of electricity [75].

Although many of the countries aforementioned (including those in Table 1) have put up laws
to guide the operation of virtual currencies trading, only a few of these countries have tried to
consider energy efficiency aspects. Even the countries that have tried to act on cryptocurrency energy
management have mainly focused on the cost effectiveness, and not the possible risk to the environment.
This makes the entire process of virtual currency mining an unsustainable one in the meantime. As
such, the process becomes part of the human activities that have been estimated to result in 1.0 ◦C rise
in global warming greater than pre-industrial rates [88]. With continuous virtual currency operations
especially mining, global warming rates will further increase, posing a likelihood and if the currents
rates of emissions continue, it would likely cause the temperature to further increase to larger values
by 2030, given that anthropogenic (such as virtual currency mining) global warming increases at a rate
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of 0.2 ◦C every ten years. The frustrating part of the prevailing situation is the fact that a number of
countries who are signatories to the Paris Agreement have yet to look into the issue of emission rates
by mining of cryptocurrencies. This may be due to scarce research findings on the topic, government
feeling of huge availability of electricity (cheap electricity), or an outright laissez-faire attitude to
environmental sustainability.

The Fate of Crypto Mining in the Midst Energy Deficit: The Way forward

According to [28], it has become extremely important for Bitcoin transactions to be curbed if the
goals of Paris Climate Agreement are to be attained by signatories. Hence, only green technologies that
encourage environmental sustainability should be allowed to thrive in today’s societies. Nevertheless,
it would be wrong to outrightly enact laws that completely bans cryptocurrencies, given that it remains
the most widely spread innovations of Blockchain technology. Exploring the length and breadth of
Blockchain would mean to fully optimize everything it offers, and specifically setting boundaries for
effective management mechanisms for all the shortcomings from its innovations [89–91]. As noted
by [28], cryptocurrencies, though currently not fully established, bring a so-called economical paradigm
shift in the way wealth is created and held, as such, societies that are not exploring this avenue may
miss out in future. That said, it is important to look for solutions that will help retain wealth creation
systems by virtual currencies in a way makes the sector use smaller amounts of energy (preferably
clean and renewable energy sources) [28]. As reported by [92], modern day innovations are supposed
to provide the environment with sustainable benefits, this has not been the case with virtual currencies.
Some researchers have pushed for the deployment of Blockchain technology to curb the energy and
emission issues of cryptocurrency mining, so that the process can be eco-friendly [4]. Nevertheless, [28]
noted that this idea may not thrive, since the background technology itself is not eco-friendly. A
statement on Bitcoin’s official website notes that mining of the coin is a resource-intensive routine,
purposely designed to be somewhat difficult, so that the entire system continues to generate a steady
flow of blocks from the activities of miners from time to time in a controlled setting [62]. While the
current situation lingers, it may be interesting to know that some Bitcoin-based innovations use far
lesser energy. For instance, [93] demonstrated energy efficiency in accessing data use to provide
the same and internet traffic. The study showed that as soon as some internet network providers
understand the heavy energy consumption of their technologies, newer, energy-effective technique
were immediately deployed. An example is Netflix who have upgraded their technology to utilize
smaller data amounts, while the firm is still providing the same services as before [93].

Given that some societies see cryptocurrencies as avenues for boosting the economy, virtual
currency operations have been allowed to thrive free of taxes. In some cases, non-payment of taxes
have been because it is very difficult to decide who should pay the taxes, given the decentralized
nature of cryptocurrency platforms [28]. Looking at this issues from a Pigouvian point of view, it is
not abnormal to utilize intervention structures, coupled with cost internalization to bring sanity to a
failing market and to correct negative externalities [94,95]. As such, adopting some form of stringent
tax laws can as well force proponents of virtual currencies to thirst more for better energy sources, or
develop greener pathways to mining energy consumption. While the Pigouvian efforts may have been
faulted by scholars like Coase [96], others like Halpin [97] and Chen [98] have further shrugged off

Coase’s claims. As described by [39], environmental treaties support enforcing and acting on negative
externalities, this is why the so-called “polluters pay” is surviving in Europe. In general, allowing
virtual currency operations to go untaxed is tantamount to flouting the Paris Agreement by signatory
parties [28]. In general, any government that chooses not to tax cryptocurrency activities is implicitly
subsidizing [99] the process, which may not be favorable in the case of energy consumption by mining
of virtual currencies. Furthermore, the fact that virtual currencies are not accepted currencies raises
questions on how to impose taxes on transactions. Hence, regulatory agencies are challenged on how
to go about the taxing proceedings.
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4. Discussion

There is a believe that Blockchain is an addition to existing technologies for humankind, even
though mining of digital currencies may be threatening our very existence [28]. That said, some
researchers believe that it be may not be feasible to adopt Blockchain technology in the management of
energy consumption by mining of virtual currencies, especially because cryptocurrencies have been
developed from Blockchain itself [4]. Since cryptocurrencies are believed by proponents to possess
what it takes to change economic situation of societies around the world, then it would be ideal to
allow these currencies thrive while guarding against its many excesses. Government intervention
(mainly taxes and renewable/alternative) as described within the length of this study may be the most
viable tool thus far for proffering both long and short term solutions to energy consumption of digital
currency mining in smart cities [28]. Nevertheless, there is need for national governments to be more
active in their overall commitment towards the sustainability of the environment, as this will push for
green technological development.

A commitment to the Paris Agreement implies drastic action against any technology that harms the
environment, regardless of the possible socioeconomic and financial improvements such technologies
offer. Countries that relax tax laws on cryptocurrency operations may need to rethink their stance, and
probe further into the activities of digital currency operations, especially mining, which will most likely
bring about better decision-making in this regard, as firsthand information can be gathered on how
much energy is consumed on digital currency. Several studies have shown that digital currency mining
may be polluting the environment [28,30,54,95], and in a world where so much is being done to reduce
emissions to pre-industrial rates, all efforts must be continuously directed towards this common goal.
Additionally, one aspect of sustainable development goals is energy efficiency, as such, any process
that do not this requirement may in the real sense not aid sustainability

Although the greater part of this paper is involved with expatiating the regulation of cryptocurrency
mining activities in order to combat climate change, cryptocurrency operations have also been opined
to be used in funding human trafficking. According to [100], the presence of huge amount in virtual
currencies in the hands of some individuals have been used to commit crime. Although the debate is
ongoing, there are several differing opinions on the best decision.

While there is hope for the sustenance of cryptocurrencies provided there is more openness in
terms of policies to guide against their operations, there is need for continuous encouragement for
Blockchain and the many benefits that comes with it [89,90]. This should albeit be done with the
particular references to the UN’s Sustainable Development Goals [101].

The foregone analysis explains that humankind cannot afford to condone technologies that could
further undermine carbon emissions, given the current catastrophic event emanating from climate
change. In addition, the solutions to massive cryptocurrency energy-consumption are right with us
and it only takes a positive step by national government to get things right. Rather than placing bans
as already seen in some countries, it is important to take the positives from the current situation with
digital currencies. Regardless of current rates of energy consumption and threats posed by virtual
currency mining to modern cities, smart cities could remain sustainable if research and development,
as well as investments are channeled towards smart-monitoring grid systems which are based on
renewable energy sources, and capability of controlling and managing power usage.

In summary, both smart city development and Blockchain technologies are useful in today’s
world, as both present us with new and unique dimensions to tackling climate change. The implication
therefore is that that the challenges posed by cryptocurrency mining (that are based on Blockchain) are
not enough to trade-off Blockchain as a whole. Rather, humankind must take conscious steps to combat
energy challenges imposed by crypto-mining in the most sustainable manner, either by rigorously
studying the different consensus to see which may be favorable, or to fully encourage renewable energy
sources to power mining machines. On this basis of this understanding, we argue that a full adoption
of the vast technologies embedded within Blockchain can change the face of things in the near future.
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5. Conclusions and Future Work

Attaining sustainability in cities would mean genuine intervention in the future operations
of digital currencies without discouraging proponents of the Blockchain technology as a whole.
Nevertheless, without discouraging the huge energy budget of cryptocurrency mining, [28] suggest
that future blockchain-based innovations would be at liberty to expect the same progress at virtual
currencies. Otherwise referred to as path dependency, this phenomenon implies that there would always
be a feeling of easy-way-out for proponents of new technologies which may face similar challenges,
regardless of the economic viability of such innovations [102,103]. As a result, policy makers across
nations, especially parties to climate change treaties must seek ways to work out special taxes for
cryptocurrency operations, with even special attention paid to mining. To achieve this, countries must
revisit laws on cryptocurrency handling and use, so that they are able to fine-tune every affected area
of the process.

According to [104], in their bid to achieve a green future in terms of energy use, the countries
that have performed well are those that have ensured that every aspect of societal development and
growth are tailored towards clarity of purpose in terms of rules and regulations guiding technological
innovations. This would an ideal route in a bid to correct the existing challenges posed by digital
currency mining and usage. To do this, government must adopt appropriate fiscal policies with
several options available in literature to policymakers. In addition, proponents must start to embrace
alternative and cleaner energy sources. While these options may not be cost effective, they meet the
needs of the environment. Since signatories to the Paris Agreement all agreed to making efforts to
contain global temperatures within rates that will not go beyond 2 ◦C, and to ensure national finances
grow in line with environmental sustainability [105], allowing mining operations to proceed without
appropriate interventions means that the Paris Agreement is not fully adhered to. Given that the
agreement also stipulate that technology ought to be used to achieve the mitigation of GHGs [28].

Having so far stressed how sustainability can be achieved in smart cities that harbor cryptocurrency
mining, future research must further probe into the existing situation in terms of exact values for energy
used up in mining digital currencies. This is because most of the existing methods that summarize
energy consumption are not particularly accurate [30]. Accurate information on energy consumption
is very important to guide in the selection of the kind of solution to be adopted. Furthermore, research
must be embarked upon by national energy institutes in national governments, so as to investigate
specific reasons for the secrecy of operations of most cryptocurrency miners as reported by de Vries
in the article titled “Bitcoin Growing Energy Problem” [30]. It might be the case that most figures
shared by miners are falsified, inaccurate, or incorrect figures, given that virtual currencies are yet to
be fully accepted in many societies. In addition, it is important to also consider further research into
newer consensus algorithm which may be more energy efficient than Bitcoin’s PoW. These areas call
for further research.

In today’s era of big data, it may also be interesting to further explore how blockchain technology as
a whole, and cryptocurrencies in particular link up with big data as expressed in [106]. Having carried
out an extensive study into the relationship between these twenty-first century crucial terms, [106]
maintained that blockchain technologies and big data analytics both enjoy a mutual relationship.
This is so because blockchain architecture utilizes decentralized management systems that gathers
information on individual transactions of miners. The entire platform is governed by well-arranged
data management systems provided by big data analytics. Likewise, building a bigger and better
platform for big data management may require adopting blockchain architecture. Beyond adopting
big data for cryptocurrencies security and privacy [106], research can begin to look in the direction of
adopting the robust nature of big data analytics to resolve energy challenges posed by cryptocurrency.
Data gathering is often the very first step that must be taken in order to tackle any societal problem [107].
As a result, the more data available on unsustainable use of electrical energy in cryptocurrency mining,
the closer it gets to arrive at a lasting solution. This could result in a very interesting research pathway.
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