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ABSTRACT

Secure Hash Algorithm-3 (SHA-3) is the most recent and efficient cryptography
hash functions widely used in most information security applications. Contemporary,
SHA-3 were built as software where the performance of the cryptographic function
is based on the performance of the general-purpose CPU. Since SHA-3 is frequently
used in requires multiple operations per data input and is generally inefficient running
on a general-purpose CPU. To improve the performance of the SHA-3 function
on data encryption progress, an alternative solution is to implement the SHA-3
algorithm as a hardware accelerator. The proposed accelerator is targeted at the most
computation-intensive function in the C-based SHA-3 algorithm which is Keccak-
f that is executed 97.56% in an SHA-3 operation and synthesized using Xilinx’s
Vivado High-Level Synthesis (HLS) to hardware implementations targeted for FPGAs.
Besides, the proposed SHA-3 accelerator is employed in the architectural optimization
approaches based on the concepts of loop pipelining, loop unrolling, and memory array
mapping. Considering the trade-offs between the performance and hardware cost,
the SHA-3 architecture in terms of the high throughput and less resource is identified.
Incorporated with four-stage sub-pipelining and fully loop unrolling on five permutation
steps, followed by memory array partitioning by factor of 25, new SHA-3 hardware
architecture is proposed. The proposed SHA-3 accelerator is able to achieve up to
47.7Gbps throughput and operate up to 722.5 MHz. As compared to other existing
works, the proposed SHA-3 implementation achieves high throughput performance and

operation frequency at a reasonable cost.
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ABSTRAK

Algorithma selamat cincangan-3 (SHA-3) adalah fungsi cincangan kriptografi
terkini dan cekap yang digunakan secara meluas dalam kebanyakan aplikasi
keselamatan maklumat. Kontemporari, SHA-3 dibinakan sebagai perisian di mana
prestasi fungsi kriptografi didasarkan pada prestasi CPU tujuan umum. Oleh sebab
SHA-3 sering digunakan dalam memerlukan banyak operasi setiap input data dan
secara amnya tidak berkesan berjalan pada CPU tujuan umum. Untuk meningkatkan
prestasi fungsi SHA-3 pada kemajuan penyulitan data, penyelesaian alternatif adalah
untuk melaksanakan algoritma SHA-3 sebagai pemecut perkakasan. Pemecut yang
dicadangkan ini disasarkan kepada fungsi intensif pengkomputeran dalam algoritma
SHA-3 yang berasaskan C iaitu Keccak-f yang dijalankan 97.56 % dalam operasi SHA-
3 dan disintesis menggunakan Xilinx’s Vivado High-Level Synthesis (HLS) kepada
pelaksanaan perkakasan yang disasarkan untuk FPGA. Selain itu, pemecut SHA-3 ini
digunakan dalam pendekatan pengoptimuman seni bina berdasarkan konsep talian paip
gelung, gelung yang tidak bergulung, dan pemetaan pelbagai memori. Memandangkan
pertukaran antara prestasi dan kos perkakasan, seni bina SHA-3 dari segi daya tampung
tinggi dan kurang sumber dikenalpasti. Diperbadankan dengan sub-talian paip empat
peringkat dan gelung penuh yang tidak bergulung pada lima langkah permutasi, diikuti
dengan pemisahan tatasusunan memori dengan faktor 25, seni bina perkakasan SHA-
3 baru dicadangkan. Pemecut SHA-3 yang dicadangkan mampu mencapai sehingga
47.7Gbps penghantaran dan beroperasi sehingga 722.5 MHz. Berbanding dengan
kerja-kerja yang sedia ada, pelaksanaan SHA-3 yang dicadangkan mencapai prestasi

tinggi dan kekerapan operasi yang tinggi pada kos yang munasabah.
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CHAPTER 1

INTRODUCTION

1.1 Research Background

Cryptographic algorithm is a process of converting plaintext into ciphertext.
It has become an extremely important feature in modern cloud computing systems
and has widely used in protecting information within many kinds of network and
cloud applications such as encryption and decryption. With the widely use of these
systems, information security attacks are also evolving, therefore security has become
one of the most important factors in the new generation networking applications [1].
Various cryptographic algorithms have been developed for secure communication and
data encryption, they can be divided into three different categories such as symmetric
encryption, asymmetric encryption, and hash functions. Symmetric encryption is
public-key encryption such as Advanced Encryption Standard (AES) and BlowFish
that use the same key for encryption and decryption. Asymmetric encryption is private
key encryption such as Rivest-Shamir-Adleman (RSA) and Elliptic Curve Cryptography
(ECC) that use different keys for encryption and decryption. The third cryptographic
algorithm - hash function is a one-way hash algorithm used in data integrity and its

example is the message-digest algorithm (MDS5) and Secure Hash Algorithm (SHA).

Data integrity is important for security applications and it is used to
confirm system data has not been distorted during transmission, storage and restore.
Cryptography hash functions are commonly used in integrity verification and it is an
efficient hashing technique [2]. SHA-3 is the most recent and efficient cryptographic
hash functions widely used in digital signature schemes, message authentication codes
(MAGCs) and several other information security applications. [3]. SHA-3 is the new
Secure Hash Algorithm released by the National Institute of Standards and Technology
(NIST) in 2015 based on the Keccak function developed by Bertoni et al. [2]. This
algorithm is proposed to replace the existing common hash functions like SHA-1,

SHA-2, and MD-5 for better security.



Conventional cryptography algorithms are generally computationally intensive
because their complexity and requires high number rounds to encrypt/decrypt, therefore
consume a high rate of power and time when working on Internet of Thing (IoT)
devices [4]. State-of-the-art SHA-3 were built as software where the performance of
the cryptography function is based on the performance of the general-purposed central
processing unit (CPU). Since the hash function will be frequently used, it is requiring
many operations per input and is generally inefficient on a general-purpose CPU. With
the increase of the message data size, the difficulty and process time are also increasing.
Therefore, the acceleration of the SHA-3 algorithm is needed for an incoming modern

computing system.

To improve the performance of the SHA-3 function on data hashing progress,
an alternative solution is implementing the SHA-3 algorithm as hardware accelerator.
In recent years, cryptographic hash functions are widely implemented in hardware
due to they are proven to be more secure than in software realizations [5]. Field-
programmable gate array (FPGA) has been widely used to improve the performance of
processors for specific applications due to its unique properties such as re-configurable
and support parallelization and pipelining that not exist in the general-purpose processor
(GPP). This specialization of FPGA provides a compromise between the flexibility of
a GPP and the performance of an Application-Specific Integrated Circuit (ASIC). The
weakness and strength of GPP, FPGA and ASIC are shown in Table 1.1. Due to
comparable performance in FPGA, this means that for application implementation,
FPGA is better than the general-purpose system due to portability, low cost and low
power consumption [6]. Moreover, FPGA owns a property of parallelism and make
it have real-time computation. Hence, implementing an SHA-3 algorithm in FPGA
makes the system to be more viable and able to provide better performance compared

to software.

1.2 Problem Statement

Various cryptography algorithms have been developed for security applications.
SHA-3 is the most recent and efficient cryptographic hash functions widely used in

most security applications. Conventional SHA-3 were built as software where the



Table 1.1: Weakness and strength of GPP, FPGA and ASIC

GPP FPGA ASIC
Execution Sequential | Parallel Parallel
Performance Low High Very High
Flexibility Excellent | Good Poor
Power efficient | Low Moderate | High
Design cost Small Large Very Large
Time to market | Excellent | Good Poor

performance of the cryptographic function is based on the performance of the general-
purpose CPU. Conventional cryptography algorithms are generally computation-
intensive algorithms because of their complexity and require a high number of rounds to
encrypt. Since the hash function will be frequently used, it is requiring many operations

per input and is generally inefficient on a general-purpose CPU.

To improve the performance of the SHA-3 hash algorithm to overcome
the bottleneck of software progressing in GPP, several hardware solutions such as
co-processors utilize specialized hardware to do parallel acceleration in algorithm
computation [7]. They can significantly improve the performance of the SHA-3
algorithm and speed up computation. However, this solution also brings additional
resource overhead to the silicon design. Several research studies on different kinds of
hardware implementations of the SHA-3 algorithm have been proposed. The objectives
of hardware implementation are either towards the architecture with the high-speed

performance or lightweight design [5].

In order to optimize the hardware implementation to improve latency,
throughput and overcome performance bottlenecks, several optimization concepts
that usually used in the designs are loop rolling and unrolling, loop and data-flow
pipelining and array mapping. However, the performance of the SHA-3 algorithm can
be further improved with other techniques or mixed techniques above. Therefore, a
further improvement of acceleration for the SHA-3 algorithm is needed to speed up the

hashing process.



1.3 Project Objective

This project aims to design and develop hardware acceleration of the SHA-3

algorithm. To achieve the aim, the objectives of this project are:

1. To perform software profiling to investigate the time-consuming SHA-3
algorithm.

2. To propose hardware accelerator architecture for improved SHA-3 performance.

3. To evaluate the performance-area trade-off of the proposed SHA-3 hardware

accelerator against the conventional SHA-3 implementation.

14 Project Scope

The scope of this project is focusing on the architecture design of the hardware
accelerator. The hardware accelerator is implemented using Vivado High-Level
Synthesis (HLS) for the FPGA platform. The proposed work will focus on developing
the hardware accelerator for the most intensive computational function of the SHA-3
algorithm, Keccak-f function. Besides that, the performance of the proposed SHA-3
accelerator is simulated and evaluated in terms of the maximum frequency, latency,

throughput and resource needed to process the SHA-3 algorithm.

1.5 Chapter Organization

The report for project is organized with 5 chapters. Chapter 1 provide
the introduction of the project including research background, problem statement,
objective, and scope. Chapter 2 reviews the SHA-3 operation and the related literature
review on the state-of-the-art for hardware acceleration of the hash algorithm. Chapter
3 describes the methodology for the overview of proposed approaches and hardware
accelerator architecture. Chapter 4 elaborates on the execution work, experiment

setup, results for software profiling, hardware implementation, C/RTL cosimulation



and also the comparison with the existing work. Lastly, Chapter 5 concludes the project

accomplishment and discuss on the future works.
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