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ABSTRACT 

This research first identifies the factors that influence information security 

culture in private sector, specifically in one oil and gas company, followed by 

proposing a Factors Influence Information Security Culture Model. This research 

implemented quantitative methodology whereby an online questionnaire was 

distributed all employees in this company. All level respondent is included, from 

managerial level to non-executive staff. From the literature review it has been found 

that nine factors influence information security culture, however only five factors 

selected and tested in this research. Five factors are; top management support, 

security policy enforcement, security behaviour, security training and security 

awareness. These factors are tested on result of the survey of 70 respondents, five 

factors that influence information security culture is determined.
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ABSTRAK 

Kajian ini bermula dengan mengenal pasti faktor- faktor yang mempengaruhi 

budaya keselamatan maklumat di sektor swasta, secara spesifiknya di sebuah syarikat 

minyak dan gas, diikuti dengan cadangan Model Faktor-Faktor Yang Mempengaruhi 

Budaya Keselamatan Maklumat. Kajian ini melaksanakan kaedah kuantitatif dimana 

soalselidik diedarkan melalui atas talian kepada semua pekerja di syarikat ini. Semua 

peringkat responden termasuk, iaitu dari pihak pengurusan hinggalah kepada pekerja 

bukan eksekutif. Daripada rumusan penyelidik, didapati sembilan faktor yang 

mempengaruhi budaya keselamatan maklumat, namun hanya lima fakor sahaja yang 

dipilih dan dikaji dalam kajian ini. Lima faktor tersebut adalah sokongan pengurusan 

atasan, penguatkuasaan polisi keselamatan, kelakuan keselamatan, latihan 

keselamatan dan kesedaran keselamatan. Faktor-faktor ini dikaji keatas responden-

responden di sebuah syarikat swasta iaitu daripada industri minyak dan gas untuk 

melihat adakah ia mempengaruhi budaya di syarikat tersebut. 
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INTRODUCTION 

1.0 Overview 

Information is a very important asset for an organization. It is one of the 

caused or factor to the rise and fall of an organization. Therefore, the protection of 

the information and information asset from any forms of threats such as theft, 

breakage, leakage, unauthorized modification and disaster is crucial. The threat to the 

information and information asset security is not only caused by an external factor 

alone, on the other hand, the internal factors also influence and contribute to crime in 

the world of information technology or cyber. Hence the information security is very 

important to be cultivated and applied in an organization to make it a natural aspect 

of the daily activities of all employees or an individual in an organization. The 

culture will indirectly increase the knowledge of an individual’s in regards to the 

cybercrime and the protection. Early prevention will avoid and close the opportunity 

of the crime from occurring which ultimately resulted in a loss to organizations and 

individuals. 
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1.1 Background of the problem  

Modern organizations rely on information systems (IS) for their survival; this 

is because such systems often hold valuable organizational data resources (P. Ifinedo, 

2012).Information system is much more than computer hardware; it is the entire set 

of software, hardware, data,  people, procedures and networks necessary to use 

information as a resource in the organization.These are six critical components and 

each of the components has its own strengh and weaknesses.Often overlooked in 

computer security consideration,people have always been a threat to information 

security. People can be the weakest link in an organization’s information security 

program. (Whitman and Mattord, 2005). It has been reported that one of the reasons 

why IS security incidents and abuses continue to plague organisations is that 

organisational employees are the weakest link in ensuring IS security; they constitute 

an insider threat to their organisations. (P. Ifinedo, 2014.) 

 

 

According to the research of Italian psychologies only a quarter of corporate 

employees may be reputed as reliable, the same number of employees waits for a 

chance to disclosure information, and (50%) of employees will act depending on the 

situation. The Global State of Information Survey 2014 found out that the basic 

reasons of incidents in this filed are employees (31%) and former employees (27%). 

Financial losses due to the leakage of confidential information were 25 billion dollars 

in 2013, and this figures tend to grow. Confidential information theft leads to more 

significant effect. The best-known examples are the following: WikiLeaks published 

hundreds of thousands documents of participating the USA in war actions in 

Afghanistan, Iraq; the information containing PIN codes for 7 thousand Alfa-bank 

credit was stolen; E. Snowden revealed data of the US National Security Agency and 

so on. (Epifantsev, et al, 2016) 

 

 

The public may imagine these cases to be the work of brilliant super-hackers 

coding through the night, the truth is more pedestrian: Each exploited human factors. 

The HBGary take down hinged on the victims’ deplorable computer hygiene and the 
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astonishing credulity of one executive, while WikiLeaks was the work of a 

disgruntled U.S. Army Private with an extraordinary degree of access. Even the 

largest and most sophisticated breach yet known the widespread penetration of U.S. 

and foreign agencies and defense contractors in a six-year effort believed to be 

backed by a foreign government reportedly relied heavily on social engineering and 

other human exploits. These cases offer vivid proof that corporations and 

governments today face great risk from members of their own organization. 

(Glassmeyer, 2011). 

 

 

Employees, whether intentionally or through negligence, often due to a lack 

of knowledge, are the greatest threat to information security. Without an adequate 

level of user cooperation and knowledge, many security techniques are liable to be 

misused or misinterpreted by users. This may result in even an adequate security 

measure becoming inadequate.(Niekerk and Solms, 2010).As stated by P.Ifinedo 

(2012), organizations often utilize a variety of tools and measures such as installing 

firewalls, updating anti-virus software, backing up their systems, maintaining and 

restricting access controls, using encryption keys, using surge protectors, and using 

comprehensive monitoring systems however, the aforementioned tools and measures 

offer a technological or technical solution to the problem, and are rarely sufficient in 

providing total protection of IS. 

 

 

An organization’s information security strategy should thus comprehensively 

address ‘human factor’ (Niekerk and Solms, 2010). One way of addressing the 

human aspect is to embed an information security culture where the interaction of 

employees with information assets contributes to the protection of these assets. 

Organization need to ensure that their employees are aware of information security 

and privacy policy requirements which encapsulate regulatory requirements. 

Employees needs to understand the risk to the information they process, implement 

the required control to protect it and take accountability for their action (Veigaa and 

Martin, 2015). Many recent studies have shown that the establishment of an 

information security culture in the organization is necessary for effective information 

security. Through the establishment of such a culture, the employees can become a 
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security asset, instead of being a risk (Niekerk, and Solms, 2010). Culture, when it 

comes to security, includes the beliefs, values or behaviour with regard to security, or 

the behaviour in protecting the information assets of an organization. The behaviour 

of employees is influenced by their values and beliefs with regard to information 

security on the one hand and by the organization’s policies on the other hand. As 

such the behaviour of employees and the number of incidents that occur in the 

organization will portray the information security culture of the organization. 

(Shahibi, et al.2014). The study of information security culture and the factors 

influence the culture is therefore conducted in order to assist an organization to build 

the culture. 

 

 

 

 

1.2 Statement of the Problem 

Most of the organization today are fully dependent on information technology 

and system for their survival. Information system has become critical success factor 

to them. However, the increase of attacks and threats to information has made a 

protection to information and information asset as a great challenge. The rapid 

changes and progress in the information technology make it more difficult for the 

organization to maintain their protection towards the information and its critical 

asset. Base on the study conducted, it was found that the biggest threat to information 

confidentiality, availability and integrity are the organizational own employees. 

Along with technology and process, human is the biggest factor and weakness to 

information security. To overcome this issue, researcher, has suggested, the most 

effective way of organization to protect the information, information asset and ensure 

the compliance is for the executive management to promote security culture in the 

organization to be daily activities and a part of administration practice. This is due to 

human behaviour, lack of awareness, knowledge, belief and attention given to 

information security. To achieve this, it is necessary to integrate and adopt security 

into an organizational culture. 
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1.3 Research Questions  

 

A study will be conducted to answer the main concern, question and to 

identify the Factors That Influence Information Security Culture in private sectors in 

Malaysia specifically in oil and gas company. 

The main question for this studies are; 

i) What are the factors that influence information security cultures in oil and gas 

company? 

ii) How to design a conceptual model of factors influence Information security 

culture for this organization? 

iii) How to evaluate the proposed model? 

 

 

 

 

1.4 Research Objectives 

 

 

The primary objective of this study is to identify factors that influence 

information security culture in private sectors in Malaysia specifically in oil and gas 

company, and below are additional objectives that will support the main purpose of 

this study. 

i) To identify the factors that influence information security culture in in oil 

and gas company  

ii) To identify a model for studies on factors influence information security 

culture 

iii) To evaluate the proposed factors, influence information security model in 

this oil and gas company 
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1.5 Scope of the study 

 

 

Target and scope of this study is one oil and gas company in Malaysia, 

focuses both on management and employees, because each responsible for the 

creation, dissemination and protection of the information and organization asset. The 

involvement of all level of employees contributed to the study as the employee are 

the primary creator and user of the information. Employees are from management 

level to non-executive level. Each of employee is assigned one computer for their 

works, hence the survey is distributed by online.  

 

 

 

 

1.6 Significance of the Study 

 

 

It is necessary to identify the factors influence information security culture 

because these factors contribute to form the culture in an organization. The factor 

that derived from this study can be compared to the existing factor in different area. 

The outcome of the study could be used to addressed and promote information 

security culture in the organization. 

 

 

 

 

1.7 Summary 

 

 

This chapter provide a brief discussion on the information security threat in 

an organization. It is concluded that human is a biggest threat, both internal and 

external of the organization. Based on studies, it is suggested that organization 

adopted security as part of its culture. For that reason, this studies is conducted to 
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identify the factor that influence information security culture in an organization. The 

problem, objective and the significant of this studies has been presented in this 

chapter. 
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