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ABSTRACT 

The internet is evolving and the next phase of the internet is known as the 

Internet of Things (IoT). IoT services provide new security and privacy challenges in 

our everyday life. The goal of the IOT is to allow things to be connected anytime, 

anyplace, with anything and anyone idyllically using any path/network and any 

service. In relation to the IoT, there are many security factors that possibly impact 

the effectiveness of the IoT implementation in the government. The purpose of this 

study is to identify the security factors that influencing user’s acceptance of IoT from 

a security perspective to overcome the security challenges and issues and to ensure 

the secured IoT implementation in Malaysian government agency. Thus, a 

conceptual model of secure acceptance of IoT implementation is proposed. Both 

human and security factors are considered in the formulation of this proposed model. 

To understand more about the critical issues related to this study, the model of 

technology acceptance models such as Technology Acceptance Model (TAM) has 

been discussed. In this study, a TAM model was chosen with the extension of factors 

that will influence user acceptance of IoT technology. A quantitative method has 

been used as the research methodology through survey questionnaires which have 

been distributed via online. Data collected from 90 respondents among employees in 

Malaysian Government Agency. The analysis was using SmartPLS version 3.0 

software. From the analysis findings, there were four (4) out of seven (7) hypothesis 

is significant towards the acceptance of IoT which is expected usefulness, privacy 

concern, perceived privacy risk, and perceived security protection. Research model 

predict 65.2% of the variance for behavioral intention on acceptance of IoT 

implementation. This study will be useful in providing understanding regarding the 

factors that influencing user acceptance of IoT implementation from a security 

perspective in Malaysian Government Agency. 
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ABSTRAK 

Internet adalah berkembang dengan pesat dan fasa seterusnya dalam Internet 

dikenali sebagai “Internet of Things” (IOT). Perkhidmatan IOT dalam kehidupan 

seharian kita secara tidak langsung mengakibatkan kita terdedah kepada ancaman 

keselamatan dan privasi maklumat. Matlamat IOT adalah untuk membolehkan 

beberapa peralatan yang disambungkan pada bila-bila masa, di mana sahaja, dengan 

apa-apa dan sesiapa sahaja menggunakan mana-mana sistem rangkaian dan apa-apa 

jua jenis perkhidmatan. Terdapat banyak faktor keselamatan yang mungkin memberi 

kesan kepada keberkesanan pelaksanaan IOT di agensi kerajaan Malaysia khususnya. 

Tujuan kajian ini adalah untuk mengenal pasti faktor-faktor yang mempengaruhi 

penerimaan pengguna IOT dari perspektif keselamatan untuk mengatasi ancaman-

ancaman dan isu-isu keselamatan dan memastikan pelaksanaan IOT di agensi 

Kerajaan Malaysia berjalan dengan lancar. Hasilnya, satu model konseptual 

penerimaan pelaksanaan IOT telah dicadangkan. Kedua-dua faktor sikap pengguna 

dan keselamatan maklumat diambil kira dalam penggubalan model konseptual ini. 

Untuk memahami dengan lebih lanjut mengenai isu-isu kritikal yang berkaitan 

dengan kajian ini, model penerimaan teknologi seperti Technology Acceptance 

Model (TAM) akan dibincangkan. Kaedah kuantitatif telah digunakan sebagai kaedah 

penyelidikan melalui kajian soal selidik yang telah diagihkan secara atas talian. Data 

dapat dikumpulkan melibatkan 90 responden di kalangan pekerja di Agensi Kerajaan 

Malaysia. Analisis data menggunakan perisian SmartPLS versi 3.0. Dari hasil 

analisis, empat (4) daripada tujuh (7) hipotesis adalah faktor penting ke arah 

penerimaan IOT yang kebolehgunaan, kebimbangan privasi, risiko privasi, dan 

perlindungan keselamatan. Model penyelidikan meramalkan 65.2% daripada varians 

bagi niat tingkah laku ke atas penerimaan pelaksanaan IOT. Kajian ini akan berguna 

dalam menyediakan pemahaman mengenai faktor-faktor yang mempengaruhi 

penerimaan pengguna terhadap pelaksanaan IOT dari perspektif keselamatan di 

Agensi Kerajaan Malaysia. 
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CHAPTER 1 

INTRODUCTION 

1.1 Overview 

 

Nowadays, the internet has had a substantial impact in our daily lives where 

space to new ideas, information, and we can communicate to the whole world. 

Generally, the internet is evolving and the next phase of the internet is known as the 

Internet of Things (IoT). The IoT, or Machine-to-Machine (M2M), is one of the main 

drivers for the evolution of the Internet in the direction of the Future Internet (Jara, 

Ladid, & Skarmeta, 2013). 

 

The IoT refers to a collective of Internet-connected consumer devices, 

manufacturing systems, business tools, customer service appliances, medical 

equipment, agricultural sensors, and other things. The goal of the IOT is to allow 

things to be connected anytime, anyplace, with anything and anyone idyllically using 

any path/network and any service. The applications of IoT can be segmented into 

two (2) perspectives, which is enterprise and end users. 

 

Today, there is a total of 1.9 billion IoT devices deployed in various end user 

and enterprise applications. This will grow by 2020 to as many as 23.3 billion. Of the 

total market, about 40 percent of all devices deployed will be enterprise devices, with 

the rest being in home and government (MIMOS, 2015).  

 

In Malaysia, as mentioned in the National Internet of Things (IoT) Strategic 

Road Map produced by the Ministry of Science, Technology, and Innovation 
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(MOSTI) and MIMOS, aims to drive Malaysia into becoming a premier regional IoT 

hub by 2020. The technology opportunities that can be created by IoT in Malaysia 

are targeted in three main areas which are Economic, Social, and Governance 

(MIMOS, 2015).  

 

This paradigm shift creates benefits for individuals, society, and the economy 

as well as raises significant challenges and security issues that needs to be addressed 

and considered for realizing its potential benefits (Rose Jaren, Eldridge Scott, 2015). 

1.2 Problem Background 

 

It is essential to identify the factors that influence the user acceptance of IoT. 

H. Evans (2015) discussed that one of the barriers to IoT successful implementation in 

most organizations is the perceived ease of use (Evans, 2015). Gao & Bai (2014) has 

also investigated the perceived ease of use and perceived usefulness that affect the IoT 

acceptance in China (Gao & Bai, 2014). Perceived ease of use and perceived 

usefulness are the significant factors that determine the user behavior intention to use 

the technology whereby one belief, by using IoT, will increase his/her performance 

(Davis, 1989). 

  

Information security is vital with the data volume that being sent within the 

IoT. In relation to the IoT, there are several issues are examined to explore the 

challenges of the IoT technology include security; privacy; interoperability and 

standards; legal, regulatory, and rights; and emerging economies and development 

(Rose Jaren, Eldridge Scott, 2015). There are many security factors that possibly 

impact the effectiveness of the IoT implementation in the government.  

 

Research that has been done by Suo et al. (2012),  discussed that there is no 

technology standard about the IoT security law and regulations (Suo et al., 2012). 

Therefore, the legislative point of view in terms of policies and regulations of the IoT 

are urgently needed to ensure the secure implementation. From the perspective of the 

user, due to lack of regulations and security concern, IoT device security may expose 
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to the security threats by enabling unauthorized access, misuse of customer personal 

information, facilitating attacks on the other integrated systems which may cause 

individual physical harms (Dhar, 2015). Since the IoT nature which wireless and 

ubiquitous environment, IoT will be vulnerable to abundant malicious attacks 

(Gershenfeld, Krikorian, & Cohen, 2004). Hence, it is essential to implement the 

security features in IoT devices protocols to prevent the information leakage and 

vulnerability threats (Abomhara, 2014). 

 

The privacy issue is one of the main challenges for IoT user acceptance. As 

for the privacy expectations, in order to respect an individual’s privacy and the 

impartial use of their data, the data collection must be handling ethically in a secure 

and reliable way (Weber, 2015). In other circumstances, sometimes individual’s data 

is potentially shared to the third parties without the user being aware of the data 

collections (Rose Jaren, Eldridge Scott, 2015). For example, it is becoming prevalent 

in user devices like smart television and video game devices. From the recent survey 

by Caron et al. (2015), data must be confidentiality, integrity, and availability (CIA). 

Hence, as mentioned in the recent research that has been done in Australia (2016) to 

protect the data transfer between sensors, and from service providers to end user, the 

encryption techniques should be used (Caron, Bosua, Maynard, & Ahmad, 2015). 

 

In addition, one of the considerations in implementing IoT securely is 

ensuring trust in the Internet which can impact the ability of the individuals in 

eloquent ways (Rose Jaren, Eldridge Scott, 2015). Grau (2013) mentioned is his 

research that trust and governance are crucial and is an essential factor to consider 

when implementing IoT (Grau, 2013). In the area of new technologies like IoT, 

which can only develop the full potential, when the users trust and adopt these 

technologies. The security in IoT should be associated with a user’s ability to trust 

their environment (Rose Jaren, Eldridge Scott, 2015). Lack of trust will make user 

hesitate to accept the IoT implementation. Hence, the interconnecting and interacted 

IoT components, which communicated to the public, must be in the trusted network 

to ensure a secure environment. In IoT, governance will help to strengthen the trust. 

Then, a security policies framework will support the interoperability and ensure the 

continuity of security (Grau, 2013). 
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As stated in the National IoT Strategic Roadmap by MOSTI and MIMOS 

Malaysia (2015), there is 65.8 percent of Malaysians are Internet users with 59 

percent being an active user and the social media penetration in Malaysia is at 45 

percent (MIMOS, 2015). With the increased numbers of the active users, security is 

an essential element which contributes to the technology acceptance. MAMPU 

(2015) has produced The Malaysian Public Sector ICT Strategic Plan (2016-2020) 

which stated the strategic directions of ICT implementation in Malaysian Public 

Sector for the next five (5) years (MAMPU, 2015). One of the actions plans is on the 

IoT implementation which planned to be rolled-out to all Malaysian Government 

Agencies by 2020 (MAMPU, 2015). With IoT implementation that has been planned 

by MAMPU, there will be multiple IoT devices that interconnected everywhere with 

various locations. It is not easy to implement IoT and it is critical for the agencies to 

ensure the security of IoT. If security measures are not considered in the IoT 

implementation, it can be misused for the malware attacks or vulnerability threats 

(Dr. Amirudin Wahab, 2016). Therefore, there is a need to study the various security 

factors that affect user’s acceptance of IoT from a security perspective to overcome 

the security challenges and issues and to ensure the secured IoT implementation in 

Malaysian Government Agency. 

1.3 Problem Statement 

 

Since the IoT is the new era of computing, whereby all smart devices are 

communicating through the internet, the acceptance of IoT should be the major 

concern, especially in Malaysian Government Agencies because of the data security 

and privacy. The IoT implementation is vulnerable to the security risks and threats 

which may lead to information leakage as the data can be easily accessed by anyone 

and anywhere. The previous researchers mostly focused on the factors influencing 

acceptance on the IoT in user intentional behavior. The lack of IoT technology 

knowledge and security approaches of IoT due to users are unaware of the security 

issues, especially on the data confidentiality and trust. Hence, it remains uncertain of 

the security factors that may affect the acceptance of the IoT implementation 

securely. Thus, security measures are required for the acceptance of IoT 
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implementation. The proposal of an evaluated model is used to study the feasibility 

of acceptance of the IoT from a security perspective. 

1.4 Research Question 

 

Considering the issues and problem statement mentioned, several Research 

Questions (RQ) of this study can be extracted and is formulated as follows: 

 

RQ 1: What are the factors influencing the acceptance of IoT in the Malaysian 

Government Agency from a security perspective? 

 

RQ 2: How to develop the acceptance model for securing IoT implementation in the 

Malaysian Government Agency? 

 

RQ 3: Which factors are the most significant that determine the feasibility on 

acceptance of IoT implementation from a security perspective in Malaysian 

Government Agency? 

1.5 Research Objectives 

 

The primary objectives of this study are to examine the impact of IoT 

acceptance from a security perspective. In more detail, the objectives are as follows: 

 

RO 1: To identify the factors influencing the acceptance of IoT in Malaysian 

Government Agency from a security perspective.  

 

RO 2: To develop an acceptance model of IoT implementation from a security 

perspective in Malaysian Government Agency. 
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RO 3: To evaluate the proposed model and determine the feasibility of acceptance 

of IoT implementation from a security perspective in Malaysian Government 

Agency. 

1.6 Scope of the Study 

 

This research is focused on user acceptance factors of implementing IoT from 

a security perspective in Malaysian Government Agency. The data collection 

methodology will be quantitative methodology, which the questionnaire related to 

each theory in the model. The target audience for questionnaire in this research is an 

employee of the three (3) government agencies involved with IoT implementation 

such as MOSTI, MIMOS, and MAMPU. The survey questions will be prepared and 

will be sent using an online survey website. Data collected will be analyzed using 

SPSS software version 22.0, Microsoft Excel and/or other related statistical software. 

1.7 Significance of the Study 

 

This section will be classified into the significance of study based on both 

theoretical and practical contributions. 

1.7.1 Theoretical Significance 

 

In this research, theory acceptance model in technology acceptance from 

various researchers will be examined and analyzed. These models and approach will 

be reviewed and appropriate factors will be considered to propose the acceptance 

model to identify factors from a security perspective in IoT implementation. 
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1.7.2 Practical Significance 

 

As the IoT is the new revolution of the Internet and has been widely used, 

this research will identify the important security factors on IoT user acceptance. This 

study develops an IoT Acceptance Model. 

 

The results and recommended model will be valuable to IT managers and 

stakeholders of the Malaysia government agencies in feasibility analysis for the 

implementation of IoT and suitable security controls can be comprised of 

government agencies in Malaysia. 

1.8 Summary 

 

This chapter presents a brief explanation of the overall research on the 

feasibility study on acceptance of IoT implementation from a security perspective. 

This chapter contains seven sections which start with the Overview, Problem 

Background, Problem Statement, Research Questions, Research Objectives, Scope of 

the Study, and Significance of the Study. In this chapter, the factors influencing the 

acceptance of IoT is identified and a conceptual model will be proposed in this 

research to study the feasibility of acceptance of the IoT from a security perspective. 

 

In the next chapter, the various previous research articles will be analyzed in-

depth to give a strong understanding of the study and to develop the research 

hypothesis. 
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