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A b s t r a c t  

Modern civilizations are greatly relying on the electrical energy for the normal living. Energy 

consumption is steadily increasing for the emerging markets due to increased market 

participants  economic wealth. However, large parts of the produced and distributed electricity 

are not paid and therefore do not add to the profit margin of the Power Distribution Companies 

(PDCs). Theft of electricity and fraud in energy consumption billing are few of the major issues 

faced by the power utilities (1–3).As a result of these fraudulent activities, a huge revenue of 

power utilities is lost each year (4). Power utilities in the underdeveloped companies still 

continue to use inefficient and time-consuming methods for electricity theft detection. (5). The 

current research work tries to address the electricity theft detection problem faced by power 

distribution companies by classifying the fraudster customers in a power delivery system. The 

main inspiration for this current research is to support the power utilities in the battle against 

these fraudulent activities. Firstly, the proposed method uses the monthly energy customer 

usage data acquired from the power distribution company of Pakistan to classify the fraudsters 

and genuine customers. The Bagged Chi - square Automatic Interaction Detection (CHAID) 

based decision tree algorithm is then utilized to segregate the fraudster and genuine 

consumers.Furthermore, based on the standard performance measuring metrics, the superiority 

of the Bagged CHAID-based NTL detection method is validated by comparing its efficacy with 

that of the well-known  machine learning algorithms such as Logistic Regression (LR), Support 

Vector Machine (SVM), Artificial Neural Network (ANN), Discriminant Analysis and 

Bayesian Network (BN). 

 

R e s e a r c h  H i g h l i g h t s  

Trying to explore state-of-the-art machine learning algorithms for electricity theft detection. 

Exploring the bagging algorithm has been used to enhances the classification ability of the 

proposed CHAID decision tree fraud detection model, as verified by the finding of current 

research.  

The simulation results reveal that the proposed Bagged CHAID Decision Tree outranks all well 

known AI-based algorithms in terms of classification accuracy, precision specificity, 

sensitivity, AUC and F1 score. 

___________________________________________________________________________  

 

G r a p h i c a l  A b s t r a c t  

The figure shows the DT formed by the CHAID algorithm for the classification of honest and 

fraudster customers based on the difference between energy consumption. 
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Fig. 1. CHAID Decision Tree algorithm for classification of honest and fraudster customers. 

___________________________________________________________________________  

 

R e s ear ch  Ob j e c t i v es  

This study proposes an Artificial-Intelligence based method called Bagged CHAID Decision 

tree algorithm for energy theft detection. The proposed scheme will generate a list of fraudulent 

customers which will help to effectively classify the fraudulent consumers. The Bagged 

CHAID Decision tree algorithm based classification approach makes use of MEPCO Multan, 

Pakistan's energy consumption data to classify the fraudster and honest customer. At the final 
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stage of the proposed method, shortlisted potential fraudsters customers must be inspected on-

site to catch the perpetrators effectively 

 

M e th o d o l o g y  

The CHAID belongs to the group of the classification decision tree. CHAID Decision Tree 

(DT) can produce precise rules and has greater memory performance. Ensemble learning 

methods, on the other hand, train many machine learning algorithms to reach a final judgment 

(6). Ensemble Learning Systems (ELS) are inspired by human experience, which means that 

discovering and integrating multiple expert opinions can successfully solve any problem. The 

conclusion is taken based on those differing opinions. ELSs provides better performance by 

just using a single classifier. There are various ensemble algorithms with the bagging and 

boosting being the most common (7).  

 

R e su l ts   

The confusion matrix is usually used to assess the efficiency of machine learning algorithms 

that provide “True” output for all correctly classified data and "False" for all incorrectly 

classified datasets. It is evident that the bagging algorithm significantly improves the 

classification efficiency of the CHAID decision tree algorithm. The bagged CHAID algorithm's 

accuracy is 86.35 compared to a simple CHAID decision tree algorithm, which is about 84.142. 

The Neural Network model achieves 82.73 accuracy, which is significantly higher than Linear 

Regression, Support Vector Machine, Bayesian Network and Discriminant Analysis. The 

Receiver Operating Characteristic ( ROC) curve is another significant performance assessor 

for a classifier. The Bagged CHAID Decision Tree achieves the highest AUC of 0.927 among 

all the studied methods.. 

 

F i n d i n g s  

This research offered a novel model for identifying NTL in Power utilies utilizing the Bagged 

CHAID DT algorithm, which is one of the most powerful classification algorithms. The 

efficacy of the proposed Bagged CHAID algorithm is compared with few well-known machine 

learning algorithms. The outcomes of this study show that the Bagged CHAID algorithm 

performs significantly better than the above-mentioned machine learning algorithms and 

attains an accuracy of 86.35 per cent and an AUC of 0.927, validating its efficiency supremacy. 
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