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ABSTRACT 

 

Recently, smartphones have emerged into a widely used as an input device for 

Graphical Password Technique due to the supporting of a touchscreen. Most of the 

smartphones used for managing a business especially in online trading or storing such 

an important or sensitive data. However, most of the existing methods of Graphical 

Password Authentication are suffering from a variety of usability and security issues 

such as they are more vulnerable to shoulder surfing attack due to the visual interface, 

difficult to use, and difficult to remember. In this research, a comprehensive study was 

conducted to determine the issues of usability and security on the existing schemes. A 

new recognition base graphical password method has been proposed to improve the 

issues of usability and security by asking the user to select his/her pictures from the 

mobile's gallery or via camera. The evaluation process was conducted by questionnaire 

survey and the help of 35 participants from UTM, UM, UPM, and LIMKOWKING 

university. The finding shows that the participants were completely satisfied with the 

usability and security which means that the proposed scheme of Graphical Password is 

acceptable from usability and security points. 
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ABSTRAK 

 

Baru-baru ini, telefon pintar telah muncul secara meluas sebagai peranti input 

untuk Password Teknik Grafik dengan menggunakan skrin sentuh. Kebanyakan telefon 

pintar digunakan untuk menguruskan perniagaan terutama dalam dagangan menerusi 

talian atau menyimpan apa-apa data penting atau sensitif. Walau bagaimanapun, 

sebahagian besar daripada kaedah yang sedia ada Password Pengesahan Grafik 

mengalami pelbagai isu dari segi kebolehgunaan dan keselamatan seperti isu shoulder 

surfing, sukar untuk digunakan, dan sukar untuk diingati. Dalam projek ini, kajian yang 

komprehensif telah dijalankan untuk menentukan isu-isu kebolehgunaan dan 

keselamatan di skim yang sedia ada. Asas pengiktirafan baru kaedah kata laluan grafik 

telah dicadangkan untuk meningkatkan isu-isu kebolehgunaan dan keselamatan 

dengan meminta pengguna untuk memilih gambar-gambar mereka dari galeri mudah 

alih atau melalui kamera. Proses penilaian telah dijalankan melalui kajian soal selidik 

daripada 35 pelajar dari UTM, UM, UPM, dan LIMKOWKING. Dapatan kajian 

menunjukkan bahawa para peserta berpuas hati dengan kebolehgunaan dan 

keselamatan yang bermaksud bahawa cadangan skim Grafik Kata aluan boleh diterima 

dari segi kebolehgunaan dan keselamatan. 
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CHAPTER 1 

 INTRODUCTION 

1.1 Introduction 

Modern smartphones have emerged at the present time, to coincide with the 

developments that have taken place in the world, these devices are operated by 

sophisticated systems such as Android system ISO and other regulations, and there are 

a lot of companies that produced many smart as Samsung and Apple phones and other 

companies, and can do many things with smartphones, they are not limited to the 

reception and transmission, as in the old mobile phones, but can through these 

smartphones to do various operations browsing on the Internet, online banking, and 

social networks. This is very useful for users, but it becomes the main concern when 

the users have their phones lost or stolen. This poses a problematic to smartphones' 

users thus users want to protect access to their device (Meng et al., 2017). 

Currently, most of the mobile operating systems are supplied by a display 

locked which regularly manages authentication process. If the systems are in a locked 

mode, none of the operations can be performed. In such devices, the most common 

authentication systems are personal authentication numbers (PINs) and Android 

unlock pattern. However, most of the existing authentication methods are still 

suffering from many drawbacks such as usability and Shoulder Surfing Attack 

especially if a mobile device is unlocked using the existing authentication methods in 

a public place(Schechter and Bonneau, 2015). 
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In the world today, authentication technology is the main principle of 

smartphones components to guarantee data security. Authentication is the process of 

verifying the identity of the user to gain access to protected resources. Authentication 

methods can be broken down into three main kinds. The first kind is called Token 

based authentication (i.e. something that the user has such as bank cards or smart 

cards). The second kind is called Biometric based authentication (i.e. something that 

the user him/herself such as a fingerprint or other biometric methods). The third kind 

is called Knowledge-based authentication (i.e. something the user knows such as a 

password). Although the main purpose of authentication methods is to confirm one’s 

identity but each method has its own defects and advantages over the other. In addition, 

many security experts have put the foundation in how to avoid your system from being 

attacked from all kinds of threats and how to protect your system Alsaiari et al. (2015).  

In the recent years, smartphones and network security have been defined as a 

technical problem, particularly when dealing with user authentication due to their great 

importance in the present time (Lashkari et al., 2010). Nowadays, authentication plays 

an important role in maintaining data and information security because of the 

continuing advancement of technology and internet revolution, whether it is an online 

system or a mobile application. In addition, one of the authentication technique is 

called "text-based password" which consists of a combination of letters and digits 

which are the most popular and familiar technique to essentially all users (Togookhuu 

and Zhang, 2017). Although the widespread of this technique but its limitations are 

well-known such as dictionary attack, brute force attack, etc. (Murugavalli et al., 

2016). For example, when users want to create a strong password, the text-based 

passwords must be formed and created randomly using a combination of alphabet, and 

special characters which are difficult to remember. Unlike weak text-based passwords 

which are short and easy to remember but they are easy to guess by an adversary 

(Kumar, Arohi and Khan, 2013). 

Over the past years of the nineties of the last century, a new authentication 

scheme called "Graphical Password Authentication" has been proposed to be as an 

alternative to traditional text-based password authentication to address the 

shortcomings of the traditional method. Graphical passwords are knowledge-based 
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authentication that has been, and remains to be, the technique by which can be 

described as memorable and more secure because they are difficult elements to guess. 

The main purpose of the graphical password is to use pictures as a password instead 

of the texts. There are different shapes, icons, and digital photos. According to the 

psychological studies demonstrated that the ability of the human brains to remember 

lots of pictures are easier than the text (Schechter and Bonneau, 2015). The mechanism 

of the Graphical Password is composed of a sequence of one or multiple images with 

the user intervention by clicking, dragging, moving a mouse or touching over the 

images.  

Today, Graphical Passwords have become the area of researchers’ interest due 

to the need of it in order to improve the quality of usability and security of password 

authentication for smartphones. Presently, Graphical Password Authentication (GPA) 

is not efficient enough where the existing authentication systems of graphical 

password contain some drawbacks such they are vulnerable to a variety of attacks and 

they take a long time to registration phase and login process. One of the vulnerabilities 

is shoulder-surfing attack where the attacker can easily observe the password during 

logging process that impacts negatively on the reliability of performance. Currently, 

graphical passwords have been adopted by an extensive range of many applications 

such as operating systems, mobile phones, websites, emails, and others.  

1.2 Background of the Problem 

Due to the increasing of threats on smartphones security, there is an important 

need of high-level security to secure smartphones components whether they are 

hardware or software. Recently, many research and study have been undertaken in the 

field of security in the hope to provide a high level of protection to secure or protect 

smartphones from any kind of intrusions. However, security was broken down by 

attackers by which may pose the main problem to security experts and this problem 

has been defined as a technological trouble. Therefore, security experts must work 

together with protection technologies to overcome this kind of threats. In the present 
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time, there are a greater than ever admission that defense problems are also 

fundamentally human-computer dealings issues (Assal, Imran and Chiasson, 2016). 

Authentication can be said as a foundation to ensure data security for every 

system providing a secure access (Zizzi, 2015). The reliable system must provide a 

sufficient security in different aspects of its meant environment. Otherwise, it will not 

achieve its primary goal (Biddle, Chiasson and P.C. Van Oorschot, 2012). Currently, 

most of the modern systems depend on authentication to verify the user identity in 

order to gain access to a secure data. Therefore, numerous techniques have been 

proposed to provide a secure data access such as Text-based authentication, Biometric 

models authentication, and Smart cards. Some of these techniques have advantages 

and disadvantages over another. For instance, there is a PIN used with smart cards 

which can be damaged or lost over the time because they are made from plastic but 

this type of technique is not used in smartphones. In Biometrics schemes, there is a 

problem of cost where the majority of smartphones do not support Biometrics 

schemes. However, text-based authentications are still the most widely dominant, but 

they are still suffering from some drawbacks such as brute for attacks and Dictionary 

attacks. For example, users tend to select a password that can be easily guessed. In 

contrast, complicated passwords are difficult to remember thus users tend to write 

them down in a piece of paper (Purushothaman G R & Ashwini 2016). 

Usually, forgetting passwords are the main issue to users. This problem largely 

emerges from limitations of the human memory’s ability to remember things on the 

long run. For instance, once the password has been selected and memorized, the users 

should be able to recall in order to access their personal data. But, most of the people 

continuously forget their own passwords. In fact, there are many items existed in 

human's memory. Studies have shown the reason people forget their passwords is due 

to the interference of the items previously stored in the memory with the passwords. 

Thus, posing difficulty to recall them accurately (Sadeh et al. 2016). According to 

report has revealed that the average user has to remember more than 20 passwords in 

many accounts whether online or offline such as smartphones locks, emails, online 

banking, internet shopping, social media, and websites. This huge amount password 

increases the possibilities to forget passwords (Zhang-Kennedy et al. 2016). 
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In the fact, an authentication system is evaluated based on its ease of use and 

its availability. Thus, difficult or complicated passwords are not easy to remember due 

to the weakness of human brain to memorize passwords. However, users tend to pick 

short and easy passwords that are easy for attackers to break because of their fear of 

forgetting them (Bhawani, Lawate and Chaudhary, 2016), if the passwords are too long 

thus most users write them down on pieces of papers or save them into a smartphone 

file which may result from increasing the chances of penetration by attackers. Despite 

the widespread of textual passwords, but it still contains some drawbacks and 

vulnerabilities. Moreover, text-based passwords are vulnerable to many powerful 

software and techniques such as spyware attack, and others social engineering attacks 

(Gao, Jia et al. 2013). 

Furthermore, there are many threats that affect the function of text-based 

passwords through the using of numeric powerful software that help to steal 

passwords. Recently, survey report shows that the normal user has nearly 25 online 

accounts that ask for passwords, and every user must input 7 passwords a day (Zhang-

Kennedy, Chiasson and van Oorschot, 2016). Hence, most of the users tend to use the 

same passwords on several accounts. However, most passwords commonly used for 

authentication are related to their personal life such as personal names, dictionary 

words, birth date, or phone numbers. Thus, they are more vulnerable to several attacks 

such as dictionary attack and brute force attack. Accordingly, in order to overcome 

authentication of alphanumeric passwords problems, many solutions have been 

proposed as an alternative solution to address these issues and one of them is through 

using of graphical password systems.  

According to the above statement by (Zhang-Kennedy, Chiasson and van 

Oorschot, 2016), we can notice that why most of  people are looking for a secure 

authentication password system using images as a replacement of text-based password.  

Graphical  Password Authentication (GPA) schemes on smartphones are a 

replacement of Text-based password but they are still suffering from some 

shortcomings (Chiasson et al., 2012). One of the potential drawbacks of GPA on 

smartphones is that their security vulnerabilities. Thus , they are more vulnerable to 
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shoulder surfing attack than traditional text-based passwords due to the visual interface 

that is supported by the system where attackers can easily observe the password during 

login process especially in public place, unlike text-based passwords which they are 

defended of this type of attack by replacing asterisks of password characters in the 

display during login process (Zakaria et al. 2011). Despite the large number of 

proposed methods against Shoulder- Surfing Attacks but they are difficult to 

implement on smartphones due to the complexity in design which requires a large 

screen size and more steps that must be remembered (Park et al., 2014).  

Additionally, one of the main challenges in graphical password authentication 

(GPA) on a smartphone is usability in terms of user’s satisfaction such as easy to use, 

easy to remember the password, easy to create, and easy to learn. Thus, difficult or 

complicated passwords are not easy to remember due to the weakness of human brain 

to memorize complicated steps. However, users tend to pick short and easy passwords 

that are easy for attackers to break because of their fear of forgetting them(Bhawani, 

Lawate and Chaudhary, 2016). For instance, when users need to use the advantage of 

the graphical password system, the first thing that comes to their mind is how long it 

is going to take to perform login or registration process because of a complex design 

of the system which is known as a time-consuming. Therefore, time- consuming is one 

of the main factors that users face in the graphical password which may affect the 

usability of the system (Lashkari, 2014). 

Operation system security of smartphones depends largely on user’s password 

authentication thus long passwords are better than short in terms of security. Therefore, 

alphanumeric passwords have the ability to use a large password space comparing to 

the Graphical Password Authentication on smartphones due to the restricted size of the 

mobile screen (Zakaria et al., 2011) However, in a conventional password, the 

possibilities of brute force attacks are more than in Graphical Passwords.  In order to 

avoid an easy attack of Graphical Password Authentication (GPA) on smartphones, 

computer security scientists suggest to use a large password space to make it more 

strong against any potential attack (Swapnil Sunil, Prakash and Ramesh Shivaji, 2014). 
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1.3 Problem Statement 

Human behavior is influenced by the rapid advancement in technology that 

keeps on changing. The recent security threats demand to have a secure system, 

especially for those individuals who have interests in the use of mobile phones to run 

their business or keep their privacy. For mobile devices users, the main concerns of 

graphical password authentication are security and usability. In terms of usability, 

creating and logging a password takes a long time comparing to text password because 

of a complex design of the system especially if users have a large password space 

where the main concern security is vulnerable to shoulder surfing attack more than text 

password due to the visual interface of the system supported by the fact the human’s 

brain is better to memorize pictures than texts. Lastly, a strong graphical password is 

evaluated by the password space where the current systems have small password 

space. 

1.4 Aim of the Study 

The purpose of this research is to enhance the usability and security of 

Graphical Password Authentication (GPA)  and to get a better graphical password 

authentication scheme that is applicable for smartphones.  

1.5 Research Questions 

This research would answer several questions regarding to Graphical Password 

Authentication (GPA). 

i. What are the available graphical password schemes? 

ii. How to enhance the usability and security of graphical password for 

smartphone? 

iii. How to evaluate the proposed the graphical password scheme? 
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1.6 Research Objectives 

Based on aforementioned questions, we came up with the following objectives 

to be able to answer research questions: 

i. To review various graphical password schemes and methods. 

ii. To design a usable and secure graphical password scheme on Android 

platform. 

iii. To evaluate the proposed graphical password scheme.  

1.7 Research Scope  

The scope of this research as the following: 

i. The research will only focus on password authentication, specifically on 

Graphical Password Authentication (GPA) on smartphone.  

ii. The implementation of the proposed scheme will be developed on emulator 

such as SDK with target version 24.  

iii. The proposed scheme will be only limited for smartphone specifically in 

Android Platform. 

iv. The design and the development of the graphical password prototype for 

android smartphone will focus on usability and security features to give a 

usable and secure graphical password system by using Java Android 

programming language. 
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1.8 Significant of Research 

The importance of this research is to facilitate the use of the advanced 

technologies that are based on touch devices. This research helps Graphical Password 

Authentication (GPA) to identify factors that influence both security and usability. 

Android smartphones are the widespread devices that contain personal information or 

businesses that are need to be secured at all the time. The proposed scheme will address 

the issue of password space by increasing the password size through the use of image 

portions as well as it will solve the problem of Shoulder-Surfing Attack. For usability, 

the proposed scheme will provide a user with more than one option of selecting image 

during registration phase. The user can whether select a password from the provided 

images or taking a picture via camera or import a picture from the smartphone library. 

Thus, the usability of the proposed scheme will play a role of improving the security 

of the scheme where the user will not be restricted to the given pictures by the system. 

1.9 Thesis Outline 

This thesis consists of seven chapters starting from the introduction, literature 

review, research methodology, design and development, implementation and testing, 

data result and analysis, and conclusion. The content of each chapter can be 

summarized as the following: 

Chapter 1 provides a general information of the research that includes a 

background of the problem, problem statement, research questions, objectives, scope 

and importance of the study. 

Chapter 2 describes previous studies as a literature review of Graphical 

Password that includes various of authentication systems, various types of graphical 

password techniques, related works, and a comparison of the related works. 
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Chapter 3 describes the methodology that will be used for this research. This 

includes all the procedures that will be used to make the proposed Graphical Password 

Scheme as well as it will cover all the tools and materials that are required for this 

research such as software. 

Chapter 4 describes the design and development of the proposed system. This 

includes functional and non-functional requirements, system design using UML that 

covers  User Case Diagram, Sequence Diagram, and Activity Diagram, and finally 

System Architecture Diagram. 

Chapter 5 discusses the implementation and testing of the proposed system. 

This covers the interface testing where it will mainly focus on the interface design and 

functions. This chapter also includes two types of technique testing namely: Black Box 

Testing and White Box Testing. 

Chapter 6 discusses the evaluation and testing of the proposed system by 

recruiting 35 participants from different universities. The data result and analysis will 

be collected after the participants answered the given questionnaire that mainly focus 

on the overall evaluation of the proposed system in terms of usability and security. 

Chapter 7 is the final chapter that discusses the conclusion of the research, 

limitation of this research, and recommendation for future work. The two appendices 

will be included at the end of this thesis. Appendix A presents the questionnaire 

questions while Appendix B presents the source code of the proposed system and 

Appendix C presents the pictures used for evaluation.   

.   
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1.10  Summary 

This chapter presents a brief introduction of the study. An overview of 

authentication passwords problems, the background of the problem was discussed as 

well and the problem statement was demonstrated. On the other hand, to research 

questions on this research. A certain group of objectives is being set by the researcher, 

which includes investigation and exploration the existing Graphical Passwords 

Authentication (GPA) schemes, investigate and identify the usability of the existing 

graphical schemes, design and improve graphical password authentication scheme. 

Also, the aim, the scope and the significant of research were introduced. 
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