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ABSTRACT

Technical aspect of security is inadequate to ensure information security within
organization thus requires for adoption of information security policy. Policy without
compliance from the employee of an organization would be useless where it requires
desirable behaviours. Human are known to be the weakest link in information security
thus factor that affect their intention towards compliance behaviour should be
identified. The purpose of this research is to identify factors from recent researches
that uses the most common compliance model used in social psychology and
technological domain. These factors would then be built up into a proposed model
where it will be validated with the survey questionnaire result from an IT department
that consists of administrative and IT professionals. This research uses quantitative
approach as it is the most used research design used in this domain and statistics
software will be used to determine the frequencies, reliability, and the correlation of
the factors towards compliance intention. According to 214 respondents, eleven factors
have been concluded to have significant impact towards compliance intention that is
perceived severity, perceived vulnerability, maladaptive rewards, response efficacy,
self-efficacy, attitude, subjective norm, perceived usefulness, perceived ease of use,
awareness and punishment while rewards have insignificant relation. The result from
this research would support the proposed model that will act as a guidance in public
sector to solve issues regarding employee behaviour that impacts information security

policy compliance.



vi

ABSTRAK

Aspek keselamatan teknikal sahaja adalah tidak mencukupi dalam memastikan
keterjaminan maklumat dalam sesebuah organisasi maka memerlukan adaptasi polisi
keselamatan maklumat. Polisi tanpa pematuhan daripada pekerja sesebuah organisasi
akan menjadi sia-sia di mana ia memerlukan tingkah laku yang wajar. Tindakan
manusia dikenalpasti sebagai penyebab utama dalam insiden keselamatan maklumat
maka faktor yang memberi impak kepada niat mereka terhadap kelakuan pematuhan
perlu dikenalpasti. Tujuan kajian ini adalah untuk mengenal pasti faktor-faktor dari
penyeldikan terkini yang menerapkan model pematuhan yang paling kerap digunakan
dalam bidang psikologi sosial dan penerimaan teknologi. Faktor-faktor ini
kemudiannya akan membentuk cadangan model yang mana ianya akan disahkan
dengan hasil kajian soal selidik dari jabatan teknologi maklumat yang terdiri daripada
pekerja pentadbiran dan pegawai teknologi maklumat. Kajian ini menggunakan
pendekatan kuantitatif kerana ia adalah reka bentuk yang paling kerap digunakan
dalam bidang yang sama dan perisian statistik akan digunakan untuk tujuan analisis
dalam menentukan kekerapan, kebolehpercayaan, dan korelasi setiap faktor terhadap
niat pematuhan polisi keselamatan maklumat. Menurut 214 responden, terdapat
sebelas faktor yang mempunyai pengaruh ke atas niat pematuhan iaitu persepsi impak,
persepsi kelemahan, ganjaran ketidakpatuhan, keberkesanan tindakbalas, keupayaan
diri, sikap, pengaruh persekitaran, persepsi kebergunaan, persepsi mudah digunakan,
kesedaran dan hukuman manakala ganjaran tidak mempunyai impak positif. Hasil dari
kajian ini akan menyokong model pematuhan yang dicadangkan yang akan bertindak
sebagai panduan dalam sektor awam dalam menyelesaikan isu-isu kelakuan pekerja

yang membawa impak terhadap pematuhan polisi keselamatan maklumat organisasi.
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CHAPTER 1

INTRODUCTION

1.1 Overview

This research involves an Information Technology (IT) department within a
Malaysian government agency located at Kuala Lumpur that have implemented an
information security policy. The function of the IT department is to manage each
service offered by the government agency through the use of information system
including its infrastructure of networks and appliances. It is lead by a director that act
as an Information and Communication Technology Security Officer (ICTSO) for the
government agency and structured into two smaller branches that handles the
management of the systems and the network operation including the IT assets
management of the government agency. The systems managed by the IT department
includes the use of email, human resources, accounting, and related services by other
department within the government agency that requires the translation of business
process into electronic form (Malaysia & Lembaga Penyelidikan Undang-Undang,
2009). The operation handled is to ensure that the system running without any
disruption and for protection purpose from any form of insider and outsider threat
which includes the implementation of appliances such as routers, switches, web
application firewall and Intrusion Prevention System (IPS). This include the
implementation of a data centre that holds the physical servers and appliances that is

crucial for the whole infrastructure.



Each government agency is required to implement Information and
Communication Technology Security Policy (ICTSP) as requested by the Malaysian
Administrative Modernization and Management Planning Unit (MAMPU) back in the
year 2000 with the rise of information handling using ICT appliances at that time. The
main concern of the policy is the IT assets security of each government agency as it
also includes the important information characteristics of confidentiality, integrity,
availability, non repudiation and validity (MAMPU, 2000). As ICTSP is different and
localized according to each government agencies business function, they share the
same aim that is to ensure business continuity by minimize the impact and probability
of IT related security incidents. According to security incident statistics by Malaysia
Computer Emergency Response team (MyCERT), there are a total of 7698 cases as
now have been reported by individual and various organizations related to information
security for the year 2016 (MyCERT, 2016). Those cases includes incident such as
fraud, spam and intrusion that involves human behaviour as the weakest link in aspects
of information security within an organization (Metalidou et al., 2014) which can
relate back to policies that must be adhered by every employees. Among the objectives
of the ICTSP that is implemented on the IT department is dissemination of
management stand point on the policy itself, comprehensive policy that is accordance
with current changes, IT assets protection from any form of abuse or infringement,
ensure business continuity by minimize the impact of incident and to provide security
awareness to clients which include civil servants of the government agency and
suppliers. Since the IT department act as a centre point of information management
for the government agency, it is a viable choice for the scope of this study as it handles
information system with the use of ICT platform that need to apply ICTSP and further

standards, and procedures in their operation to ensure information security.

1.2 Background of the Problem

Most organization and companies nowadays have changed their traditional
work environment to a more paperless information system with the rely and investment
on IT appliances (Ifinedo, 2014). Although it provides better business management

with benefits that would save operational costs and effective information handling, the



aspect of information security should not be disregard. Confidentiality, integrity,
availability, non-repudiation and authorization were among the key elements of
information that must be guarded to ensure security. As most organization would opt
to strategize their environment security solely on using technological related IT
hardware and software such as network firewall, Intrusion Detection System (IDS),
Web Application Firewall (WAF), antivirus and authorization systems, it is found out
that it is not enough to ensure security from incidents involving information of the
organization (Sohrabi Safa et al., 2016; Safa et al., 2015). Hence, the focus of
information security has shifted onto the organizational perspective and its employee
on complying with the stated information security policy where employees are known
to be the weakest link in an organizations information security (Warkentin & Willison,

2009).

Information security policy contains procedures, standards and guidelines on
how to ensure information security when employing adhering to their operational
work. The human behaviour must be taken into consideration in maintaining the
security of information as they need to understand the threat and safeguard measures
that have been implied within the policies and procedures (Furnell & Clarke, 2012).
Most of security incidents happened because of incompliance behaviour of the
employees towards the organization information security policies and procedures
(Vance et al., 2012). These act of incompliance would end up with security incidents
involves cases such as information leak and computer abuse that would causes the
organization to suffer financial and also reputation loss (Sohrabi Safa et al., 2016;
Herath & Rao, 2009). According to a survey done in the United States involving public
sectors, health institutions and universities, nearly half or 44% of the incidents comes
from insiders of the organization where it involves mostly with incidents of malware
infections and network abuse (Richardson & Director, 2008; Chen et al., 2012).
Therefore, it is important to identify factors that contribute to employees compliance
intention as it may help information security managers in overcoming issues related to
their effort as well as to provide solutions in solving behavioral issues of the employees

(Bulgurcu et al., 2010).



1.3 Statement of the Problem

Based on the background problem, the issue in information security policy in
organizations are similar to what the government agency experienced regarding
compliance behaviour within employees. Government agencies which are part of the
Critical National Information Infrastructure (CNII) sector plays a role to maintain
valuable assets includings systems that are crucial to the nation where a threat towards
information security may have impact on the nations influential image, sovereigity and
capability to deliver services to the public (Yunos et al., 2010). Factors that affect the
compliance intention are important as it is a precedent to actual behaviour of an

employee that could be compliance or non-compliance towards the policy.

1.4 Aim of Research

The aim for this research is to identify factors that affects compliance intention
from a proposed model based on recent studies that may aid the public sector in

minimizing risk and threat from employees behaviour regarding the ICTSP.

1.5  Research Questions

The main questions in this research are as follows:

1. What are the factors that influence compliance towards information
security policies in public sectors?

ii. How to design the information security policy compliance model for
public sectors?

iii. How to evaluate the proposed model?



1.6  Research Objective

The objectives of this study are as below:

1. To identify the factors that influence compliance towards information

security policies in public sectors

ii. To design an information security policy compliance model in public
sectors
1. To evaluate the proposed information security policy compliance

model for public sectors

1.7 Scope of Study

The scope of this research in based on an IT department of a government
agency that consists of administrative clerks and IT professionals that handles valuable
information of the government agency mostly using information system that is
managed and stored digitally. The employees are well equipped with workstations and
having access to the internal network and internet as part of their daily operation
requirement. Part of this research will include survey questionnaire that will be given
directly to each parties of employee as they both are needed to comply with the stated

information security policy of the government agency.

1.8  Significance of the Study

Theoretically, this research will present a compliance model that is based on
validated factors towards information security policy compliance intention. It may also
serve as a guidance for the IT management on each government agency in the public
sector to better understand and solve behavioral issues of their employees related to

information security. The result from this research may also contribute to strategy



planning of the organization to increase the value of identified factors that may

significantly contribute towards compliance of the information security policy.

1.9 Thesis Outline

This chapter explains the overview of the study and provide background
problem where statement of the issue then be stated. From the problem statement, the
aim and research question were to be identified and research objectives will be the
focus of this study within the predefined scope. The benefit of this study would

contribute to the domain of information security.
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