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ABSTRACT 

This research is aimed to gather the employees‟ awareness towards the IT 

Security measures implemented in their organization case study of a financial 

institution and from the results gathered can determine the level of IT security 

awareness among the employees in the organization and suggest security awareness 

guidelines in order to achieve integrity, availability and confidentiality of the 

organization. Research on the employees‟ awareness towards the IT Security 

measures implemented in organization is done limitedly in Malaysia. Thus, this 

research will help to identify current IT security measures implemented, the level of 

IT security awareness among the employees and how to improve employees‟ 

awareness towards the implementation of the IT security in the organization. Hence, 

to collect information from the employees sequential explanatory design is used. It is 

done via quantitative approach then followed by qualitative approach. Thus, both 

questionnaire and interviews was conducted. Other than that, a literature review also 

included in order to review the past and current situation, from the review and results 

pertaining from the data collection and data analysis, security awareness guidelines 

for the employees is proposed and evaluated. 
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ABSTRAK 

 Kajian ini bertujuan untuk mengumpul kesedaran pekerja terhadap 

langkah-langkah keselamatan teknologi maklumat yang dilaksanakan di dalam 

organisasi. Kajian kes dibuat di institusi kewangan dan hasil yang dikumpul boleh 

menentukan tahap kesedaran keselamatan teknologi maklumat di kalangan pekerja di 

dalam organisasi seterusnya garis panduan untuk melaksanakan tugas dan untuk 

mencapai integriti, ketersediaan atau kerahsiaan organisasi dapat dicadangkan. 

Penyelidikan mengenai kesedaran pekerja terhadap beberapa langkah keselamatan 

teknologi maklumat didalam organisasi dilakukan secara terhad di Malaysia. Kajian 

ini dapat membantu untuk mengenal pasti langkah-langkah keselamatan teknologi 

maklumat yang dilaksanakan, tahap kesedaran keselamatan teknologi maklumat di 

kalangan kakitangan dan cara-cara untuk meningkatkan kesedaran pekerja terhadap 

pelaksanaan keselamatan teknologi maklumat di organisasi. Oleh itu, bagi 

mengumpul maklumat daripada pekerja, rekabentuk penjelasan berurutan telah 

digunakan. Ia dilakukan melalui pendekatan kuantitatif kemudian diikuti oleh 

pendekatan kualitatif. Seterusnya, soal selidik dan temuduga telah dijalankan. Selain 

daripada itu, kajian literatur juga telah dibuat untuk mengkaji semula keadaan 

terdahulu dan juga keadaan semasa. Melalui kajian dan keputusan yang dibuat 

daripada analisis pengumpulan data, garis panduan kesedaran keselamatan untuk 

pekerja telah dicadangkan dan dinilai. 
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CHAPTER 1 

INTRODUCTION 

1.1 Overview 

In any organization, security is the most important aspect. Security can be 

either physical security, management security or information systems (IS) security. 

Nowadays, information is also an asset which is as valuable as physical asset in an 

organization. Thus, all employees should have knowledge on the valuable assets at 

least at their department level. This will help them in case of emergency they know 

which is important asset that they need to protect first and which is the asset that 

considered not that important and they can continue business without that.  

Organization need to inform their employee of the security measures which 

has been implemented in their organization periodically. Employees‟ must know 

what type of security measures they have in their department area, in their personal 

computer or laptop which is provided to them to do their job, and also security 

measures surrounding them. This is because not all employees have a degree in 

Information Technology (IT) as such they do not have formal education on the 

security measures.  
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1.2 Background of the problem 

Security measures in an organization is known as a precaution step taken in 

combating theft, espionage or sabotage. Thus, organization must implement security 

measures in order to maintain information integrity and also to minimize risk. 

Security measures are also important in an organization in maintaining their integrity, 

availability and confidentiality. Other than that, the policies and regulations of the 

security measures also allow the organization to maintain, implement, control and 

audit their security. This will help them in case of any threat or attack to the 

organization these measures will mitigate the risk and immediately applies the 

countermeasures.  

As such, to protect the organization a security framework can be implemented. 

The security framework such Spheres of Security can be implemented or use it as a 

guide to built a quality security measures. This framework is consists of two, where 

the overview known as “Sphere of Use” while the portion breakdown is known as 

“Sphere of Protection”.  The security measures vary because it depends on the 

importance of the assets and also on the seriousness or impact of threat that might 

occur.  

On the other hand, the strength of the measures implemented must be 

determined by the characteristics of the information system and its purposes. As the 

research done by Tsohoe (2012), the enormous security losses caused by careless 

behaviour of the employees‟ rather than a malicious attack, thus the security 

awareness play a very important role in inventing a strategic view of information 

security (Tsohou et al., 2012) . 
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1.3 Statement of the problem 

In the organization, employees mostly use Information Systems on daily basis. 

Thus employees must ensure that data is protected at all times and it is not lost when 

a critical situation happens. Mostly the information is stored on the computers in 

which the information assurance is handled by the IT Security specialists. 

Unfortunately, employees don‟t really know the importance of the Information 

Security and impact that occurs in case of any emergency.  

 

Thus, this research is done to gather the employees‟ awareness towards the IT 

Security measures implemented in their organization and from the results gathered 

can determine the level of IT security awareness among the employees in the 

organization on the security measures and propose to have guidelines to improve 

employees‟ awareness towards the implementation of the IT Security measures in the 

organization in order to achieve integrity, availability and confidentiality of the 

organization.  

 

As mentioned by the researcher IT infrastructure which is growing day by 

day thus it also creates new threats which cannot be predetermined because of that 

organization faces many security problems where they need to re-evaluate their 

security measures (Abbas et al., 2011a). 
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1.4 Research Questions 

Research questions are mentioned as below:    

i. What IT Security measures are implemented in financial institution: 

XYZ Bank Bhd? 

ii. What is the level of IT security awareness among the employees in the 

organization? 

iii. How to evaluate the proposed guidelines to improve employees‟ 

awareness towards the implementation of the IT Security in financial 

institution: XYZ Bank Bhd? 

 

1.5 Objectives of the Study 

The objectives of this study are: 

i. To identify current IT Security measures implemented in XYZ Bank 

Bhd. 

ii. To identify level of IT security awareness among the employees in the 

organization and to propose to have guidelines to improve employees‟ 

awareness towards the implementation of the IT Security measures in 

the organization. 

iii. To evaluate the proposed guideline to improve employees‟ awareness 

towards the implementation of the IT Security measures in the 

organization. 
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1.6 Scope of the Study 

The scope of this research covers the following: 

i. The research is conducted in XYZ Bank Bhd. XYZ Bank Bhd is a 

financial institution. It consists of professionals with IT and Non-IT 

background and medium in size.  

ii. Identify the IT Security measures implemented in this organization 

iii. To identify level of IT security awareness among the employees in the 

organization 

1.7 Significance of the study 

This research is based on the employees in three different branches of XYZ 

Bank Bhd around Kuala Lumpur area assessing their awareness on IT Security 

measure implemented in their organization. Other than that, this research also targets 

to know whether the professionals with IT and Non-IT background are aware on the 

IT Security measures implemented in their working environment.  

Therefore, from this research the theoretical contribution is to identify the IT 

Security measures implemented in XYZ Bank Bhd and the practical contribution is 

to measure awareness of the employees‟ towards the implementation of the IT 

Security in XYZ Bank Bhd and propose appropriate guideline to enhance their 

awareness.
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