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ABSTRACT

Software as a service (SaaS) is a cloud computing model that are extensively adopted
and being used every day in the growing technology era. SaaS has provided variety of
functionalities and flexibilities to save time, cost and efforts on how people do and run their
day to day work and tasks. Although SaaS provides opportunities and convenience, there are
also a lot of security issues that still exists. There are voices of public users on online articles
emphasizing about how dangerous it is for connecting to a public network. Given the nature
that a public network is an open connection, hackers is able to sniff the packets and penetrate
into public network with penetration tools such as Wireshark, Ettercap, Burp Suite and
Network Miner. Man in the middle (MITM) attack tweak the data transit on network
interface card to examine the network traffic protocols such as FTP, HTTP, TCP and UDP.
The scarcity of security measures particularly for public networks is at its utmost concern
on usage of SaaS in a public network. Therefore, in addressing to this problem, research is
conducted to identify the significant factors namely performance risks, financial risks,
privacy risks, overall risks, personal disposition, familiarity, perceived security, perceived
privacy and strategic thinking. The results shown that perceived privacy and overall risks
are the most positively correlated with 45% correlation out of nine examined factors. This
study may assist the public network providers in designing network security policies with
regards to the presence of SaaS usage in public network.
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CHAPTER 1

INTRODUCTION

1.1 Overview

This chapter presents a brief outline of the overall research on SaaS usage in public
network. This chapter contains seven sections which initially starts with an overview of the
research in section 1.1 and followed by findings on background of problems in section 1.2
and discussions of problem statement in section 1.3. Next, section 1.4 discussed about the
research objective, followed by research questions in section 1.5. While section 1.6
discussed on the scope of study for this research and significance of study in section 1.7.

Lastly, section 1.7 will end the chapter the chapter with a summary.



According to a study conducted by Cisco, (2015), cloud computing (CC) adoption
has been accelerating over the years and cloud user has increasingly dependency to place
their trusts towards third party cloud service providers (CSP) to hold and manage sensitive
data on cloud platform (Cisco, 2015). In addition, Cisco, (2011) also reported that several
issues such as control, security, reliability and quality is the main security issues over the
cloud to secure the private and critical information in Information Computer Technology
(ICT) implementation today (Cisco, 2011).

Cloud computing often offers opportunities but so do challenges. There are variety
of security issue encountered in Cloud Computing as cloud computing platform is still in
immature phase and opens the vulnerabilities to security threats and attacks (Hu and Bai,
2014). The usage of cloud computing has been widely used around the world especially
Software as a Services (SaaS). Examples of SaaS provider that are widely used are Microsoft
OneDrive, Dropbox and various Google applications such as Google Docs, Google Drive
and Google Plus (Onwubiko, 2010).

1.2 Background of Problem

In the world of technology today, WiFi or known as Wireless Fidelity has become
the fundamental of connectivity and it is used to establish a connection. Most of the time,
devices are connected to company network when working and connected to public network
when out of office. Due to the nature of public networks provides free WiFi in wireless state,
the data are transmitted through an open space where the connection is more susceptible to
attacks. Meghanathan, (2014) indicates that the threats occur when data is in transmitting
from sender to receiver (Meghanathan, 2014). Man-in-the-middle is able to sniff the packets
that are transmitted over the network using open-source software like Wireshark, Ettercap
and NetworkMiner (Noor and Hassan, 2013). Meghanathan, (2014) further indicates that a
packet sniffer is able to perform study on packet structures, monitor transmissions of

network traffics, and analyse packet headers (Meghanathan, 2014).



As a result, data transmitted over the network may be subject to data leakage and
privacy violation. According to recent survey conducted by Dell, (2016), shows that there
are four out of five respondents are reluctant to store confidential data to public cloud
services like Google Drive (Dell, 2016). It raises data privacy concerns due to public cloud
is vulnerable to attacks and the connection are less protected over the data transmissions
(Murray et al., 2015).

A study and analysis has been conducted on several online articles and users shows
that public Wi-Fi user have limited knowledge on the risks when connected to the network.
According to article on Tzvi, (2015), user namely Denys Skorbenko has responded that the
devices has discovers unfamiliar access point and asked if it is safe to use it? Kaspersky,
(2016) indicates that public Wi-Fi user must be aware that the connection are essentially
insecure and user must remember that all devices are open to risks and must treat all
connections with suspicion (Kaspersky, 2016). Meanwhile, user named Janine Stier
responded in article by Arthor Baxter, (2015) indicating that “I just woke up to find that my
PayPal username and password has been changed and a 300 plus charge was charged to the
PayPal account”, resulting from data leak when user uses Wi-Fi connections to perform
PayPal transactions. While article by Jeff Ehling, (2015) indicates that hacker creates a
network, inviting public users to join the rogue access point and attack them by retrieving
any information user are accessing on the spoofed connections. Resulting into undesirable
outcome such as data leakage on photo, videos, passwords and even financial data such as
bank account number. Lastly, Priya Joshi, (2015) commented that user connected to public
Wi-Fi are unaware that hacker is able to gain large amount of data over the communications.
As a results, there is the need of individual security knowledge on security threats, attacks
and situational awareness to mitigate security threats and attacks that are prevailing over the
network. Please refer to Appendix A for articles and public responses towards articles and
threats.

Based on the fact that SaaS usage transmits the data remotely from cloud between
cloud storage and cloud service user, there are possibilities that the connection will be

intercepted or eavesdrop. According to Onwubiko, (2010), privacy issue exists in cloud



computing as personal information as well as business related confidential data are stored
remotely on cloud platform (Onwubiko, 2010).

Murray et al., (2015) discussed that the effort of ensuring data privacy is required as
sensitive data that will be transmitted by SaaS application are stored remotely (Murray et
al., 2015). Data transmitted between cloud user and CSP are opened to web application
security challenges such as data breach and data vulnerability (Murray et al., 2015). Kaur
and Kaur, (2015) and Lai and Leu, (2015) stressed that the data sent or received between
cloud user and CSP can be easily retrieved and eavesdrop by man-in-the-middle from user
on cloud end (Kaur and Kaur, 2015), (Lai and Leu, 2015). As a result, data vulnerabilities

and potential privacy issue such as data loss and data leakage will occur.

In addition, Lai and Leu, (2015) discussed that the security events detection on the
application programming interface (API) have the controls over cloud computing services
(Lai and Leu, 2015). API are used in cloud computing applications to meet their objective
on resource sharing. Lai and Leu, (2015) added that Cloud application API do contains many
security vulnerabilities such as system authorization and identity validation issues (Lai and
Leu, 2015). According to, Hande and Mane, (2015), cloud user have limited control over the
data, applications and resources stored in cloud computing platform and made available
when the data is requested by cloud service users (Hande and Mane, 2015). Cloud users need
to rely on CSP to ensure the data privacy and security. Hande and Mane, (2015) also stressed
that public cloud are often more vulnerable to malicious threats and security attacks due to
lesser protections on public cloud where both public and private cloud charges different costs
to provide different cloud features such as security, storage limit, speed, flexibility, and data
reliability of the services (Murray et al., 2015). On July 2012, Dropbox (2012) officially
announced and apologize for security breaches. Dropbox, (2012) reported that small amount
of Dropbox username and password were stolen from other websites that are used to login
Dropbox account. This security breaches has caused small number of Dropbox account
containing customer project document with email address are leaked. As a result, all affected

email address receives spam messages (Dropbox, 2012).



1.3 Problem Statement

Software as a Service (SaaS) user uses public networks to connect to cloud for data
transmission over the network. This opens the vulnerability to different security risks and
threats that may compromise data confidentiality on a public network due to public network
IS an open access network that can be easily accessed by anyone. A recent survey conducted
by Kaskersky, (2016) shows 70% of tablet and 53% of smartphone user connects their
devices to public WiFi hotspots. Data sent over public network can be easily intercepted and
may leads to data privacy risks and financial risks on a shared open public network access.
Therefore, perceived behavioural on tendency to protect data privacy is needed to mitigate
the privacy risks and financial risks on usage of SaaS in a public network. An evaluated
model is proposed to examine the mitigation methods from risks and human perspective and

ultimately helps to mitigate the risks of being attacked when using SaaS in a public network.

14 Research Question

Several research questions have been identified to derive the research objective. In
conclusion, this study is to investigate several questions that arise on factors affecting trusts

of SaaS usage in a public network:

i.  Why the usage of software as a service in public network is vulnerable to security

attacks?

ii.  How to design the proposed conceptual model for security measures on usage of

Software as a Service (SaaS) in public network?

iii.  How designed conceptual model can be evaluated for security measures on usage

of Software as a Service (SaaS) in public network?



1.5

Research Objective

After the studies of this research has been completed, these three objective must be achieved

as follow:

1.6

To identify security threats on usage of Software as a Service (SaaS) in public

network.

To develop a conceptual model usage of Software as a Service (SaaS) in public

network.

To evaluate the proposed conceptual model for security measures on usage of

Software as a Service (SaaS) in public network.

Scope of Study

Scope of study are highlighted as limitation in this research as follow:

The scope of study is individual SaaS user in a public network. E.g. shopping

centres, airport, university and public restaurant.

Target audience for questionnaire in this research will be teenagers from age 18
onwards due to sensitive data and belonging often held by adult and teenagers
that are already working.

Data collection methodology will be mixed mode method with combination of

questionnaire and interview.

Data collected will be analysed using SPSS software version. 23.0.



1.7  Significance of Study

A discussion on significance of study will be covered in this section on both
theoretical and practical contributions. The rationale of this study aims to provide potential

benefits and its overall influence and impact on the study.

1.7.1 Theoretical Contribution

In this research, theory model from various researchers will be examined and
analysed. These models and approach will be consolidated to develop a conceptual model

to identify factors affecting trusts on usage of SaaS in public network.

1.7.2 Practical Contribution

As cloud computing has been widely used as a trend to connect and store data
remotely, this research will identify the security issues on usage of SaaS in public network.
It could help to raise security awareness among public network users This research helps to

assist cloud users how to protect the sensitive information and data better over the cloud.

1.8 Summary

This section covers the overview of cloud computing architecture and the problem
statements is identified when cloud users connects to a public network for cloud service
usage. The vulnerability is exposed when the network connection is shared among the
publics as the security of the connected public network are connected at its own risks. Thus,
a conceptual model will be proposed in this research to mitigate the security risks on the
usage of cloud computing in a public network.
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