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Abstract

Wireless Sensor Network (WSN) is leading towards a new and more advanced paradigm that is Internet of Everything (IoE).
Ambient Assisted Living (AAL), which aims to support elderly and physically challenged persons, is based on sensor networks.
WSNs are mostly installed for a particular single application. Though, future of WSNs hides in WSN virtualization, which
supports multiple applications. The aggregation of the sensor network resources in the form of software or hardware are
supported by WSN virtualization. In Virtualizing WSN, the role of middleware layer is of supreme importance. However, a
middleware layer faces overhead challenges of high processing time, delay, and the power consumption. The major challenge
faced by AAL application in the paradigm of WSN virtualization is the delay caused by the aggregation of the sensed data. In this
research paper efforts have been made to design a priority based multi-threading middleware design for sensor virtualization. The
proposed middleware resides at the sensor node as well as the gateway that reduces the delay caused by the sensor virtualization.
The proposed middleware design has been implemented and tested on the AAL testbed.
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1. INTRODUCTION

In the recent past the researcher trends have moved from the smart cities and homes to smart universe. Where
every household item is linked to one another [1, 2]. The trends and predictions show that the future of globe lies in
the electrical technologies dealing in the progressively more interconnected world. We are moving from IoE [3],
which deals in large federated WSNs that are to be connected seamlessly to one another. Sensing devices having
squat data rate are immensely connected to Internet in large numbers. Approximately, 50 billion devices will be
connected to the internet by the year 2020 and these figures show that the number connected devices will exceed the
population of earth [4]. Advancement in agriculture, medicine, transportation, technology and industrial revolution
has raised the living standards of life. These are one of the main factors that add up to a prolonged and the healthier
living, when compared to the prior age group. Approximately, twenty percent of the total world’s population will be
aged sixty years or above by 2050 [5, 6]. AAL can facilitate many elderly people who are facing the challenges
regarding health primarily due to their cognitive decay, vision and hearing loss, and the lack of physical strength. In
U.S.A about 80% of citizens over the age of 65 years are living with at least one chronic illness [S5]. AAL contribute
in security, ventilating, health monitoring, air conditioning, and supporting elderly and physically challenged at
home as revealed in Fig. 1.

In the paradigm of AAL large number of sensing devices monitor and continually assess the health and activities
of elderly people to support independent living [5, 7, 8]. Most of the latest progresses to increase independence of
the elders at home are linked to the advancement of software architectures, hardware architectures, remote sensing
technologies, constant monitoring algorithms, low power consuming network devices, efficient routing protocols and
finally the most significant virtualization of the WSN. In order to efficiently control over WSN services and
infrastructure, WSN virtualization is catching huge attention from the researchers [9, 10]. WSN virtualization
enables multiple applications to run on a single sensor WSN. In case of AAL WSN virtualization can enable all the
healthcare applications to run over a single infrastructure. WSN virtualization forms services by combining multiple
sensed data. This service data is further forwarded to the sink. Finally, the service data is transmitted to the device
that is running application.

WSN virtualization is attained by adding the middleware layer at the sensor node as well as at the gateway. The
role of the middleware layer is to efficiently manage WSN services, infrastructure and support plug and play
processes. In virtualized environment the service formation and the middleware layer possess overhead challenges of
delay, power utilization, additional memory and extra processing. To cope with the challenges of WSN virtualization
in AAL the role of middleware layer needs to be enriched and the middleware layer must provide flexible high level
interfaces to application designers so that they can program the network and services of AAL efficiently and
simultaneously controlling the overheads of the Additional layer.

Ambient Assisted Living

Fig.1 Ambient Assisted Living
Middleware for WSN virtualization stresses on protocols and packet structure and links the higher layer to the
lower layers of WSNs. Middleware can efficiently perform the splitting, adding and deleting of the nodes as shown
in reference [9]. There have been a number of efforts put forwarded by the researchers to come up with an efficient
middleware design. Although, the recent research carried out the paradigm of WSN5s virtualization by the reference
[11-19] are inspiring. Though, the research challenges regarding effective management, sharing, reducing delay and
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use of the WSN resources and energy efficiency are still challenging areas of the research. There is a requirement of
an efficient middleware design for sensors virtualization that deals with the aggregation of the sensors’ data, while
decreasing the delay. The efforts have been put forward in this paper and a novel middleware framework is proposed
that provides the sensor virtualization and reduces the delay of essential healthcare data for AAL application.

The rest of the research paper is planned as follow: Section II discusses the allied recent research work. Section
IIT presents the offered WSN virtualization middleware layer design and results. Finally, section IV presents the
conclusion of the research article.

2. Related Work

In recent past, quite a number of WSN middleware designs have been released. Mainly there are two major
classifications of the middleware layer one: middleware for sensor virtualization and Second: middleware for
network virtualization. In case of sensor virtualization different services are formed by combining the sensed data
from multiple heterogeneous sensors nodes to provide offered services to the application users [20, 21].

Physical sensor node can offer numerous services;, Moreover, the offered services depends on the mounted
sensors on the sensing node, like: the number of on board sensors, processing power, on board memory [22, 23]. In
case of WSN virtualization the application layer is decoupled from the physical sensors. The decoupling of the layers
allows the virtual sensors and services to run on top of the physical sensor nodes.

Sensor nodes cannot perform any task if they do not collaborate with each other. The effective cooperation
between the sensing devices allows the WSN to achieve higher goals [2]. WSN virtualization deals with different
groups of sensors committed to a particular task supporting a particular application [24]. WSN virtualization enables
the subset of sensor nodes to accomplish the application tasks, simultaneously other subset of sensor nodes execute
the tasks of other different applications [25]. Virtual machine (VM) design method is one of the most effective
methods that assist execution of multiplications. Mate middleware [26] takes up the challenge of sensor
virtualization. Mate middleware is designed such that the most of the processing is done at the sensor node which is
highly appropriate for event managing programming. Melete took a step headfirst in [27]. It included collaboration
of sensor nodes to facilitate multiple applications.

VITRO in [11] proposes a service delivering structure for WSN virtualization.A middleware design providing
network and sensor virtualization is designed in SenShare middleware [16] and is based on hardware abstraction
layer, which separates the node’s hardware from the services. The SenShare [16, 28] project from Cambridge
University has proposed the middleware running multi applications instead of traditional single application WSN
[29]. SenShare middleware takes on the challenge dealing with the services management and executing the tasks of
single application on different multiple WSN nodes. The Servilla middleware uses the Tiny operating system, it
allows the discovery of services and use local and remote services [17]. Furthermore, Servilla is aimed to provide
solution for the heterogeneity of multiple sensing devices, and enables them such that a number of applications can
run over multiple heterogeneous nodes. Furthermore, Servilla middleware layer enables network programmer to
cultivate a platform that is independent of the applications.

A smart home based middleware designed on the concept of virtualization is presented by the authors in [18].
Moreover, it provides a guide line for multiple infrastructure providers and service providers. The multi-layer
middleware architecture is presented in [15, 17] which provides network virtualization, where more powerful sensor
nodes are receive more load. PRESTO [30] proposes a middleware architecture based on a predictive proxy centered
technique. Furthermore, it provides storage architecture for a large and small WSNs. PRESTO middleware is
inspired by the initial work of the COUGAR middleware [31] and the TinyDB middleware [32].

The Hourglass middleware [33] uses SOA, supporting a number of applications. The MiLAN [34] middleware is
application-driven Middleware. MiLAN is based on a reliability matrix that groups together several sensors to
provide effective and reliable drug support. However, involving more sensors increases reliability, but this approach
involves more cost and power consumption because more sensor transmissions take place. Although the recent
literature provides many state-of-the-art designs, there is still need of a middleware design of WSN virtualization,
where the WSN sink supports most of the network’s processing and storage with reduced delay.
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3. Proposed Middleware Design

Proposed middleware design is based on the modular and components design approach. Proposed middleware
design resides at the gateway and at the sensor node. Middleware design addresses the challenge of efficiently
managing WSN and supporting a number of applications while keeping an eye on delay. The goal of proposed
middleware design is to provide sensor virtualization and minimize the delay.

MULTI APPLICATIONS

il

MIDDLEWARE at GATEWAYS

HETEROGENEOUS DEVICES

Fig. 2 Proposed Layering Architecture of WSN Virtualization

In Fig. 2 proposed layered view of the middleware deign is shown. The Proposed architecture consists of four
layers, from bottom the first layer consists of multiple heterogeneous sensor nodes. Each node consists of multiple
onboard sensors. The second layer consists of middleware at the node. Furthermore, third layer consists of
middleware at the gateway and the final layer consists of the multiple applications that are running at the user end.

Service 1

Node 1 Node 2

Fig. 3 Proposed Service Formation Structure

Different services can be formed using multiple onboard sensors. Furthermore, these sensors can be on the same
node or different nodes as shown in the Fig 3. In addition, only a single sensor node is transformed into a number of
logical instances used in multiple applications. In the proposed middleware services help several heterogeneous
applications according to QoS needs. Proposed middleware framework is designed to adapt to the changes of
environment, depending on the different applications and needs of the different service are formed as shown in the
Fig 3. The main requirement in this case is to minimize delay. To overcome the delay, the SOA model is applied.
The middleware components required to handle the needs of the applications are only called and executed, instead of
the monolithic programming model which runs the entire program. To further reduce the delay and speed up the
multithreaded service processing technique this process is applied multiple applications. Although, the multi-
threading technique consumes more memory, on the other hand it reduces the processing delay. The processing of
each application is isolated from the other application and health care service packets are processed with high
priority. The effect of proposed middleware design can be seen by linking the delay of the traditional approach
using a single application and using the virtualization approach without using the multi-threading and the proposed
middleware technique using the multithreaded technique in the virtualized environment. In the equations ¢, is time
required to execute a single application and ¢, is the reading time of the sensor data. In the traditional approach
fornapplications, the total time taken is indicated by equation 1.
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T =n(t, + t5) €))
Using the middleware technique proposed in [16]the total time it takes fornapplications is reduced. Equation 2
shows the technique used in [16].
T =nt, + t, )
The proposed middleware design uses multi-threading which takes the symbol x as the number of threads in the
application and further reduces processing. The mathematical technique of the proposed middleware is shown in
equation 3.

T = t”+t 3
=n_tts 3)

In the proposed framework, middleware using multi-threading technique reduces the delay.

Sensor Data Application Layer

Proposed Middleware

Application Dependent

Layer Header Sensor Data Application Dependent Layer

Service Dependent Application Dependent :
[y v (Seeer Sensor Data Service Dependent Layer

Fig. 4 Middleware Lyer Header Positions in WSN Packet

To further reduce the delay the proposed middleware is divided into application dependent layer and service
dependent layer. Each layer adds its header to the application packet as shown in the Fig 4. Service dependent layer
is in charge for providing QoS to the high priority applications. Service dependent layer is further composed of three
managers namely Service Handling manager, QoS manager and Service Scheduling manager. Moreover, each
manager is composed of further different components as shown in the Fig. 5.

3.1. QoS Manager

QoS manager receives the service frame from application dependent layer, after receiving the service frame the
Service Identification Component identifies the service type and Priority Identification Component assigns the
service frame with the priority level. There are three priority levels set by the Priority Identification Component
namely high, medium and low. The service frame dealing with the AAL is always given the high priority, thus
reducing the overall delay from the patient to the hospital.

Service Dependent Layer

Service Handling Manager

QoS Manager

Service Scheduling Manager

Senvice Priority
Identification dentfication

Priority Based
Scheduler

Frame
Assembly

Sensor
|dentification

Service
Controller

Scheduling Frame

Fig. 5 AAL Middleware Managers and Components
3.2. Service Scheduling Manager

Service scheduling manager deals with the scheduling of the service frame based on priority level assigned by the
QoS manager. Service scheduling manager consists of priority based scheduler that is implemented by the priority
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queue and all the frames have to pass through the priority queue, before the execution. Due to the assigned priority
the waiting time for the high priority frame is set to minimum, and as soon as the high priority frame arrives it is
processed at earliest. Moreover, the medium priority packets will have to wait for the high priority packets to be
processed first. Finally, the low priority frame will have to wait for the medium and high priority frames to be
served, before their turn. The arrival rates for different priority frame is represented by, A, for the high priority frame,
Ay for the medium priority frame and finally A, for the low priority frame. The total sum of arrival rates is given by
the equation 4.
Asum = Ay + Ay + AL “4)

Using a mathematical formulation of M/G/1 that is the closest to the real world, the waiting time of the high
priority packet Wyis given by the equation 5, where Ny is the number of high priority packets in the queue and p is
the processing rate.

Wy =1 ®)

Similarly, the waiting time for the medium priority packets Wyis given by equation 6.

_ AgR+Ny+Npm
Wy = HLE (©)

Finally, the waiting time for the low priority packetsW, is given by equation 7.

W, = AMR+NH+:_N;;NL+AHWM )

The analysis of the mathematical model and the real testbed results show that the high priority packets have the
least delay and the proposed middleware gives high priority to the AAL service data so the delay is reduced
remarkably. The graph in Fig 6 shows measured and calculated values of the waiting time of the packets. The graph
clearly shows that the measured values from the testbed are very close to the calculated values. Moreover, Fig. 6
shows that high priority packets have the least delay compared to the medium and low priority packets. The mean
waiting time of the high priority frame is 0.88ms, medium priority frame is 44.14ms, low priority frame is 75.3ms
and without any priority is 27.46ms.The waiting for the high priority frame is reduced by 97.08%. However, waiting
time for the medium priority frame is increased by 58.82% and waiting time for the low priority frame increased by
174.9% when compared to FIFO queue.

3.3. Ambient Assisted Living Testbed

All the experimentation was carried out on the real time AAL testbed. Hardware platform consists of distinct
types of nodes having multiple sensors mounted on top of them and a powerful node that works as a gateway.
Multiple strong and weak sensor nodes are the part of AAL testbed. It includes sensor nodes using IEEE 802.15.4
and WiFi radios. The experiment on AAL testbed was carried out using TelG sensor nodes and Raspberry Pi node.
All the sensor nodes were put in stationary positions.
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Fig. 6 Priority Based Waiting Time of Packets (Measured and Calculated)
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UDOO is used as the gateway device as it offers high processing speed and large memory, which allows
middleware computations at the gateway to be carried out in an efficient manner. The default configurations and
driver settings of the UDOOQO’s Embedded Linux kernel do not support a wide range of network hardware. For the
implementation of the proposed middleware, UDOQ’s kernel has been re-configured to support multiple network
devices. Fig. 7 shows different testbed components, these components include sensor nodes mounted with multiple
sensors and the gateway attached with multiple network dongles. The proposed middleware was successfully
implemented and run on the AAL testbed.

5 0 By

Fig. 7 AAL Testbed Nodes and Gateway
4. Conclusion

In the paper the proposed middleware design for AAL is based on the concept of the sensor virtualization that
allows many autonomous applications to operate in parallel. The proposed middleware resides at the sensor node and
the gateway. Node’s middleware assigns a priority level to the service packet, and implements a priority queue at the
packet processing and transmission stage. Similarly, middleware at the gateway processes the packet according the
priority level assigned by the node and executes the packet using multi-threading technique. The proposed
middleware design improves overall WSN processing time by simultaneously running multiple different service
daemons. The middleware processing on the node and the gateway speed up the processing of the AAL packet and
reduce the delay significantly. Reduction of WSN latency is achieved by the middleware which, in turn, allows real-
time applications like AAL to run efficiently. The evaluation of the middleware has been done in AAL test bed
environment.
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