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ABSTRACT

Software usability is an important factor in ensuring the development of
quality and usable software. Ignorance, unawareness and failure to address usability
during the software development process lead to poor quality software that is
associated with potential usability risks. Risk management can be used to assess and
control these usability risks. However, currently knowledge on usability risks is still
insufficient and model to assess these risks is also lacking, leading to ignorance in
managing usability risks in the software development lifecycle process (SDLC). This
thesis proposes to develop a new Usability Risk Assessment Model to assessment of
usability risks during the SDLC. Initially, elements of the Usability Risk Assessment
Model were identified using Systematic Literature Review (SLR) whereby five
major elements, namely, Risk Identification, Risk Analysis, Risk Prioritization, Risk
Classification and Risk Mitigation were included in the model. Subsequently,
feedback from 270 respondents of a survey questionnaire was utilized to identify 38
possible usability risk factors, which were then used to define 42 potential usability
risks. These usability risks were used as keywords in identifying 85 initial usability
vulnerabilities from the literature, which were grouped into four main categories that
influence software development outcomes: Institutional Context, Software Project
Content, People and Action, and Development Processes. The above usability risks
and their vulnerabilities were then validated by four selected experts from the Public
Sector. After validation, a total of 88 distinct usability vulnerabilities for various
usability risks were identified. The usability risks were analysed using the Delphi
method, involving seven experts to identify the probability of occurrences, impact on
SDLC phases and mitigation plans for usability risks. Aided by the probability of
occurrences and impact on SDLC phases, the usability risk exposure level was
quantified, and used to classify and prioritize usability risks on SDLC phases. A
Web-based Usability Risk Assessment Tool as a proof-of-concept was developed
using ASP.Net to automate detailed elements in order to support the implementation
of the model. Using this tool, multiple case study evaluations on four software
projects in the Public Sector of Malaysia had demonstrated an inverse relationship
between number of usability risks and usability of software. Thus, with the proposed
Usability Risk Assessment Model, usability risks can effectively identified, analysed,
prioritized, classified and mitigated during software development process to reduce
these risks in order to enhance the usability of software. The contributions of this
research are; first, a validated list of potential usability risks, usability vulnerabilities
and possible mitigation plans for the usability risks; second, classification and
prioritization of usability risks on SDLC phases; and third, empirically evaluated the
Usability Risk Assessment Model.
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ABSTRAK

Kebolehgunaan perisian merupakan faktor penting dalam pembangunan
perisian yang berkualiti dan berguna. Kejahilan, ketaksedaran dan kegagalan untuk
menitikberat kebolehgunaan semasa proses pembangunan perisian telah
menghasilkan perisian  berkualiti rendah yang dikaitkan dengan risiko
kebolehgunaan. Pengurusan risiko penting untuk menilai dan mengawal risiko
kebolehgunaan. Walau bagaimanapun, Kini, pengetahuan mengenai risiko
kebergunaan masih tidah mencukupi dan model untuk menilai risiko ini juga masih
kurang, menyebabkan kejalilan dalam mengurus risiko kebergunaan dalam proses
kitaran hayat pembangunan perisian (SDLC). Tesis ini mencadangkan pembangunan
Usability Risk Assessment Model yang baru untuk menilai risiko kebergunaan
semasa SDLC. Pada awalnya, elemen dalam Usability Risk Assessment Model
dikenalpasti menggunakan Systematic Literature Review (SLR) di mana lima elemen
utama iaitu Pengenalpastian Risiko, Analisis Risiko, Keutamaan Risiko, Klasifikasi
Risiko dan Mitigasi Risiko telah dikenalpasti. Maklumbalas daripada 270 responden
soal selidik telah mengenalpasti 38 faktor risiko kebolehgunaan yang kemudiannya
digunakan untuk menentukan 42 risiko kebolehgunaan. Risiko kebolehgunaan ini
dijadikan kata kunci bagi mengenalpasti 85 kelemahan kebolehgunaan daripada
kajian literatur dan dikategorikan mengikut empat kategori yang mempengaruhi hasil
pembangunan perisian: Konteks Institusi, Kandungan Projek Perisian, Pengguna dan
Tindakan, dan Proses Pembangunan. Segala risiko dan kelemahan kebolehgunaan
disahkan oleh empat pakar daripada sektor awam. Selepas pengesahan, sebanyak 88
kelemahan kebolehgunaan telah dikenalpasti. Risiko ini dianalisis dengan kaedah
Delphi bersama tujuh pakar bagi menentukan kebarangkalian risiko, impak ke atas
fasa SDLC dan pelan mitigasi bagi risiko kebolehgunaan. Dengan bantuan
kebarangkalian risiko dan impak ke atas fasa SDLC, tahap pendedahan risiko
kebolehgunaan ditentukan dan digunakan untuk tujuan pengutamaan dan klasifikasi
risiko ini pada fasa SDLC. Satu aplikasi berasaskan web, Usability Risk Assessment
Tool telah dibangunkan dengan ASP.Net bagi mengautomasikan elemen-elemen dan
menyokong pelaksanaan model yang dicadangkan. Dengan menggunakan aplikasi
ini, penilaian kajian kes ke atas empat projek perisian dalam Sektor Awam di
Malaysia menunjukkan hubungan songsang antara bilangan risiko kebolehgunaan
dan kebolehgunaan perisian. Oleh itu, dengan Usability Risk Assessment Model,
risiko kebolehgunaan dapat dikenalpasti, dianalisis, diutama, diklasifikasi dan
dimitigasi semasa proses pembangunan untuk mengurangkan risiko ini bagi
meningkatkan kebolehgunaan perisian. Sumbangan kajian ini adalah: pertama,
menyediakan senarai tersah bagi risiko kebolehgunaan, kelemahan kebolehgunaan
dan pelan mitigasi yang mungkin bagi risiko kebolehgunaan; kedua, pengutamaan
dan klasifikasi risiko kebolehgunaan pada fasa SDLC; dan ketiga, penilaian secara
empirikal Usability Risk Assessment Model.
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CHAPTER 1

INTRODUCTION

This chapter presents introduction on development of a usability risk
assessment model as a mechanism to reduce usability problems in software. The first
section explains the background of the research problem, followed by the problem
statement, research questions, objectives, and scope of the research. The final section
presents the significance of this research, and provides a brief description on key

terms applied throughout the thesis.

1.1  Background of the Problem

The demand for faster, larger-scale software with better performance has
increased during the past couple of years. However, the dependency on software has
created great concern and criticism on quality problems in software currently being
used. Meeting users’ expectations for quality software has been a tedious task for
software developers (Okonta, Ojugo, Wemembu, & Ajani, 2013). This is attributable
to unanticipated problems such as missing the deadlines, poorly defined software
requirements, budgets being overrun and failing to deliver the expected business
value (i.e., ROI) (Al-Ahmad et al., 2009; R. Kaur & Sengupta, 2013). Consequently,
the existence of quality problems in software has led to many software failures
(R. Kaur & Sengupta, 2013; Verner, Sampson, & Cerpa, 2008), in line with reports
by Standish Group (2011), which demonstrates that only 37% of software projects
developed between 2002 and 2010 were successful (Schwaber & Sutherland, 2012)



Users’ expectations for quality software are related to product quality
(characteristics of software) and quality in use (the interaction of different users with
software to meet their needs). In order to fulfil users’ expectations, Usability appears
as a highly relevant quality attribute in achieving product quality and quality in the
use of software, since usability can only be measured when the software are being
used. The ISO/IEC 25010 (2011) standard defined usability as “the extent to which a
product can be used by specified users to achieve specified goals with effectiveness,
efficiency and satisfaction in a specified context of use.” In addition, studies on
existing quality models (Dromey, 1995; ISO/IEC25010, 2011; McCall, Richards, &
Walters, 1977) also recognized usability as an important quality factor, and it has
always been stated even in the first model of software quality, referred to as McCall
Factors Criteria Metrics (FCM) (McCall, (1977).

However, the inability of a development team to establish this factor causes
software to be plagued by usability problems that have negative impact on the overall
quality of the software (Farooq & Quadri, 2012; Hua & Gong, 2013). One of the main
causes behind usability problems is ignorance and unawareness about existing usability
standard (S.K. Dubey & Rana, 2010). Furthermore, product design with less usability
activities, inadequate usability skills and knowledge, unawareness usability
engineering life-cycle activities, and inappropriately applying usability methods have
led to many usability problems in software (Jokela, 2005). Examples of usabiliy
problems are increase in broken links, short of interactive features and accessibility
features and slower accessibility speed (Isa, Suhami, Safie, & Semsudin, 2011).
Moreover, usability problems underlying operating process, interface design, and
product structure have resulted in lower efficiency, effectiveness, and difficulty of use
for end users (Liang, Deng, & Wang, 2009). Usability problems in software influence
the overall usage level of the software (Inversini, Cantoni, & Bolchini, 2011),
reaffirmed in a 2011 survey report by the Malaysian Administrative Modernization and
Management Planning Unit (MAMPU), which reported that the usage of online
services by the Malaysian government was merely 40%, suggesting higher usability
problems in online services (MAMPU, 2011). Any effort to improve software usability
after its development is not recommended, since it only increases costs, and involves, to

a certain degree, in the remaking of the product (Sharma, Kalia, & Singh, 2012).



Generally, the existence of usability problems could lead to software failure; by
reducing these problems, more usable and quality software could be produced (Ahmed
Seffah, Donyaee, Kline, & Padda, 2006).

Numerous approaches to decrease usability problems in software have been
suggested in past studies in the related literature. Usability evaluation activities such
as empirical testing, inspection, and metrics for usability standards were used to
evaluate the usability of software (Humayoun, 2012). This only evaluates a
completed system, and does not intervene in earlier stages of the development
process (Lilja, Laakso, & Palomki, 2011). Alternatively, Den Ouden (2006)
discovered that most problems related to software products can be traced back to
design decisions made throughout the development process. As the quality of a
product is greatly influenced by the quality of the process used to develop it, it is
critical to tightly integrate usability with the Software Development Life Cycle
(SDLC) to develop software with fewer usability problems (Lindgaard, 1994).

A great deal of effort has been taken to incorporate formal usability
standards, processes, techniques and practices into SDLC in order to improve
interaction and software quality (Durrani & Qureshi, 2012; Ferre, 2003; Fischer,
2012; Heiskari, Kauppinen, Runonen, & Mannisto, 2009). However, usability
practices are only integrated in certain phases of the software development process,
e.g., the requirements and design phase (Carlshamre & Rantzer, 2001; A. Seffah,
Djouab, & Antunes, 2001). In fact, practical implementation of this integration is
lacking (Durrani & Qureshi, 2012). Furthermore, in most software development
projects, usability requirements are not part of the software requirements, causing
incomplete, confusing, and contradictory requirements for developers, which have
resulted in difficulties for development teams to avoid usability problems (Heiskari
et al., 2009). Meanwhile, ISO 13407 (1999), an international standard, proposed a
framework to integrate usability in all software development phases with use of a
User-Centred Design (UCD) approach. Even so, usability problems still seem to
reoccur in software. This reoccurrence is possibly attributable to the presence of
usability risks in all software development phases, each of which needs to be

addressed independently.



Generally, a usability risk can be understood as the potential action or activity
that leads to undesirable outcomes that impact the usability of software. Unmanaged
usability risks affect the software development process, and in turn lead to various
usability problems in end products. However, this term is not widely used in the
literature. The majority of prior work uses the term usability problems and not usablilty
risks. The term usability risk was first introduced in the e-commerce and World Wide
Web services context (Platt, 1999). Some studies on the sources and consequences of
risks related to mobile applications used this term in their research (Dey & Hakkila,
2008; Jin, Ko, Mun, & Ji, 2007; Ketola, 2002). Further investigation also revealed that
knowledge on usability risks is still lacking, whereby there is a lack of effort in
identifying and unifying usability risks as a unique entity, either in the form of
checklists, models or others. Consequently, inadequate knowledge on usability risks
has caused constraints in managing these risks during the software development
process, which hinders the effort to reduce usability problems associated with the end
product. Futhermore, The approach of usability risk management can only be entirely
implemented once adequate knowledge on the associated risks is acquired. Since
knowledge on usability risks is still lacking, there has been great ignorance in prior
work in managing usability risks compared to other risks such as those of market,
technology and money (Platt, 1999). Thus, there is a need to perform risk assessment

prior to risk control in order to gain adequate knowledge on these risks (Boehm, 1991).

Usability risk assessment is defined as “a systematic process to identify,
analyse and prioritise usability risks that can affect the achievement of project
objectives in the aspect of usability”. Existing software risk assessment models were
found to assess various risks in various domains such as project risks (Bazaz, Gupta,
PrakashRishi, & Sharma, 2012), security risks (Mkpong-Ruffin,Umphress, Hamilton,
& Gilbert, 2007), technical risks (Loutchkina, Jain, Nguyen, & Nesterov, 2013),
managerial risks (Yan-qiu, Chi, & Ying, 2012), and cultural risks (Wattanapokasin &
Rivepiboon, 2009). Most existing software risk assessment models focus on project
risks and process risks, not on risk based on the quality attributes. Only Mofleh and
Zahary (2011) proposed a framework called SPRMQ (Software Risk Management
based on Quality attributes and Operational Life Cycle), which manages risk based

on quality attributes such as Functionality, Reliability, Efficiency, Performance, and



Maintainability. Usability was not taken into consideration in this model. Since there
is lack in models used to assess usability risks, there is a need for the development of
a risk assessment model based on usability risks, which aims to reduce usability

problems in software.

1.2 Problem Statement

Development teams currently face challenges in assessing potential usability
risks during the SDLC for several reasons. Firstly, inadequate knowledge on
usability risks has become a hindrance for development teams in reducing software
usability problems. Subsequently, knowledge about usability risk factors and
vulnerabilities that can further explain this concept is also lacking. Many studies
have focused on risks underlying projects and processes meanwhile only a limited
number of studies focused on risks underlying quality attributes. Overall, studies that
focus on usability risks are still lacking. Secondly, the lack of knowledge on usability
risks has created constraints in assessing them during the software development
process. Without proper assessment, a risk control approach cannot be effectively
implemented. In terms of risk assessment, there is a lack of models that assess
usability risks during the SDLC. If development teams continue to develop software
without assessing usability risks, the chances of producing software with more

usability problems are higher.

Hence, we propose to develop a Usability Risk Assessment Model to assess
usability risks during the SDLC. With usability-based risk assessment model,
usability risks are identified, analysed and prioritized on software development
phases by which the existence of usability risks during software development process
could be made evident and better understood by the development team. Little effort
in past studies in identifying, analysing and prioritizing potential usability risks in
software development phases has provided evidence that a usability based risk
assessment model is certainly needed in order to assist development teams to
produce software with less usability problems, and in turn fulfil the expectation of

end users. This can improve software quality and reduces the risk of software failure.
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1.3  Research Questions (RQ)

This research aims to assess potential usability risks during the software
development process by using the proposed Usability Risk Assessment Model. This
research is expected to help development teams in identifying, analysing and
prioritizing potential usability risks during the software development process to
reduce usability problem. Based on the specified research problem, three research

questions have been formulated, which are as follows:

RQ 1: What are the elements and methods in the Usability Risk Assessment Model?
This question answers the concern on the elements that constitutes in the

proposed model and the methods to implement these elements.

RQ 2: How potential usability risks can be incorporated into SDLC phases?
This question answers the concern on how usability risks can be incorporated
into SDLC phases.

RQ 3: How a suitable Usability Risk Assessment Model can be proposed based on
the above findings?
This question answers the concern on how the findings from RQ1 and RQ2

can be used to develop the proposed model.

1.4  Research Objectives (RO)

The objectives of this research have been formulated based on the five

research questions as follows:

RO 1: To investigate elements and methods in the Usability Risk Assessment Model
This objective determines the elements and method used in the proposed

model.



RO 2:

RO 3:

RO 4:

To identify potential usability risks that influences the usability of software
This objective determines the potential usability risks which effects software

usability.

To analyse and prioritize potential usability risks in SDLC phases
This objective analyses and prioritises the identified usability risks

(from RO 2) in order to incorporate usability risks in SDLC phases.

To proposed aUsability Risk Assessment Model
This objective aims to develop the proposed model using the findings from
RO 1, RO 2 and RO 3.

RO 5: To evaluate the proposed Usability Risk Assessment Model

1.5

This objective evaluates the developed model (from RO 4) to ensure it

achieves aim of this research

Scope of the Study

This section presents the limitations of this study, which mainly includes the

software quality and risk assessment approach. A further description on the software

quality and risk assessment approach is provided as follows.

Software quality scope

This study emphasizes the concept of software quality as explained in the
quality standard: ISO/IEC 25010: 2011 Systems and software engineering
-- Systems and software Quality Requirements and Evaluation (SQuaRE)
-- System and software quality models. Additionally, this study focuses on
usability as one of the important attributes that contribute to software quality.
This study aims to improve process quality by integrating usability risks into
SDLC, which directly contributes to an improvement in product quality, and

subsequently improves software quality in use.



o Risk assessment approach scope

Although software risk management processes involve risk assessment and
risk control, this study only focuses on the risk assessment process. This is
because current knowledge on usability risks is still lacking, and it is difficult
to control a risk without conducting a proper assessment process. The
advantage of a risk assessment process is that it identifies, analyses, and
prioritizes usability risks in SDLC phases, which could potentially increase
the knowledge and awareness of development teams to develop more usable
software. This study proposed a usability based risk assessment model that
involves three core elements: Risk Identification, Risk Analysis and Risk
Prioritization. However, the elements of Risk Classification and Risk
Mitigation were included in this model to add value to the proposed model.

o Since usability problem is also a common problem faced in Malaysian Public
Sector, respondents and experts involved in this study were selected from
Malaysian Public Sector. Furthermore, possible usability risks during
software development process vary among private and public sector. Thus,
focus of this study remains on potential usability risks in software

development process at public sector.

1.6  Significance of the Study

Achieving the objectives of this study provides theoretical and practical

significance.

o Theoretical significance
The main aim of this study is to provide a usability based assessment model.
This model focuses on usability as a quality factor that integrates well with the
software development process. The proposed model contributes to the area of
knowledge in the Software Engineering Body of Knowledge (SWEBOK)
(P.Bourque and R.E. Fairley, 2014), particularly in Software Quality (Section
1.3-Models and Quality Characteristics and Subsection 1.3.1/1.3.2-Software
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Process Quality/ Software Product Quality), Software Engineering
Management (Section 3-Software Project Planning and Subsection 2.5-Risk
Management), and Software Engineering Process (Section 2.2-Software Life
Cycle Models). Since this study focuses on usability, it highlights knowledge on

usability risks, usability risk factors and usability vulnerabilities.

Practical significance

The proposed model could aid software development teams, including project
managers, quality managers and risk management teams to conduct usability
risk assessment processes that identify, analyse, and prioritise potential
usability risks that impact SDLC phases. This assessment process influences
the development of quality software. Organisations could meet users’
expectations on quality by ensuring the identified usability risks are handled
well in each phase during the SDLC. Knowledge and understanding on
potential usability risks could also proactively facilitate the development of
usability requirements for software, and support the evaluation of software

implementation against its requirements.

Glossary

This section explains several key terms that have been used throughout this

A detailed discussion for each term is provided in Chapter 2.

Usability problem is perceived as an aspect of the system and/or a demand
on the user which makes it unpleasant, inefficient, onerous, perturbing or
impossible for the user to achieve their goals in typical contexts of use
(Lavery, 1997).

Usability risk factor is a cause or characteristic that typically influences the
possibility of a risk event occurrence (Islam, 2009).

Risk is considered a function of the likelihood of a given threat-source’s
exercising a particular potential vulnerability, and the resulting impact of that

adverse event on the organization (Stoneburner et al., 2002)
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Risk event can be certain or uncertain, and can be influenced by a single
occurrence or a series of occurrences. There exists a cause for the occurrence
of a risk event, which is known as a risk factor (Islam, 2009).

Usability risk is the potential that a chosen action or activity leads to a loss
or an undesirable outcome which could impact usability of a software
(Naik, 2013).

Usability vulnerability is a weakness that can be accidentally triggered or
intentionally exploited, which creates the potential for harm to software
(Stoneburner et al., 2002).

Threat is a potential for a person or natural event to exercise (accidentally
trigger or intentionally exploit) specific vulnerabilities (Stoneburner et al.,
2002).

Probability of occurrence refers to the probability that a potential
vulnerability may be exercised within the construct of the associated threat
environment (Stoneburner et al., 2002).

Impact is the amount of potential losses that an organization could suffer
from a negative or harmful risk event (Stoneburner et al., 2002).
Effectiveness is the degree to which specified users can achieve specified
goals with accuracy and completeness in a specified context of use
(ISO/IEC25010, 2011).

Efficiency is the degree to which specified users expend appropriate amounts
of resources in relation to the effectiveness achieved in a specified context of
use use (ISO/IEC25010, 2011).

Satisfaction is the degree to which users are satisfied in a specified context of
use use (ISO/IEC25010, 2011).
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1.8 Outline of the Thesis

This thesis is organised in the following chapters:

Chapter 1 presents introduction to the research, and discusses the
background of the research, problem statement, goals, research questions, objectives,

scope and significance of the study.

Chapter 2 provides a comprehensive review of related studies in the existing
body of literature. Initially, state-of-the-art on models, processes and tools relevant to
software risk assessment and software risk management are reviewed. This chapter

elaborates usability as one of the significant factors in producing quality software.

Chapter 3 discusses the phases of the research design and methodology in
detail. Explanation of the research phases includes related activities and deliverables.
This chapter also discusses the research instruments and the evaluation criteria which
were adopted in this work.

Chapter 4 documents and illustrates the data collection process using
Systematic Literature Review (SLR), and the adoption of an existing mapping study.
Using these, elements and methods in the Usability Risk Assessment Model are
identified to achieve the first objective of the research: To investigate elements and

methods in the Usability Risk Assessment Model.

Chapter 5 explains the processes of identifying usability risk and usability
vulnerabilities, and provides respective descriptions. The process of expert validation

on usability risk and its vulnerabilities are also explained.

Chapter 6 documents and illustrates the analysis of usability risks, as well as
their incorporation into the SDLC phases using a Delphi based risk analysis method.
Using this method, seven experts were requested to determine the probability of
occurrences, impact on SDLC phases, classification and prioritization through risk

exposure levels, and mitigation plan for each of the identified usability risks.
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Chapter 7 describes the conceptual model of the Usability Risk Assessment
Model, and explains in detail the design of the Usability Risk Assessment Tool.

Chapter 8 presents the evaluation of the Usability Risk Assessment Model

using a quantitative case study.

Chapter 9 concludes this study by providing the research summary and
achievements. The contributions and limitations of this research are also presented.

Finally, some suggestions for future work are provided.

1.9  Chapter Summary

This chapter described the background of the problem by explaining current
usability problems in software, approaches taken to reduce usability problems and
the challenges associated with the implementation of these approaches. Usability
problems have been considered risk factors that contribute to usability risks. By
effectively managing usability risks, more usable software can be produced. The
problem statement suggests that, before usability risks are managed, they should first
be identified, analysed and prioritized. This chapter also described the research
questions, objectives, scope and significance. The next chapter reviews the current
state-of-the-art in the related literature, specifically in the areas of usability, risk

management and risk assessment.
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