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ABSTRACT

While information security awareness plays a vital role in protecting the
organizational information security, it is important to identify the factors affecting
information security awareness in order to minimize the threats associated with it.
This study aims to identify the factors affecting information security awareness at
Maldives Customs Service (MCS). A proposed model was designed and evaluated to
identify the factors influencing information security awareness in MCS. A
quantitative research was carried out where an online survey was conducted and
distributed to operational level staff at MCS. The study results were then analyzed
using SPSS v21 and Microsoft Excel 2010. The results show a positive correlation
between the identified factors, namely Policy, Behavior, Knowledge and Awareness
Governance. Awareness Governance recorded the highest correlation (44%) from the
4 factors. The factors predict 51% of variations on Information Security Awareness
(ISA) in Maldives Customs Service. The study may contribute to the development of
Information Technology (IT) procedures, awareness programs and policy for

managing MCS.
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ABSTRAK

Walaupun kesedaran terhadap keselamatan maklumat memainkan peranan
penting dalam melindungi keselamatan maklumat organisasi, namun faktor-faktor
yang memberi kesan kepada kesedaran keselamatan maklumat perlu dikenalpasti
untuk mengurangkan ancaman yang berkaitan. Kajian ini bertujuan untuk mengenal
pasti faktor-faktor yang mempengaruhi kesedaran keselamatan maklumat di
Perkhidmatan Kastam Maldives (PKM). Model yang dicadangkan telah direka dan
dinilai untuk mengenal pasti faktor-faktor yang mempengaruhi kesedaran
keselamatan maklumat di PKM. Satu penyelidikan kuantitatif telah dijalankan di
mana soal selidik kajian ini telah dijalankan secara dalam talian dan telah diedarkan
kepada kakitangan peringkat operasi di PKM. Keputusan kajian dianalisis
menggunakan SPSS v21 dan Microsoft Excel 2010. Hasil kajian menunjukkan
korelasi positif di antara faktor-faktor yang dikenalpasti, iaitu dasar, kelakuan,
pengurusan pengetahuan dan kesedaran. Pengurusan kesedaran direkodkan
mempunyai korelasi tertinggi iaitu 44% berbanding empat faktor yang lain. Faktor
ini juga meggambarkan 51% variasi Kesedaran Keselamatan Maklumat (KKM)
dalam Perkhidamatan Kastam Maldives. Kajian ini boleh menyumbang kepada
pembangunan prosedur, program kesedaran dan dasar teknologi maklumat di dalam

pengurusan PKM.
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CHAPTER 1

INTRODUCTION

1.1 Overview

With globalization, every organization is dependent on various sources of
information data in their daily routine. With the technological advancements today,
companies’ dependency on information systems and internet has increased vastly
focusing mainly on the cyberspace. Information technology is used immensely across
an organizational hierarchy for data storage, transmission, recovery and analysis of
sensitive data. The need for organizational information security is therefore
increasing with one of the main reason being the usage of cyberspace as a main hub
for information sharing in-between organizations and institutions. However, an
organizations information security breaches cannot be solely blamed on technical
faults or the threats associated with. Rather than these, the organization employees
must be briefed and made aware on the steps associated with protecting the

organizational information.

In a recent study in UK, Figure 1.1 highlighted that the worst security
breached in the year 2014 were caused by involuntary human error. The research
findings prove that although staff negligence has decreased when compared to the
year 2013, it still played a key role in security violations in organizations

(Department for Business Innovation and Skills, 2014).



580f of large organisations suffered staff-related
° security breaches (down from 73% a year ago)

22°X of small businesses suffered staff-related
o security breaches (down from 41% a year ago}

31 O/o of the worst security breaches in the year were
caused by inadvertent human error (and a
further 20% by deliberate misuse of systems
by staff)

Figure 1.1Security breached by staff (Department for Business Innovation and Skills, 2014)

ISBS 2014 - large organisations
ISES 2013 - large organisations
ISBS 2014 - small businesses

ISBS 2013 - small businesses

ISBS 2012 - small businessas

Programme of continuing . . )
education Mo education

On induction only

Figure 1.2 How do respondents ensure staff are aware of security threats (Department for
Business Innovation and Skills, 2014)

Figure 1.2 illustrates that continuing education is an important factor for
larger and smaller enterprises in ensuring staff security awareness. According to the
survey 68% of large organizations and 54% of small businesses carry out continuous
security training to their employees. More organizations recognize the importance of
staff but also those they are a huge risk to the organization which may cause potential
damages. The study also determines that the risk associated by employees to larger
companies were more than that to the smaller organizations where more risk was
originated to them via outside attacks (Department for Business Innovation and
Skills, 2014).



ISBE 2014 - large organisations _
|SBS 2014 - small businesses m

Figure 1.3 How many respondents have staff related incidents (Department for Business

Innovation and Skills, 2014)

Figure 1.3 shows the overall staff related incidents are weighed by 63% to
larger organizations and 24% to smaller organizations respectively. According to the
study, staff associated threats have decreased compared to previous results with more
companies having adapted to staff awareness programs. Awareness training
programs and behavior are two key factors affecting the overall ISA in an
organization. The study justifies that awareness training programs aids to improve
employee behavior in minimizing security threats in an organization (Department for

Business Innovation and Skills, 2014).

Information technology facilitates a platform for the organization
stakeholders and staff to perform more effectively and efficiently. Internet has
opened a less time consuming gateway for the organizations. ISA is essential to
appropriately protect data from exposure to increasing number of vulnerabilities. “If
security infrastructure is the engine, staff awareness is the oil that makes that engine
run”’(Smith, 2006).

This research aims to investigate the key factors affecting ISA in MCS. A
model is developed specifically targeted to MCS, which will facilitate MCS to
identify the factors affecting ISA in MCS. The model will be evaluated through an

online survey using an online questionnaire.



1.2 Background of the Problem

Technological advancement with information communication technology
also came with a price, and with it came threats. The popularity in using online
methods to carry out critical transactions have lured criminals to exploit weakness
which can result in loss of identity, service interruption, legal actions and most
importantly loss of money to both business and organization (Khan, Alghathbar,
Nabi, & Khan, 2011). Security being a key element of information system plan and
design, physical prevention measures alone or by training and creating ISA among
the technological staff and management itself are not sufficient (Smith, 2006).

Zaini & Masrek (2013) argues that information security at a general concept
is achieved by establishing, implementing and monitoring an appropriate set of
control measures which are reviewed and improved where necessary. Whereas,
Smith (2006) claims that the companies increasing their investment on the IT
infrastructure have however lacked to cater the companies’ information security thus
increasing the impact of the exposed vulnerabilities. Smith (2006) highlights the
importance of overall staff awareness on information security knowledge covering

all the levels of the organizational hierarchy.

According Bashorun, Worwui, and Parker (2013), human element is the
weakest link in an organizational security protection. Hence it cannot be achieved by
only addressing to physical and technical security procedures. Therefore ISA can be
described as the knowledge and behavior that the employees of an organization have

towards the protection of physical and information assets of the organization.

Information security awareness is a vital factor in protecting the
organizational information which is associated with ongoing risks to their systems.
Despite the organizations having implemented information security measures, the
threats associated to information security are increasing and has reached critical

levels. Risk of encountering problems and difficulties are high if the organization



fails to manage their information security systems (Waly, Tassabehji, & Kamala,
2012).

Bashorun, Worwui, and Parker (2013), Waly, Tassabehji, and Kamala (2012)
and Smith (2006) have argued that organizations have embraced the idea that the
protection of sensitive information by intense technological solutions itself cannot be
attained most efficiently. Technology has become the driving force of every aspect of
life today and awareness guarantees enterprise staff of their responsibilities assuring
the security of the information assets. It is very critical for organizations to adapt to
structural information security awareness approach besides their policies and
technological controls.

Bashorun, Worwui, and Parker (2013) highlights the importance of ISA to an
organization thus providing knowledge and training to all employees rather than
focusing to a specific group such as technical staff. This will thus create
revolutionized internal change of behavior towards information security awareness in
the organization where all employees adapt to good practices in terms of protecting

the organization information assets.

1.3 Problem Statement

In addition to the views of different researchers, information security
awareness has been proven as an important and essential element to the organization
in terms of overcoming various risks that it is being exposed to in a day to day ritual
(Bashorun, Worwui, & Parker, 2013; Waly, Tassabehji, & Kamala, 2012; Smith,
2006). Despite the existing policies and procedures regarding information security,
many organizations lack awareness among their employees. Some organizations
have a briefing session for all new employees at the time of orientation where the
employees are made aware on the organization policies. This is not a continuous
process meaning that some organizations do not continue further trainings or

awareness programs thereafter.



The report published by International Telecommunication union (ITU) (2014)
on cyber wellness profile of Maldives states that, Maldives do not follow any
information security standards. The limitations on the security standards thus creates
a negative impact on MCS in terms of information security and its awareness. A
model identifying the factors affecting information security awareness would hence
benefit MCS in strengthening the organization information security awareness.

1.4  Research Questions

I.  What are the factors affecting information security awareness?
ii.  How to design an information security awareness model for MCS?
iii.  How to evaluate the proposed information security awareness model for
MCS?

1.5  Research Objectives

i.  To identify the factors affecting information security awareness
ii.  To design an information security awareness model for MCS

iii.  To evaluate the proposed information security awareness model for MCS

1.6 Project Aim

The main objective of this study is to investigate the key factors affecting
information security awareness in an organization therefore identifying the
awareness level of information security among the employees of MCS.
Subsequently, the author intends to propose a model consisting of the determined
factors affecting information security awareness to MCS. Besides, the author will

evaluate effectiveness of proposed ISA model to MCS.



1.7  Scope of the Study

Based on the purpose and objectives of this study, the scope of this research
will be as follows:

i.  Design an information security awareness model for MCS

ii.  The methodology used for this study is quantitative data collection from a
sample of 191 respondents by conducting a survey via online questionnaires.

iii.  The units of analysis are the employees of MCS

iv.  The software used to analyze the survey findings is SPSS v21 and Microsoft
excel 2010

1.8  Significance of Study

The theoretical framework of this research identifies the factors affecting ISA
in an organization using theories and approaches that are suggested by various
researches. Yildirim et.al (2011), Khan et.al (2011), Kamal et.al (2012), Kruger et.al
(2006), Olusegun and Ithnin (2013), Siponen and Puhakainen (2010) and Lin et.al
(2010) researches are the key theories used in identifying the factors affecting ISA.
All these theories were consolidated for designing the model to identify the factors
affecting ISA in Maldives Customs Service.

Since there are lack of studies carried out using quantitative technigques
towards identifying the factors affecting ISA in Maldives customs service, the
methodological contribution of this research aims to provide some information
regarding the factors effecting ISA in MCS. A quantitative analysis is conducted via

an online questionnaires among operational level employees of MCS.



Information technology facilitates a platform for the organization
stakeholders and staff to perform their tasks more effectively. The technological
advancement brought with it a number of threats and issues the organizations need to
mitigate in order to secure the information. The practical contribution of the research
aims to bring a positive impact on MCS by assisting them to understand the
importance on how to increase information security awareness, develop policies and

schedule training programs in the organization.

1.9  Report organization

The structure of this research is as follows:

. Literature Research Analysis and Conclusion
Introduction . L and Future
Reiew Methodology Findings Work

Figure 1.4 Report Organization

This research includes five main chapters. Chapter one (1), the introduction
of the research begins with the overview of the research followed by research topic,
the background of the problem and the problem statement. Chapter two (2) reviews
the related studies on the research field. Chapter three (3) describes the research
methodology. Chapter four (4) contains the analysis of the study. Chapter five (5)

provides the conclusion, recommendations and future work.



1.10 Summary

This chapter provides an overview of the background of the problem in detail.
The author has addressed the research objectives and the research questions,
furthermore mentioning the statement of the problem. The author has concluded this

chapter with the scope, significance of the study and a report organization.
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