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The internet has become a part of everyday life and is used as a communication 

tool, a way to bank, invest, shop and an educational and entertainment medium. As 

the importance and popularity of the internet has grown over the years, so has the 

number of threats from hackers on the internet which has necessitated the need for 

the encryption of confidential data. Various methods of data encryption have been 

used over time, with developments being made to improve these techniques as 

hackers develop improved ways of attacking the algorithms used for encryption. This 

process of continued improvement of cryptographic security brought about the 

development and acceptance of the Advanced Encryption Standard (AES), which is a 

National Institute of Standards and Technology specification for the encryption of 

electronic data including financial, telecommunications, and government data. The 

Rijndael algorithm was selected as the encryption algorithm for AES in October 

2001 and is currently used by government agencies and the private sector to secure 

sensitive unclassified information. Research has shown that Rijndael is susceptible to 

differential/ linear cryptanalysis for 7 and 8-round Rijndael, saturation attacks, 

algebraic attacks and side channel attacks on reduced versions of Rijndael, which 

could pave the way for a full-blown attack on the Rijndael algorithm in the future. 

This research investigates the weaknesses present in the Rijndael algorithm using 

various custom-made testing tools and then using the results of this investigation to 

improve the security of the algorithm.  The improvement is provided in the form a 

technique of generating highly non-linear output using a non-linear random number 

generator which uses the recursive inverse congruential method. The research will 

comprise of three phases; literature review, analysis of the Rijndael algorithm using 

custom-made tools and development of an improvement whose performance will be 

evaluated in comparison to the current algorithm. 
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CHAPTER 1 

 

 

 

INTRODUCTION 

 

 

 

1.0     Introduction 

 

The internet, which started off as a communications system for scientists and 

the military, has now become a gateway to a lot of knowledge and information, and 

is used in everyday life. It is used as a tool that enables communication among 

millions of people; a means of banking, shopping, investing, entertainment and 

education (Project, 2005). 

 

As the importance and popularity of the internet has grown over the years, the 

number of threats from hackers has grown with it, thus necessitating the need for the 

encryption of confidential data. Presently, there are many hackers on the internet 

therefore rendering our data insecure without the use of encryption technology. It is 

very important to safeguard financial and business information from these hackers, 

and this is made possible through the use of encryption technology. 

 

Encryption is a useful technique for hiding information so as to keep it 

secure. It is applicable in email communication and chat sessions with friends. 

Encryption breaks up the data sequence and scrambles it thus making it inaccessible 

to hackers because it is converted into unintelligible symbols called cipher-text. 
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In this way, personal data is stored safely on the hard disk, when being 

transferred over the internet while at the same time hiding the owner’s identity as 

well as personal information including details of the information processed over the 

internet. 

 

Various methods of data encryption have been used over time, with 

developments being made to improve these techniques as hackers develop improved 

ways of attacking the algorithms used for encryption. This process of continued 

improvement of cryptographic security brought about the development and 

acceptance of the Advanced Encryption Standard (AES). AES is a National Institute 

of Standards and Technology (NIST) specification used for encrypting electronic 

data and has since been used to encrypt digital information ranging from 

telecommunication to financial and government data. 

 

Today AES is applied in over 1700 NIST-validated products and has also 

been approved by NIST, International Standards Organization (ISO), IEEE and also 

come to be known as the US government standard. It is used by the U.S. National 

Security Agency (NSA) for providing security of top secret information. Due to its 

high level application, there is a need to ensure its security. In the past few years, 

there have been numerous attempts to attack the algorithm and show its 

vulnerabilities. This has therefore created a need to evaluate the algorithm and 

discover its weaknesses and therefore develop an improvement of the algorithm so as 

to safeguard top secret information. 

 

 

 

1.1     Problem background 

 

 

Rijndael is the block cipher algorithm recently chosen by the NIST as the 

Advanced Encryption Standard (AES). Rijndael was selected as the standard 

symmetric key encryption algorithm for encrypting sensitive American federal 
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information. The selection of Rijndael was done following a selection process which 

began with 15 candidate algorithms which were then narrowed down to 5 finalists 

whose comparative performance is as shown in the Table 1.1. 

Table 1.1: Comparative performances of the 5 AES candidate algorithms 

 

Algorithm Developer Key length Performance 

MARS IBM 128-256 bits Has numerous operations-most 

expensive 

RC6 RSA Labs 128-256 bits Has multiplication operations-less 

applicable in smart cards & 

hardware 

Serpent Anderson, 

Biham, Knudsen 

128-256 bits Slow speed-  of AES 

Twofish Schneier 128-256 bits Expensive to change its key; key 

dependent S-Box  

Rijndael Rijmen, Daemen 128-256 bits High speed, simple design, low 

memory requirements (smartcard) 

 

As shown in the Table 1.1, Rijndael was designed on the basis of three 

criteria: resistance to attacks; high speed and code compactness suitable for a variety 

of platforms; and simplicity in design. Rijndael was chosen in favour of four other 

candidate algorithms; Serpent, MARS, Two-fish and RC6, This was due to its 

superior performance in comparison to candidates. Its performance during encryption 

and decryption was ranked as the highest for 64-bit and 8-bit (C and assembler), in 

the 32-bit smartcard as well as in Digital Signal Processors. It ranked second when 

implemented in 32-bit C or Java. Its performance in key scheduling was rated as the 

best on each platform. NIST proceeded to rank Rijndael as having the highest overall 

performance (Molloy, 2009). 

 

AES is used in applications by hundreds of millions of users all over the 

world to provide security in wireless communications, for internet banking 

transactions, as well as keeping data on hard disks secure coupled with the approval 

of NSA for its use in protecting top secret information. 
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 In the last decade, there have been many researchers who have tried to 

unearth weaknesses in AES, but none have been found so far.  Research has shown 

that attacks on the Rijndael AES algorithm are dependent upon the generation of 

2119-2128 plaintext-ciphertext pairs (Răcuciu et al. 2008). It has been discovered 

that an attack is possible by exploiting weaknesses in its structure, non-structural 

properties as well as weaknesses present during implementation. 

 

i. Weaknesses in the structure are prone to: 

a) Saturation attacks- also referred to as the square attack. It is the most 

powerful cryptanalysis of AES and can break down a 7-round reduced 

version. 

b) Algebraic attacks- which try to exploit the round transformation 

following the revelation by W.Millan and J.Fuller that the S-Box can 

be described by 8 Boolean functions (J. F. a. W. Millan, 2003). 

c) Weaknesses in non-structural properties are prone to the exhaustive 

key search attack-which is possible for 56-bit key DES, but not for 

128-bit AES due to the significant financial investment in hardware 

required (Daemen et al., 2002). However, if the cost of processing 

power is halved every six months according to the current trend, then 

this attack may be plausible at the end of the century. 

 

ii. Implementation weaknesses which pave the way for side-channel attacks- 

which could be in the form of timing analysis, differential & simple power 

analysis. AES has shown resistance due to its binary XOR and table look-up 

process 

 

In 2009, some weaknesses were observed in the case where AES was used 

for encryption of data using less than four related keys chosen by an attacker. The 

results of the attack proved that finding AES key may be four times easier than was 

previously thought. However, due to the key sizes of AES, a full blown attack is not 

practical. To break a 128-bit AES key it would take at least 2 billion years using a 

trillion machines, each testing a billion keys per second. This therefore means that 
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there is no practical threat on the security of user data yet although this discovery 

may pave the way for further research which may lead to the discovery of new attack 

strategies on the AES algorithm. Therefore due to this revelation, it is necessary to 

develop a way to improve the security of the Rijndael-AES algorithm. 

 

 

 

 

1.2     Problem Statement 

 

  

Rijndeal was selected as the first AES algorithm by NIST in 2001, due to its 

security cost and implementation benefits and has since been used to encrypt 

sensitive information. However, many attempts have been made to uncover 

weaknesses in AES including possible susceptibility to the algebraic attack, side 

channel attack and saturation (square) attack (Atasu et al., 2004). These efforts have 

not produced a practical threat to the security of Rijndael AES algorithm, but have 

provided new insights which might mean there is a possibility of exploiting the 

security of Rijndael and thus expose sensitive top secret information. This research 

therefore explores the weaknesses in AES particularly focusing on the S-Box used in 

the sub-bytes transformation and improve these weaknesses. 

 

 

 

1.3     Purpose of the Study  

 

 

 To analyze and reveal the weaknesses of the Rijndael algorithm in AES with 

the use of various tools and mathematical techniques, and thus facilitate the 

development of an improvement of the algorithm which ensures improved security of 

the algorithm. 
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1.4     Project Objectives 

 

 

This project aims at achieving three objectives: 

 

i. To study the AES algorithm (Rijndael). 

ii. To analyze the weaknesses of the main S-Box in Rijndael AES algorithm, by 

using customized tools and mathematical tests. 

iii. To suggest a technique for generating a customized secure S-Box. 

 

 

 

1.5     Project Scope 

 

 

 This research focused on analyzing and revealing the weaknesses of the 

Rijndael algorithm in AES and therefore use these findings to develop an 

improvement of the algorithm which ensures improved security of the algorithm.  

The scope of this research is as follows: 

 

i. Initially, an analysis of the operation of the Rijndeal AES algorithm 

was carried out. 

ii. The study was conducted on the 128-bit key length version of the 

Rijndael AES algorithm which implements 10 rounds and encrypts a 

plaintext data block of 128-bits at a time. 

iii. The evaluation of the randomness of sequences of the S-Box output 

bits was carried out using the following tests: frequency test, serial 

test, correlation test and non-linearity test. 

iv. An analysis of the results was carried out. 
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v. A technique for generating a more secure S-Box was proposed that 

satisfies three S-Box design principles: non-linearity, bit 

independence criterion (BIC) and the correlation analysis under the 

majority logic criterion. 

vi. A qualitative analysis of the suggested solution was carried out. 

 

 

 

1.6     The Significance of the Study 

 

 

Today, the growing use of the internet for banking, communication and 

business purposes has necessitated the use of a secure encryption algorithm. The 

Rijndael algorithm in AES is implemented for this purpose and is even used to 

protect top secret government information. In the past decade, there have been 

numerous attempts by researchers to uncover the weaknesses of AES (Atasu et al., 

2004). In this study, an evaluation of the weaknesses in the Rijndael algorithm in 

AES is done and for these weaknesses; a suggestion is given for the improvement of 

the security of the algorithm. This study helps to ensure more secure e-banking, 

communication and electronic transactions. Given the use of AES as the US 

government standard, the development of an improved AES algorithm provides 

assurance of the security of US government information. This study also provides 

significant contribution in the growing trend of cloud computing, by ensuring CIA 

(confidentiality, integrity and availability) when accessing data to and from data 

centres, in peer transactions as well as in providing secure user authentication (Ali, 

2011)  

  

 

 

1.7 Organization of Report 
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 The thesis consists of 4 chapters. Chapter one describes the introduction, 

background of the study, study objectives and problem statement, the scope of the 

study and its significant. The second chapter reviews available and related literature 

on the security of the Rijndael algorithm in AES. Chapter three describes the 

methodology of the study along with the appropriate framework. The fourth chapter 

provides the analysis of the preliminary findings of the study and conclusion of 

initial work. 
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