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ABSTRACT

Hash functions are widely used in secure communication systems by generating the
message digests for detection of unauthorized changes in the files. Encrypted hashed
message or digital signature is used in many applications like authentication to ensure data
integrity. It is almost impossible to ensure authentic messages when sending over large
bandwidth in highly accessible network especially on insecure channels. Two issues that
required to be addressed are the large size of hashed message and high bandwidth. A
collaborative approach between encoded hash message and steganography provides a
highly secure hidden data. The aim of the research is to propose a new method for
producing a dynamic and smaller encoded hash message with reduced bandwidth. The
encoded hash message is embedded into an image as a stego-image to avoid additional file
and consequently the bandwidth is reduced. The receiver extracts the encoded hash and
dynamic hashed message from the received file at the same time. If decoding encrypted
hash by public key and hashed message from the original file matches the received file, it
is considered as authentic. In enhancing the robustness of the hashed message, we
compressed or encoded it or performed both operations before embedding the hashed data
into the image. The proposed algorithm had achieved the lowest dynamic size (1 KB) with
no fix length of the original file compared to MDS, SHA-1 and SHA-2 hash algorithms.
The robustness of hashed message was tested against the substitution, replacement and
collision attacks to check whether or not there is any detection of the same message in the
output. The results show that the probability of the existence of the same hashed message
in the output is closed to 0% compared to the MDS and SHA algorithms. Amongst the
benefits of this proposed algorithm is computational efficiency, and for messages with the

sizes less than 1600 bytes, the hashed file reduced the original file up to 8.51%.
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ABSTRAK

Fungsi hash digunakan secara meluas dalam sistem komunikasi selamat dengan
menjana mesej hadam untuk mengesan perubahan yang tidak dibenarkan dalam fail.
Mesej hash yang terenkrip atau tandatangan digital digunakan dalam banyak aplikasi
seperti pengesahan untuk memastikan integriti data. Adalah sangat mustahil untuk
memastikan mesej adalah sah apabila penghantaran dilakukan dalam rangkaian jalur
lebar yang tinggi dan diakses dengan mudah terutama dalam saluran yang tidak selamat.
Dua isu yang perlu ditangani adalah saiz besar data rahsia dalam tandatangan digital dan
jalur lebar yang tinggi dalam penghantaran data rahsia ini. Pendekatan kolaboratif
antara mese] hash terenkrip dan steganografi berupaya menghasilkan data tersembunyi
yang sangat selamat. Tujuan kajian ini adalah untuk mencadangkan satu kaedah baru
bagi menghasilkan mesej hash yang dikodkan yang dinamik dan saiz yang lebih kecil
dengan jalur lebar yang lebih rendah. Mesej hash yang dikodkan akan dibenamkan ke
dalam imej sebagai stego-imej untuk mengelak pertambahan fail dan seterusnya jalur
lebar dapat dikurangkan. Penerima akan ekstrak mesej hash yang dikodkan dan
dinamik daripada fail yang diterima pada masa yang sama. Jika penyahkodan hash
terenkrip oleh kunci awam dan mesej hash daripada fail asal sepadan dengan fail yang
diterima, ia dianggap sebagai sahih. Dalam meningkatkan keteguhan mesej hash, kami
mampatkan atau kodkan atau lakukan kedua-dua operasi sebelum membenamkan data
hash ke dalam imej. Algoritma yang dicadangkan telah mencapai saiz yang dinamik
yang paling rendah (1 KB) daripada fail asal yang tidak tetap panjangnya berbanding
algoritma hash MDS5, SHA-1 dan SHA-2. Keteguhan mesej hash telah diuji terhadap
serangan penggantian, pertukaran dan perlanggaran untuk memeriksa sama ada terdapat
sebarang mesej yang sama pada output. Dapatan kajian ini menunjukkan bahawa
kebarangkalian kewujudan mesej hash dalam output menghampiri kepada 0%
berbanding dengan algoritma MDS5 dan SHA. Di antara faedah algoritma yang
dicadangkan ini adalah kecekapan pengkomputeran, dan untuk mesej dengan saiz

kurang daripada 1600 bytes, fail hash dikurangkan sehingga 8.51% daripada fail asal.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Since people have been succeeded in making connections among themselves,
the issue of confidential (private) connection came to the attention, too. At first; the
application of confidential connection was mostly in martial issues. With the
development of civilization, the use of ciphering in issues like politics became
essential. In one division, the ciphering systems are divided to block cipher systems
and stream cipher systems. In stream ciphering systems, the ciphering and
deciphering is done on every single bit. In another division, the ciphering systems are
divided into two sections of symmetric ciphering systems and asymmetric ciphering
systems (public key). In one symmetric ciphering system, ciphering and deciphering
are done via one key. Therefore, supplying the authentication and safety of the
message 1s done together. In public key systems, ciphering and deciphering is done
via two keys. These two keys are in a way that without having special information,
reaching from one to the other is impossible. Therefore, in these systems one key can

be spread as public.

In addition, public key encryption technique is the desired encryption
technique that each input bytes into exactly one byte as output. The secret key can be
any string such as a word, a number, or just a string of random letters. Then the
secret key is used to change the content of the information in the method.
Asymmetric algorithms require both the sender and the receiver have the secret key
for encrypting and decrypting of data. Another category of hiding information is
steganography that is a way of inserting information in host image and its end is

protecting copyright law, validation and legitimization of image (Shin and Ruland,



2013). In all the cases, manipulation of image for inserting information should be in
a licensed limit, so that there would be no damage to the image. Nowadays, various
applications of steganography like monitoring the way of product distribution,
ownership validation, copy control and concealed communication are introduced

(Saadi ef al., 2009).

Because of the same application of these two methods (cryptography and
steganography) in protecting confidential information, they are often confused
(Turner et al., 2010). Cryptography is a method that focuses on securing the secrecy
of the message and expanding different techniques to encode and decode data for the
sake of maintaining the secrecy of the contents of communication and message but
steganography’s focus is on maintaining the secrecy of the existence of the message
(Salehi et al., 2009). When the message is revealed or suspicions of the existence of
the secret message emerge, steganography has been unsuccessful in its purpose. Both
of the techniques are protectors against wicked attacks but not perfect and the

combination of them can augment the data strength in a cover media.

1.2 Background of Problem

Text, image, sound and video can be expressed as digital data. Incremental
learning and rapid growth of Internet led people to digital world and communication
via digital data. Whenever there is talk of communication, the security of
communication channel is introduced (Serret-Avila and Boccon-Gibod, 2012). In
structure of public key systems and digital signature, one-way functions are used
F(O) is one-way; if for any x belonging to F(O) range, computation of F(x) is done
easily and computation of x from F(x) from the computational point be impossible.
In addition, increasing the volume of the sent messages and specially using insecure
channels, sending authentic messages via this way seemed difficult or impossible
(Park et al., 2002). The solution used was applying symmetric cipher systems. In
these systems, the sender and receiver agree on a private key. The sender sends and
ciphers his message with this key and the receiver, knowing the key, receives the
message from the cipher text (Mahdi ef al., 2012). The main condition in the above

system is confidentiality (privacy) of the key and the mutual trust between the sender



and the receiver. If one of the parts intends to deceive the other, there is no way to
prevent it. For solving this problem, the message is signed. The signature should be
in a way that any changes in the message are apparent. If there is no possibility for
fake signature, then the identity of the sender can be investigated. This kind of

signature is called digital signature.

Digital signature scheme and steganography are the popular techniques
available to hide data securely. In fact, in a communication channel, steganography
is a method of sending confidential information in a way that the existence of the
channel in this communication remains secret (Thomas and Singh, 2013). Computer
steganography is a steganography method that provides the image security in digital
media and its end is inserting and sending a confidential message via digital media in
a way that no doubt is exited based on the sending of the information (Fridrich ef al.,
2011). Confidential message can be as an image or text or control signal and on the
whole anything that can be expressed as a bit chain of 0 and 1. It should be noted that
there is a possibility that confidential message should come under compression or

cryptography before steganography (Biham ez al., 2011).

The three most important parameters for image steganography are: i)
payload, ii) imperceptibility, iii) robustness (Makbol and Khoo, 2013), and
imperceptibility should be observed in applying the techniques which attempt to
enhance the payloads or robustness. Steganography capacity is the maximum number
of bits that can be embedded in a particular cover file, making the possibility of
detection by an adversary inconsiderably low (Prabakaran ef al., 2013). Embedding
capacity, that is more than steganography capacity, is the amount of information that
can be inserted in a cover medium. When the amount of secret data is high, the form
and specification of the cover media will be changed (An et al., 2012). At the times
of changing the data such as the changes in the facade of the cover data in message
embedded, a technique called imperceptibility is applied. After concealing the secret
data, the appearance or format of cover files must remain unchanged. If a hacker can
distinguish the existence of a secret message, steganographic system has lost its
mission (An ef al., 2012). So, methods like PSNR and MSE are used for measuring
the imperceptibility.



A collaborative approach between steganography and cryptography is
suggested by Islam ef al. (2010). Using Public Key Infrastructure (PKI) method, the
approach provides a high secure hidden data, although the size of the cipher-text is a
genuine problem for the steganography. In order to preserve integrity, PKI
encryption has been proposed by Wang et al. (2009). By using a hash function of
digital signature instead of PKI, we can obtain faster processing and less size for
authentication of the message. Collaboration of these two methods can empower
system for sharing messages, but cryptography produces message sizes larger than

the original message (plaintext) that is known as cipher-text (Malik, 2010).

By using encryption in cryptography, a stage of decryption is also required,
and when the message is detected, another protector shield is available (Johnson,
2010). In steganography, the original message remains without any change and it is
just concealed by using an embedding technique into a cover medium. By doing the
reverse function, we can retrieve the original data. In cryptography, the attacker
being aware of the existence of the communication will break this encryption
algorithm with enough time and resources at any cost (Kae-por, 2008). But in
steganography, we accept that the attacker can detect the cover without being able to
identify the information besides the original cover content (Makbol and Khoo, 2013).
Public key encryption is the basis of digital signature scheme (O’Neill, 2011).

A hashed message value, also called a message digest, is a number generated
from a string of the text. A message digest {0,1}" is an algorithm H that uses non
constant size message as input {0,1}* to produce a dynamic hashed message output.
Dynamic hashed amount is not fixed and depends on the original file as the input
file. The hashed message is substantially smaller than the text itself, and is generated
by a formula in such a way that it is extremely unlikely that some other text will
produce the same hash value. For encrypting hashed message, a private key is used.
Only the one signing the image is aware of this private key used to encrypt the file
and a related public key is used to decrypt the encoded hash message (Fridrich ef al.,
2011). We can hash this image by using the same hashing function that is used at

first and when these hashes correspond, the image authentication is verified.



There are two main approaches for hiding data: (i) image steganography and
(i1) digital watermarking (Zaidan et al., 2009); most of these approaches have
limitations with the size and the robustness of image steganography (Naji et al.,

2009).

In computer networks, bandwidth or data transfer rate is the amount of
information that can be transmitted from sender to the receiver side in the specific
given time (Chen ef al., 2001). In digital signature scheme after generating digital
signature, original file with the digital signature have to be send to the receiver side,
separately. Consequently, a high bandwidth (Jansirani et al., 2011) is required. Thus,
for solving this issue, the data was transformed into encoded format and then these
data were embedded in an image file, finally the image file with the much lower
bandwidth is transmitted. By this scheme not only the authenticity and the integrity

of images can be verified, but also the illegal modifications can be located.

1.3 Problem Statement

The ability to create dynamic hashed message is highly related with the
integrity and robustness of the image steganography. As a significant verification
method, digital signature algorithm introduces a technique to endorse the contents of
the message. This message has not been altered throughout the communication
process (Filler ef al.,, 2009). Thus, it increases the receiver confidence that the
message was unchanged. Two drawbacks when using digital signature schemes are
extra bandwidth and large file size during transmission. Implementing an encryption
algorithm in the spatial domain steganographic method can contribute to increasing
the degree of security. Unfortunately, there is wide variety of attacks that affect on
quality of image steganography, although there are methods for data hiding but they

are still very weak in resisting these attacks.

In Kae-por (2008) study, they had combined three steganography algorithms
on the image through StegCure system; they succeeded in implementing StegCure
which hides around 33% by using Public Key Infrastructure (PKI) which has a high
level of security. Hmood ef al. (2012) illustrated the relation between the quantity of



hidden data and quality of the image by using human vision system property and
pure steganography. The main purpose of their research works is to evaluate the
effect of increasing the amount of data on the quality of the image. They concluded
these findings: first, the images that include a simple texture can hide only 33.3% of
the image size. Second, images that do not include any simple texture can hide up to

50% of the image size.

Robustness is an important concern in developing multimedia authentication
techniques (Shin and Ruland, 2013). Without robustness, an authentication method
can only verify the images or videos at the final stage of transcoding processes, but
not authenticate them. Robustness refers to the amount of distortion that the digital
cover can endure before the hidden message is destroyed. Since the purpose of
steganography process is to hide the existence of the secret data, the message should
be embedded in such way that it cannot be easily extracted from the cover medium

(Makbol and Khoo, 2013).

1.4 Research Aim

The aim of the research is to propose a new method for producing a dynamic
hashed message algorithm in digital signature and then embedded into image with
reduced bandwidth. A digital signature with smaller hash length is developed for

authentication purpose.

1.5 Research Questions

In order to achieve the aim objective, the questions used to guide the study

are as follows:

i.  Why embedded image without dynamic hashed message of digital

signature is not robust for image authentication purpose?



ii.

iii.

iv.

Why hashed message of digital signature in current algorithms have a fix
length output?

How to generate dynamic hashed message of digital signature?

How to evaluate the robustness performance of the proposed algorithm

against hashed message attacks such as collision attacks?

1.6 Research Objectives

The objectives of the study are:

ii.

iii.

iv.

To analyze the robustness of dynamic digital signature in image
steganography for authentication purpose.

To analyze the current algorithms in producing hashed message of digital
signature with a fix length output.

To develop and implement the algorithm that can generate dynamic
hashed message of digital signature.

To evaluate the performance of proposed algorithm against hashed

message attacks such as collision attacks.

1.7 Scope of Study

The scope of the research is limited to the following:

ii.

iii.

Key management is done by using asymmetric-key concept.
Embedded digital signature is in bitmap format image (*.bmp)
Dynamic hashed message file with the text format works better rather

than image format.



1.8 Significance of Study

Digital signature and image steganography are two techniques used for data
authentication. This project focuses on developing new algorithm in hiding data to
enhance robustness of image steganography for image authentication purpose.
Results of this study are an efficient and robust stenographic technique which can
avoid various image attacks. We proposed a new algorithm for producing a dynamic
hashed message algorithm in digital signature by generating an encoded hash
message and then embedded into image for enhancing robustness of image
steganography. Thus to produce a cipher text size closer to an original file; digital
signature can be embedded into the image as stego-image. This is a new approach for
dynamic hashed message in digital signature, based on the divided input using a
fixed block of byte sequences but we emphasize that the output of proposed hash
function need not be of fixed length and size of hashed message output depends on

the size of original file, consequently generate dynamic hashed output.

1.9 Organization of the Thesis

The thesis is divided into six chapters. After this introduction and problem
statement in Chapter 1, a literature review on digital signature and image
steganography scheme and comparing on previous related researches for
authentication purpose is proposed in Chapter 2. In Chapter 3, the methodology and
operational framework that guides the research consists of four phases is described in
this chapter. Chapter 4 discusses about development and implementation of the
research. Chapter 5, evaluation of the results in term of imperceptibility by using
Peak Signal to Noise Ratio (PSNR), Mean Square Error (MSE) and Structural
Similarity Measure (SSIM). The robustness performance of the algorithm is
investigated against hashed message attacks such as collision attacks and finally

Chapter 6 contains novel contributions and suggestions for the future work.
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