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Abstract 

 

Vehicle Ad hoc Network (VANET) is an emerging and promising technology for the Intelligent 
Transportation System (ITS). VANET can help to increase safety and traffic efficiency in flexible and 

feasible way. However, disseminating incorrect information in VANET has wide range of implications 

effecting drivers’ behaviors and causing serious, and may be catastrophic, results. Misbehaving attackers 
can create traffic illusion to disturb VANET operations as well as the potential deployment of safety and 

traffic efficiency applications. In this paper, a holistic view of the existing misbehavior detection approaches 

for countermeasures against spreading malicious data in VANET is studied. In addition, the importance 
and the challenges faced when verifying the correctness of VANET messages are discussed. Finally, the 

drawbacks of existing detection and verification approaches are analyzed.   
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1.0  INTRODUCTION 

 

With the increasing demands of the private vehicles wide world, 

traffic accidents and congestions are increased lifted disastrous 

figures of fatalities, loss of properties and affecting the economic 

growth. Intelligent Transportation System (ITS) is a passive system 

used for monitoring the roads visually using cameras and displays 

the warning on screens hanging on the roads. It needs many 

infrastructures to be installed along the roads. Thus, the traditional 

ITS is considered very expensive (installing, maintaining, 

computation and processing cost) causing lack of availability. For 

that, Vehicle Ad Hoc Network (VANET) is proposed to enhance 

ITS efficiency, scalability, and availability. 

  In VANET, vehicles can exchange information about their 

status, roads hazards, or traffic situations to warn others. Vehicles 

can communicate with each other via a WiFi-like interface installed 

in each vehicle. This communications will enhance vehicles’ 

awareness of its environment and thus reduce the road accidents 

and optimize the traffic flows [1]. Vehicles communicate via a 

Dedicated Short Range Communication Protocol (DSRC), in 

which different types of communications can be obtained such as 

vehicle-to-vehicle (V2V), vehicle to infrastructure (V2I) or both 

between vehicle-to-infrastructure/vehicle (V2X) [2]. With this 

emerging technology, wide range of applications for safety, traffic 

efficiency and passenger comfort has been suggested. An extensive 

summary of VANET applications can be found in [3-6]. 

  Safety and traffic efficiency applications received a significant 

interest from researchers and industries. V2V communication type 

has advantages over V2I such as low operation cost, and flexibility. 

V2V type motivates misbehaving nodes to inject false information 

to the network. Even if the majority are honest in VANET, a few 

misbehaving nodes that send false information can disturb the 

whole network operations. 

  Security plays a vital role in VANET deployment. Without 

employing strong security, VANET applications could be used 

against the community by criminals [6]. Developing proper 

security mechanisms that prevent attackers from abusing VANETs 

applications is challenging task [7]. Most of the critical threats are 

coming from the internal nodes. Internal attackers can be active that 

threaten the whole VANET operations or passive that threaten user 

privacy. An active insider can send false information which might 

cause serious accidents that may lead to threaten people lives and 

lose their properties and affect the practical deployment of 

VANETs. Securing VANET has been extensively studied by many 

researchers and it has achieved significant growth: the related 

works can be found in those surveys [7-10]. The Public Key 

Infrastructures (PKI) has been introduced as the security solution 

for VANET in [2]. Actually, current research mainly focuses on the 

integrity and authentication mechanisms which are partial solutions 

for VANET.   

  The main different between VANET and other ad hoc 

networks that VANET nodes (vehicles) are the source and the 

target of the information i.e. if vehicle has an observation about the 

road, it send messages based on that observation asking other nodes 

to believe its own observation and change their behaviors. From 

this point of view, attackers in VANET can send false information 

aiming to gain some advantage or causing problems for road users 

and may be serious for people lives and properties. One of the 
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serious attacks in the application level is called illusion attack [11], 

in which the attacker sends false mobility information about his to 

motivate the corresponding system to send wrong traffic warning. 

Therefore, VANET information must be verified and validated 

before relayed to the operations. There is no way to defend against 

these types of attacks rather than detecting them. Data validation is 

necessary to ensure that the received information is reliable. Data 

is reliable when it is reflect the ground truth [12]. How network 

nodes in VANET can autonomously evaluate the plausibility of the 

information in the context of the road status such as accidents, or 

vehicles status such as breaking, or mobility data and etcetera? This 

question is a hot research challenge in VANET and it is discussed 

in this paper. We surveyed and analyzed the methods that are 

proposed for verifying VANET data with considering security, and 

privacy issues in the discussion. 

  The paper is organized as follow: Section 2 illustrates types of 

malicious data in VANET. Section 3 describes the significance of 

data verification in VANET. Section 3 describes the possible 

misbehavior data in VANET. In section 4, we describe the 

challenges facing possible misbehavior in the VANET. In section 

5, analyzing the current approaches for data verifications is 

presented and discussed. Section 6 concludes the paper. 

 

 

2.0  MISBEHAVIOR IN VANET 

 

Malicious data is the type of data that is not represents the ground 

truth. Misbehaving nodes may send false information intentionally 

or due to unintentional faults in their operations. Misbehavior is a 

term used in the ad hoc networks for any deviation from the 

expected behavior. In VANET, deviating from normal operation 

can take many forms such as sending false information, conceal 

some information, tamper with messages content such as identity, 

alert type, event location, node position, and time, creating fake 

messages, or forcing another node to send false message are 

considered misbehaviors in data and need to be detected each time 

a message received. According to Gosh et al., in [13], a node is 

called misbehaving node when it can send messages claiming an 

event that either has not occurred, or wrong information confirming 

a real event, or both, causing applications to failure.  

  Generally in VANET, misbehaviors can exist at any layer of 

the network. For example, in physical layer outsider attackers can 

lunch DoS by jamming attack, tamper with hardware, or deceive 

sensors to send false information. In data link layer vehicles can 

send bogus information by altering beaconing rate or lunching 

channel capturing attack. At network level, a malicious node can 

spoof the identity of another node to receive specific information. 

Another serious threats presence of black hole attack on the 

network where an attacker claim its existing in best location to 

forward the information. Wormhole attack where multiple nodes 

could be black hole nodes agreed to transfer the event happened in 

place to make another event in the second place such as accident. 

In the application layer malicious vehicle can generate false 

messages such as pretending to be in multiple locations e.g. Sybil 

attack. Sybil attack could be a source for every possible attack in 

VANET. It can deceive some verification mechanisms that based 

on the voting and can implement black and worm whole attack. 

Also it can send bogus information to cause node fall into fake 

computational and communication overhead.  

  Misbehavior can be intentionally for malicious or selfish 

reasons or it can be unintentionally due malfunction of the 

hardware equipment or other signal related problem such as signal 

loss. Figure 1 shows misbehavior causes taxonomy. 

  There are two types of messages that are used for enabling 

VANET safety and traffic efficiency applications. These messages 

can be classified based on their generation: periodic or event 

driven. Vehicles use periodic messages so called beacons for 

announcing their existence in the network. Beacons are broadcasted 

continuously contains position, time and mobility information such 

as speed accelerating of the vehicles. Vehicles use this information 

to take farther decision about their physical or network behaviors. 

For example in safety application vehicle, vehicle can detect 

abnormal situations on the roads such as accidents or congestions 

even before they appear. The second type of messages is the event 

driven messages which are resulted from the interaction among 

three objects vehicles, roads, and drivers. 

 

 
Figure 1  Misbehavior detection causes 

 

 

3.0  IMPORTANCE OF MISBEHAVIOR DETECTION IN 

VANET 

 

For many considerations such as implementation cost and 

availability, VANET applications rely on V2V communications. In 

the absence of the infrastructure, there will be malicious data. Even 

with high security mechanisms, a vehicle can issue false 

information unintentionally (e.g. faulty nodes) or intentionally by 

simply manipulating vehicle sensors [14]. Detecting malicious 

content is very important for VANET applications. Moreover, most 

VANET applications will use geographical routing protocols where 

the position will be used to achieve better routing and enhance 

network performance [15]. In addition, safety and traffic efficiency 

needs reliable and trusted data. Verify the plausibility of VANET 

data is necessary for reliability of the decision taking to avoid use 

this information. Moreover, detecting misbehaving node that send 

false information is important to be stopped or isolated from disturb 

network operations such in [16]. Recently, many misbehavior 

detection mechanisms have been proposed in order to enhance 

VANET security and safety. For accountability and liability, 

detecting the misbehaving nodes allow authorities to penalize the 

actual sender of the false information and discourage the 

intentionally misbehaving.   

 

 

4.0  CHALLENGES  

 

Although VANET is considered a form of MANET, VANET 

behavior is fundamentally different, even from any existing ad hoc 

network. This diverse introduces many unique characteristics such 

as rapid topology change because of high mobility of the vehicles 

and causing frequent dis-connectivity and network segmentation.  

The connectivity time span among nodes may be very short. Thus, 

it is difficult to maintain secure and reliable communications [17]. 

Network density has high variance in small amount of time which 

leads to scalability or availability problems. As mentioned earlier, 

VANET is the source and the target of the information make it very 

sensitive to messages contain. For that, false messages could be 

fatal on the applications. For example, drivers might adjust their 

behaviors based on the data received from uncertain environment 

which could be fetal for people life and properties. Some 

applications such that related to safety need strict deadline [18]. 
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Another challenge for implementing VANET applications is user 

motivations. Research has shown that 60% of accidents could be 

avoided if drivers were warned half a second before the impact of 

a collision [19]. However, presence of malicious data in the 

network can lead to degrade traffic efficiency or/and catastrophic 

accidents. In the following subsections, we briefly describe some 

of the challenges of data verification in VANET. 

 

4.1  Entity Verification  

 

VANE needs imposing strong authentication mechanisms in which 

attackers (e.g. Sybil) cannot impersonate other vehicles entities. 

However, in ephemeral network, such VANET, the communication 

between vehicles is very short and the topology is rapidly changes. 

For that, scalability, and real time requirements are important for 

secure communication in VANET. Verifying data of individual 

vehicle is very important to assess the behavior of their owner. 

Therefore, linking multiple messages from single vehicle is 

required for data verification. In the other hand, messages link-

ability is a privacy concern. Vehicles are personal property and 

people are very concern about the privacy of their information. 

Drivers will not accept having their movement tracked by peers. 

Authentication protects vehicles from being impersonated by the 

Sybil attackers. However, it facilitates privacy violating by 

allowing attacker linking the messages of individual vehicle and 

track their journey or extract their privacy information such as 

driver name, or vehicle number.  

 

4.2  Position Verification 

 

Most VANET application, if not all, depends on reliable position 

information [20]. In some cases, vehicle position is used as vehicle 

identity to provide anonymity and protect its privacy [21]. Then, in 

such anonymity scenario, Sybil attackers can claim its existence in 

multiple location, thus the false information can be injected in the 

network. For example, a greedy driver uses multiple locations to 

report congestion in a specific region of the road causing other 

vehicle change their routes. In addition, vehicle position can be 

used to help routing protocol [22]. Moreover, positioning systems 

such as geographical positioning systems (GPS) is not accurate 

enough and it suffers availability problem e.g. in the tunnels, or bad 

weather [23]. Besides, GPS signal can be forged causing vehicles 

send its existence in false positions [9]. According to Yang et al., 

in [24], verifying vehicles position is the most important issue for 

safety. Leinmuller et al. at in [22] described the effect of falsify 

position information on the performance geographical routing in 

VANET. Generally, frogged or cheated position can lead to many 

kind of attacks such as illustrated in Figure 2. Sybil attack [25], 

black hole attack [26], worm hole attack [27] are considered among 

serious threats for VANET safety and traffic efficiency 

applications.  

 

4.3  Time Verification 

 

In contrast to the traditional fixed network, VANET may has not 

access regularly to central control. Time is an important element in 

VANET for succession of all type of applications message 

verifications. VANETs assume the availability of common sources 

of time, such as base-stations or GPS. With the absence of clock 

synchronization, nodes need comparing the time of the upcoming 

messages with its local time. Safety applications is time critical 

wrong time estimation may lead to serious problem e.g. accidents. 

Vehicles may ignore some important safety messages while they 

might be very critical due to un-successful time verification. In 

addition, some verification techniques needs accurate timing 

among noes such that proposed in [14] for position verification. 

 
Figure 2  Threats of position cheating  

 

 

4.4  Mobility Verification 

 

Rather than information security perspective, human factor in 

VANET imposes very challenge problems. Vehicles movement 

information is a reflection of the driving activities and driver status. 

Drivers’ behaviors are unpredicted and varied from driver to driver 

based on many psychological features such as driver propensity, 

status, driving time, and many other complex features. Verify the 

correctness or the validity of any reporting situation could be 

impossible, without relating vehicle behavior to this situations and 

data. In addition, monitoring the historical behavior of individual 

vehicle or driver weaken the privacy requirements and increase the 

detection delays. However, one can benefit from the high dynamic 

topology change in VANET to build a system that can track 

vehicles behaviors temporary on the fly, and then, deduce the 

drivers’ behaviors without violating their privacy. With presence of 

many threats such as localization errors and faulty vehicles as well 

as the attackers, mobility information is not reliable and the 

decision upon this information may be uncertain. 

 

4.5  Event Verification  

 

VANET applications have different requirements. For example, 

traffic efficiency applications are delay tolerant whereas safety 

applications are time critical. Most safety applications relay on 

single hope communications whereas traffic efficiency applications 

are multi-hop. Moreover, each application has different context. 

For example, electronic brake light application needs the 

deceleration information from vehicles in safety relevance area 

which is within single hope within an area located in front of the 

vehicles whereas, post-crash notification require several hops 

behind the sender. The plausibility of the event may not relate to 

the trustworthiness of the sender that most security techniques aim 

to provide. Vehicles must be confident about the information 

received from open and hostile environment such the case in 

VANET.  

 

 
5.0  DEFENSE AGAINST MISBEHAVIOR IN VANET  

 

Misbehavior detection and data validation is open and active area 

of research in VANET, especially data related to safety and traffic 

efficiency [28]. To prevent spreading false information in the 
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network proactive or reactive security mechanisms are used in the 

literature.  

 

5.1  Proactive Security Mechanisms  

 

Proactive mechanisms aiming to prevent spreading false messages 

by implementing security mechanisms such as Public Key 

Infrastructure (PKI) or/and digital signature with or without 

certificate along with tamper proof devices [29]. For example, the 

standard approach to provide secure communication in VANET is 

based on Entity-Trust, which is stablished by implementing public 

key infrastructure, signing the messages with digital signatures and 

verified through a certificate issued to vehicle by authority [8, 16, 

30]. These mechanisms successes in preventing outsider attackers 

and prohibit some insider attackers from spreading fraudulent 

messages. However, insider attackers can generate legitimated 

false information for many reasons intentionally such as selfishness 

or malicious or a faulty vehicle may generate false messages 

unintentionally. Moreover, such mechanisms faced many 

challenges such as scalability and complex management and still 

open research problems. Generally, cryptographic signatures trust 

establishment does not guarantee the correctness of the content 

especially when the vehicles have not directly interacted before 

with each other’s e.g. multi-hop network. Moreover, the decision 

of the correctness of the information cannot be taken by knowing 

the trustworthiness of the originators. In addition, proactive 

security mechanisms may suffer scalability problem due its need 

for key management, revocation, and pseudonymous. However, it 

can be maintained through a combination of  infrastructure and 

tamper proof hardware such solutions found in [16].  

 

5.2  Threshold Based Authentication 

 

Vehicle relays information only if it is true. One approach to 

endorse messages, a message is true if it’s reported by threshold 

number of authenticated vehicles (assuming majority honest) [31]. 

However, this approach increases the communication and 

computation overhead. For instance, in the congestions many 

vehicles may report the congestion and causing network to fail. 

Using multiple signatures such as concatenated signatures, onion 

signatures, and hybrid signatures may not suitable for time critical 

applications [32]. As noted by Douceur in [33], Sybil attack can 

make the mechanisms that use redundancy fails in  distributed 

systems. Moreover, threshold based validation is inefficient for 

safety [28], because safety require quick and accurate validation 

algorithms. The need and challenge in how to employing a 

mechanism for validating safety on the fly. According to [28], 

threshold validation mechanisms consider a subset of the 

information to validate the messages which may introduce 

malicious information from misbehaving node. Employing 

methods based on the entity (Entity-Centric) is not enough to 

secure VANET against false information. The assumption that 

vehicle is responsible or reliable on theirs generated information 

may prohibit vehicles from claiming wrong information otherwise 

they will receive punitive actions from the authority. 

  Message authentication raised very critical issue in VANET.  

Attackers can link multiple messages from a vehicle to track or 

extract valuable information about the drivers [34]. Therefore, 

privacy preserving should be adopted in the early stage of security 

design. Privacy can be provided through anonymity and 

unlinkability i.e. the message should resist to be linked together 

[32]. The stander way to preserve privacy is to provide vehicles 

with pseudonyms keys. Vehicles use different key in each time 

interval as described in the IEEE standard [30]. Accordingly, the 

attacker cannot link messages from the same vehicles. However, 

this in turn raised critical security and safety issues. Malicious 

vehicles can use its pseudonym keys to sign false messages and 

create illusion about the traffic. Anonymity encourages 

misbehaving nodes to send false information without fears of the 

liability. Number of efforts to balance security and privacy has been 

proposed in the literature such as in [35-45]. 

 

5.3  Reactive Security Mechanisms  

 

A few solutions have been proposed in the literature aim to 

complement proactive countermeasures with reactive approaches 

such as in [1, 46-49]. Reactive security mechanisms can be grouped 

into two classes: Entity Centric detection approaches and Data 

plausibility and consistency approaches. First approach is called 

Entity-Centric, which can identify the misbehaving node. 

Identifying misbehaving node require a system be able to 

distinguish between node entities. Usually, trusted establishment 

based on authentication with trusted third party PKI or 

cooperatively e.g. group signature is used to issue public and 

private key for each node. Sender vehicle then can use digital 

signature to sign the message. Receiver on the other side can 

identify the sender node by verifying its signature.  Some examples 

of Entity-Centric approaches have been proposed in [16, 50]. The 

second approach of detection mechanism is Data-Centric in which, 

the correctness of the received data is investigated instead of 

investigating the trustworthiness of the sender. Data plausibility 

and consistency check is used to detect incorrect messages. It is 

similar to intrusion detection systems in traditional networks in 

which vehicles correlate the received information with the 

information already known from pervious interaction or predefined 

thresholds such as speed limits. One of the critical problems of 

misbehavior detection in proactive security countermeasures, 

misbehavior detection mechanisms could be aggressive against 

abnormal vehicles during some unusual events such as accidents 

and braking. Thus, they will be classified as misbehaving nodes. 

Another problem related to data-centric misbehavior detection, that 

it encourage malicious vehicle to exploit the absence of entity 

verification to launch Sybil attack. So, balancing security and 

privacy is needed such that in [51]. From other side, in data centric 

security mechanisms, privacy can be maintained through 

anonymity but, it encourage vehicles to inject false data without 

fear of being tracked or punished.  

 

 

6.0  EXISTING WORKS IN MISBEHAVIOR DETECTION  

 

The first existing work for verifying and correcting malicious data 

and detecting the misbehaving node in VANET has been 

introduced by Golle et al. [47]. A general approach has been 

proposed to validate VANET data based on assumption that each 

node has a model of VANET. Each node checks the validity of the 

received data based on local sensors such as camera, infrared, and 

radars. When inconsistencies are detected, based on parsimony 

argument an adversarial model is used to find the best explanation 

of this information to correct them. The approach can provide 

explanations to the incorrect information and find the source of this 

information, so it can be used in accountability and liability 

requirements applications. Authentication always happens among 

the neighboring nodes thus the nodes are authenticated using their 

security materials and the local sensors. In addition, to violate the 

privacy attacker needs to be close to the victims all the time during 

the tracking and this is costly attacks. Position of the vehicles is 

well verified using the local sensors such as cameras and infrared 

as well as the Sybil node will be detected easily. However, using 

redundant sensors to verify the data received may leads to degrade 

the performance of the detection through false reading and 

minimize the detection area to direct neighbours. VANET allow 
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vehicles to sense a broader area than local sensors do. Moreover, 

how the models are crated and maintained is not present. The 

assumption of the high density in the road is not applicable for most 

of the roads so the approach will failed low density regions or from 

time to time based on the density at the particular time. There is no 

validation or performance testing for the proposed approach. 

  Raya et al., [16] proposed a misbehavior detection scheme 

(MDS) to detect misbehaving or faulty nodes by comparing the 

behavior of each node with the average behavior of other nodes in 

its vicinity to build data models on the fly. The entropy is suggested 

as an effective solution to present data anomalies and normal 

behavior. By using the K-means clustering technique, they are able 

to identify the attacker whose data is outlier. Since the MDS can 

only deals with the data from its directs neighbors, the MDS cannot 

differentiate between the message originator and message 

forwarder which lead to false revocation. Moreover, if a real event 

appears on the low density then the event will consider wrong and 

this is very critical safety problem. 

  Schmidt et al., [52] introduced Vehicle Behavior Analysis and 

Evaluation Scheme (VEBAS) for calculating the trustworthiness of 

the messages based on the behavior of their sender. The evaluation 

result is shared with the other vehicles to build reputation system. 

The authors discussed some important requirement for the 

detection mechanisms. For example, the detection must be made 

locally in each node; the system must be coping with the lack of the 

information such as the loss of the beacons message. In VANET, 

the neighboring vehicles change quickly therefore establishing trust 

could be difficult. In addition, the trustworthy nodes might 

misbehave because of selfishness or due to faulty nodes. The first 

misbehaving of a trusted node will not be detected automatically 

accordingly; trustworthiness will not be degraded [14]. No specific 

applications are investigated in their work and no performance 

analysis or evaluation in various road scenarios has been 

performed. 

  Ghosh et al., in [50] introduced a model for detecting false 

alerts in PCN application. The proposed method based on 

monitoring the driver behavior of the sender after sending the alert. 

If the alert is true, then the driver will take the necessary actions to 

avoid the crash location such as stopping the car or changing the 

current lane. If the alert is false then the driver will continue moving 

and will not response to the alert. The assumption that the position 

is always accurate and correct is not valid for the applications that 

relay mainly on the positions, i.e., the position itself must be 

verified. To avoid this assumption, Ghosh et al., [13] enhanced the 

previous model by finding the root cause of the false data. Sender 

vehicle will follow free-flow mobility model until an alert is raised. 

Then, after the alert position, it is expected for the sender to follow 

the crash-modulated mobility model. Based on this, the receiver 

vehicle observed the behavior of the vehicle movement until some 

points after the reported crash position. If the alert is true, the 

receiver vehicle follows the free–flow model until the crash 

location then it will change to crash-modulated.  

  Kim et al., [53] proposed a framework that introduced 

messages filtering model. They argued that when vehicles 

exchange warning messages, it is important that a receiver vehicle 

should validate the warning, and then only alert the driver once the 

system has determined that the messages are legitimate. Validate 

the warning based on two main components: a threshold curve and 

a Certainty of Event (CoE). A threshold curve denotes the 

importance of the event to the vehicle position. CoE represents the 

level of trust the warning. CoE can be calculated from six questions 

called source of information. By combining the results from all 

appropriate sources, if CoE curve intersected with threshold curve, 

then the OBU will notify the driver if the CoE exceed that 

threshold. The communication overhead only analyzed to endorse 

the EEBL applications and no farther applications has been tested 

or evaluated.  

  Ruj et al., in [14] proposed a misbehavior detection model for 

verifying more general information compared to Ghosh et al. [50]. 

Several types of alerts can be detected by the model such as crash 

notification, emergency breaking, approaching emergency 

vehicles, road feature notifications, change of lanes, etc.  Based on 

the alert type there are some possible events consider as invalid 

after the alert. The idea of collecting all valid events for each safety 

application and compared with the actual events taken by the alert 

sender after sending the alert is promising for generalization. 

However, the author left the validation for the future work. In 

addition, the model needs more security and privacy analysis as 

well as performance testing. Position verification need more mature 

approach rather than using sender and receiver time. 

  Yang et al., in [24] introduced MisDis which is a method for 

detecting misbehavers using state automata and supervision. 

MisDis implemented some ideas from PeerReview system 

described in [54]. PeerReview is a system that provides 

accountability in distributed systems. MisDis record all the 

messages have been sent or received for each peer (node) in a 

secure log. Therefore, any node can request the secure log of 

another node and independently can determine whether it has 

deviated from the expected behavior or not. But, accountability 

ensures whether the data is documented in the secure log or not 

regardless of the validity of this data. So, the records may have 

malicious data or falsified data about the location, event or other 

mobility information such acceleration and speed. Although, 

MisDis assume strong identification and authentication scheme, 

there is no discussion about how the privacy is preserved. In 

addition, there is no evaluation or testing the performance 

mentioned in their work. 

 

 

7.0  DISCUSSION 

 

As mentioned earlier misbehavior detection in VANET can be 

categorized based on their detection objectives into two groups 

Entity-Centric (EC) and Data-Centric (DC). Entity-Centric 

detection aims to detect the entity that sends false information. A 

punitive action is taken against the misbehaving node such as 

revocation its security credentials to stop it from future 

participating in VANET or/and it will receive a fine from authority. 

Data-Centric approaches aims to detect the false information 

regardless of the source of this data. Data-Centric approaches try to 

investigate the correlation among the VANET data instances such 

as speeds profile and the message content.    

  The Entity-Centric approaches can be farther categorized into 

behavioral based, trusted based, or hybrid. Behavioral based aims 

to investigate the driver behavior and compare it with expected 

behavior in specific situation. In the behavioral based approaches 

e.g. [16], the misbehavior detection monitors the behavior of the 

node and compare it with the average behaviors of the others node 

in its vicinity. This approach is not useful in the low density cases 

where there are no enough nodes in the position of interest such as 

event position. Event based approaches e.g. [14, 50] start 

monitoring vehicle behavior of the individual vehicle after the alert 

is triggered. For example, they can use this information as transient 

matrix based on Marckov chain to predict the next expected 

behavior and thus, the alert can be validated. This approach can be 

useful for some specific applications where the behavior of the 

node can be expected e.g. [14]. The trusted based aims to assign a 

trust value for each vehicle based on its historical behaviors.  

  Reputation based approaches e.g. [52] are not effective 

because trusted values are slowly change  can share false 

information if it’s compromised or have got faulty sensors. In 
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addition, such models need stable topology whereas in VANET 

two vehicles might meet only for few seconds during their 

operating live. Moreover, reputations based model need access to 

huge data to retrieve the trustworthiness values of the vehicles 

during the communication. That requires RSUs available each time 

the need to retrieve this information. Another solution is to store all 

the trustworthiness values of the vehicles in the OBUs. Both 

choices are not valid assumptions for several reasons such as speed 

of retrieving and processing data in real time requirement 

applications as well as scalability and availability challenges. 

Instead of building trust on the vehicles, some approaches e.g. [53] 

put the trust on the data using some filtering models. These 

approaches are promising in data verification. However, due to the 

high mobility nature of VANET and frequent dis-connectivity, 

these approaches are not realistic.  

 Data-centric misbehavior detection that introduce by Ruj et al., 

in [14] can be generalized for all misbehavior detection types. 

However, the proposed models solve event driven misbehavior 

detection which is the second step after verifying each piece of 

message content such as speed verification, position verification, 

identity verification, and so on. In hybrid based, the behaviors are 

used as the input to build reputations and assign trustworthiness 

values for each vehicle. A trust value for each vehicle is assigned 

based on its past behavior. The trust value is made locally and 

shared to others node to build a reputation system, e.g. [52]. This 

approach inherits the drawbacks of trust and behavioral based 

approaches. 

  Existing approaches focus on single hope data verification. 

Whereas if the event is beyond the transmission ranges of vehicles 

this verification methods is not suitable. For traffic efficiency or 

accident reporting applications, a different verification method 

should be developed to cope with multi hop communications. A 

holistic protocol is needed for cover both single hop and multi hop 

that will be based on cryptographic security measures and data 

consistency to defense against misbehavior in VANET.    

  Plausibility and consistency approaches complete each other 

and can be used interchangeably. Predefined Plausibility checks are 

considered as a prerequisite for checking data consistency. 

However, they are both not effective for detecting the malicious 

data because the fact that misbehaving nodes will try to inject 

plausible and consistent data.  

  To conclude the discussion, entity-Centric trust approaches 

are valuable to defend against misbehavior in VANET and most of 

the proposed solutions are based on entity centric trust. However, 

entity-centric are not enough. VANET Data must reflect a specific 

real world situation such as vehicle position or road situations e.g. 

accidents or congestion. Detection inconsistencies in data are 

important as the consistencies may not be made intentionally such 

as software or hardware shortages or faulty nodes. Data reliability 

is the most objectives of safety applications. Rational decision must 

be taken before vehicle reach event locations. 

 
 

Table 1  Methods and drawbacks of existing misbehavior approaches (DC: Data-Centric EC: Entity-Centric) 
 

 

 

  Misbehavior detection can be also categorized based on their 

detection approaches into cooperative detection type or stand-alone 

detection type. In cooperative type to detect an attacker a 

misbehavior in one vehicles need collaboration with other 

misbehavior detection installed on other vehicles. Whereas stand-

alone mechanisms type detect the misbehavior based on its 

collected data and did not affected by other vehicles detection 

mechanisms. Although, stand-alone is preferable from security 

stand view, it can produce inaccurate results especially when the 

vehicles don’t have enough information to evaluate the presence of 

MDS  Type  Objectives Detection Method Drawbacks 

Golle et al [26] Cooperative  DC  Framework based on the assumption that 

VANET model and all possible events already 
exist in the in the vehicles OBUs. Detection 

aims to detect  Sybil Nodes 

 Use line of sight sensors for  detection and 

verification. 

 Assume each node has a VANET model.  

 No validations or performance test is conducted 
Raya et al., [33] Stand-Alone EC  Anomaly Detection, the average behaviour is 

the normal model and any node deviate from 
the average behaviour considered anomalies.  

Kullback-Leibler distance and Key-Means 

clustering are used. 

 Can wrongly accuse innocent nodes and drop 

important safety messages. 

 No validations or performance test is conducted 

 

Schmidt at al., 

[20] VEBAS 

Cooperative EC  Build reputation through vehicle behaviours 

evaluation modules, Each module consist of 
several sensors. A trusted value calculated 

based on the output of the modules. Trusted 

value is assigned to each vehicles in the 
transpiration ranges. 

 Reputation system is not efficient for VANET due to 

its characteristics. 

 Trusted node could misbehave for selfishness before 

its trusted value is modified. 

 No validations or performance test is conducted 

Ghosh et al., [31] Stand-Alone EC  Compare actual vehicle trajectories with a 
model of expected trajectories created by  

Markovian transition probability matrix. If the 

alert true then the driver crash modulated 
trajectories flow free flow model. 

 Detect the misbehaviour after vehicles reached event 
locations is not sufficient for safety, it demands 

detecting the events before vehicles reach event 

location. 

Ruj et al., in [14] Stand-Alone DC  Vehicles that send safety message will be 
monitored and compared to expected 

behavioural model if such events are actually 

happened.  

 No validations or performance test is conducted. 

 Position verification need more mature approach 

rather than using sender and receiver time. 

Yang et al., in 

[17] 

Cooperative EC  A combination of state automata, supervision, 

and security log to record the behavioural 

characteristics of the target vehicle. If a node 
violated the established policies, then  it will be 

reported to Department of Transportations 

(DoT) 

 Detection will be performed in centralized 

location such as DoT. 

 Cooperation detection is not valid for ephemeral 

networks. As the communication will last for few 

seconds. As no time to maintain secure log for each 
node. 

 Communications overhead will be common during 
exchange secure log of each vehicle. 

 No validations or performance test is conducted. 
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misbehavior. On the other hand, cooperation mechanisms can give 

more accurate results than stand-alone approaches but many 

security threats are possible. In addition, communication and 

computational overhead can be the bottleneck of these approaches. 

An idea to implement both type in one system stand-alone for 

safety applications and cooperation for other applications hence 

they are delay tolerant. However, more work is needed to enhance 

their security and efficiency. 

  Reactive security countermeasures which include Entity-

Centric and Data-Centric approaches have been studied in a smaller 

scale [29]. We emphasis that more work is needed to complete 

proactive security countermeasures with a data-trust 

countermeasures. As shown in Tables 1 and 2 existing misbehavior 

detections approaches either incomplete or insufficient for VANET 

expected applications. Table 2 shows that most propose models are 

Entity-Centric whereas Data-Centric can be the second part of the 

solution. According to Rens et al., [55] no single mechanisms can 

address all forms of misbehavior. The combination between the 

mechanisms is highly recommended since they use the same 

knowledge-base for detecting the incorrect data.  

 

 

 
Table 2  Summary of the covered requirements in existing misbehavior detection approaches  

 
MDS Authentication Privacy Position 

Verification 

Time 

Verification 

Movement 

Analysis 

Application 

Context 

Golle et al [26] Assume Short-
Period 

Public/Private 

Keys 

Assume attacker 
cannot  link data 

over longer 

time periods 

Assume Physical 
Sensor detect the 

neighbours. 

Assume  
synchronized 

times 

Not maintained General - 
Set of all possible 

events 

Raya et al., 

[33] 

PKI/Certificate 

Authority 

Not maintained Assume Position is 

correct 
Not maintained 

Assume  time is 

synchronized 
through GPS 

Kullback-Leibler 

distance 

PCN 

Schmidt at al., 

[20] VEBAS 

Assume  ECDSA-

256 Signature 

Not maintained Redundant Sensors 

such as radar, lidar and 
road map 

Not maintained Speed Profile General – Reputation 

Based on the previous 
behaviours of the 

nodes. 

Ghosh et al., 
[31] 

Not maintained  Not maintained Not maintained Hidden Markov 
Model 

PCN 

Ruj et al., in 

[14] 

Public Keys 

Infrastructure 
(PKI)  

Pseudonymous Keys The difference 

between sending and 
receiving time and 

light speed 

Not maintained assumed PCN, EEBL,  RHCN,  

RFN,  SVA,  CVW,  
CL, EVA 

Yang et al., in 
[17] 

RSU-Ranom Key 
generation and 

OBU random key 

generation ( 
Check-Token) 

Not maintained Not maintained Assume time is 
synchronized 

through GPS 

Not maintained Accountability and 
provide evidence in 

secure logs. 

       

 

 

8.0  CONCLUSION 

 

Misbehavior detection and data verification in VANET are 

essential for implementing safety and traffic efficiency 

applications. In this paper, we reviewed and discussed the 

existing approaches for misbehavior detections with respects to 

different assumptions. The significance of detecting malicious 

data in VANET are described with identifying the challenges 

faced the implementation. 

  Finally, the detection approaches are categorized based on 

their objectives into two categories: Entity-Centric or Data-

Centric approaches. Each category is discussed and analyzed. We 

are currently studying the misbehavior detection in broader 

scope. The aim is to generalize the detection mechanisms to cover 

wide range of VANET applications. 
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