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ABSTRACT 

The Telecare Medical Information System (TMIS) provides a set of different 

medical services to patients and medical practitioners. The patients and medical 

practitioners can easily connect to the services remotely from their own premises, 

whereas, medical practitioners can observe the wellbeing of their patients remotely. 

There are several studies carried out to securely authenticate a remote user to use the 

TMIS facility more securely. Researchers have proposed several Smartcard 

authentication protocols for TMIS systems while addressing a number of 

authentication attacks along with performance issues. However, current TMIS 

authentication mechanism is highly vulnerable to a number of authentication attacks. 

Therefore lacks a completely secure, authentic and validated authentication 

framework. The primary objective of this study is to propose a secure Cloud 

Computing Three Factor user authentication framework and protocols for TMIS 

facility. To accomplish this, the authentication framework is supported by TMIS 

Service Cataloguing and Initialization protocol and TMIS Service Stimulation and 

Reset Protocol. The framework and protocols are verified using Burrows Abadi 

Needham logic standard and validated using Scyther authentication testing. The 

performance is judged using Profiler Analysis. The security and performance 

analysis has proved that the design and developed framework and protocols are 

highly resilient to classical and modern authentication attacks while maintaining 

higher level of security during the complete authentication process. The 

authentication analysis has proved that the proposed work has delivered a verifiable 

and validated security framework and protocols for TMIS facility. 
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ABSTRAK 

Sistem Maklumat Perubatan Telepenjagaan (TMIS) menyediakan satu set 

perkhidmatan perubatan yang berbeza untuk pesakit dan pengamal perubatan. Para 

pesakit boleh menyambung kepada perkhidmatan jarak jauh dari premis mereka 

sendiri, manakala pengamal perubatan dapat memerhatikan kesihatan pesakit mereka 

dari jauh. Terdapat beberapa kajian yang dijalankan bagi mengesahkan penggunaan 

kemudahan TMIS dengan lebih selamat. Para penyelidik telah mencadangkan 

beberapa protokol pengesahan Kad Pintar berasaskan sistem TMIS bagi menangani 

beberapa serangan pengesahan bersama-sama dengan isu-isu prestasi. Walau 

bagaimanapun, mekanisma pengesahan TMIS semasa adalah sangat terdedah kepada 

beberapa serangan pengesahan. Oleh itu ianya tidak mempunyai rangka kerja 

pengesahan yang benar-benar selamat, tulen dan disahkan. Objektif utama kajian ini 

adalah untuk mencadangkan rangka kerja pengesahan pengguna Pengkomputeran 

Awan Tiga Faktor dan protokol yang selamat untuk kemudahan TMIS. Untuk 

mencapai objektif ini, rangka kerja pengesahan disokong oleh TMIS Perkhidmatan 

Pengkatalogan dan Permulaan protokol dan TMIS Perkhidmatan Rangsangan dan 

Reset Protocol. Rangka kerja dan protokol ditentusahkan menggunakan piawai logik 

Burrows Abadi Needham dan disahkan menggunakan ujian pengesahan Scyther. 

Prestasi dinilai menggunakan Analisis Pemprofile. Keselamatan dan prestasi analisis 

telah membuktikan bahawa reka bentuk dan kemajuan rangka kerja dan protokol 

sangat berdaya tahan kepada serangan pengesahan klasik dan moden di samping 

mengekalkan tahap keselamatan yang tinggi semasa proses pengesahan yang 

lengkap. Analisis pengesahan telah membuktikan bahawa kerja yang dicadangkan itu 

menyampaikan rangka kerja keselamatan yang telah dikenalpasti dan disahkan dan 

protokol untuk kemudahan TMIS. 
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CHAPTER 1 

INTRODUCTION 

1.1 Overview 

The modern day health facilities are progressing from outdated paper based 

environment towards modern and smart digital environments (Pinciroli et al., 2011). 

Telecare Medical Information Systems (TMIS) is one of those medical systems 

which facilitate normal user (patient or medical practitioner) to make use of several 

medical amenities remotely. TMIS was initially developed for older age people, 

however, this facility has acquired global attention among people of all ages (Megat 

Ali et al., 2008; Wortmann et al., 2009; Stowe and Harding, 2010). Medical data is 

considered very sensitive, therefore, secure and authentic TMIS framework is a hot 

topic from more than a decade. In order to securely authentication a remote user, 

current TMIS authentication framework is based on Smartcard based Multi-Factor 

Authentication (MFA), Two Factor Authentication (2FA) and Three Factor 

Authentication (3FA) authentication protocols (Mishra, 2013). An authentication 

protocol is comprises of several phases, such as, registration, login, computing, reset 

and etc. Based on a detailed review, current Smartcard based TMIS authentication 

protocols have several authentication and verification loopholes, such as, storage of 

sensitive data within Smartcard, loss of Smartcard, identity theft, eavesdropping and 

operation interruption (Wu et al., 2012; Zhu, 2012; Yan et al., 2013) .
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These issues, in return, have made the current authentication protocols vulnerable to 

number of authentication attacks, such as, insider attack, impersonation attack, replay 

attack, online/offline password guessing attack and more (Kim, 2006; He et al., 

2013; Kumari et al., 2013; Bin Muhaya, 2014; Khan and Kumari, 2014). In addition 

to these authentication vulnerabilities, current TMIS authentication framework has 

number of performance issues, such as, memory usage, hardware support, 

authentication variable access, application peak time issues etc. (Debiao et al., 2012; 

Demirkan, 2013; Das and Goswami, 2014). Therefore, this study aims towards 

pointing out several authentication flaws, along with performance issues within 

TMIS smartcard based authentication framework.  

1.2 Problem Background 

While discussing the problem background in this section, a brief discussion 

of TMIS Architecture is conducted with general TMIS issues and problems 

(TeleCare, 1987; Sintonen and Immonen, 2013). Moreover, a descriptive debate is 

carried out to identify the actual TMIS authentication issues addressed in existing 

studies (Wu et al., 2012; Yan et al., 2013; Tan, 2014). A brief discussion of 

authentication and performance issues are explained to normalize the propose Cloud 

Computing (CC) based 3FA authentication framework and protocols which is the 

main objective of this study along with validation and verification measures 

(Awasthi and Srivastava, 2013; Das and Goswami, 2014). 

1.2.1 TMIS Architecture 

In the modern TMIS facility, a patient and a medical practitioner are 

connected remotely to the TMIS healthcare facility. During the early days, this 

facility was using First Generation (1G) and Second Generation (2G) resource, like 

detectors and alarms to monitor patient’s health conditions. In case of any activity, 

resource was detecting and raising alarm to inform the caretakers or community 

service members of the patient to act accordingly. Due to the global advancements of 
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information systems, this remote monitoring facility is also transformed into a more 

advance platform which is widely known as Telehealth. The Telehealth facility is 

focused on providing more personalized and customized at-home e-health solutions 

(Brownsell et al., 2008; Stowe and Harding, 2010).  

The current TMIS facility make use of modern Third Generation (3G) 

devices to detect and monitor medical conditions of patients residing at home. This 

facility is based on agile Service Oriented Architecture (SOA) environment in which 

patients are connected with the TMIS facility through several wireless devices. These 

devices are utilized to provide patient complete statistics to their medical consultants 

and practitioners in order to monitor the health of their patient. With the help of 

modern-day TMIS facility, a medical consultant can monitor the patient’s medical 

statistics continuously (Megat Ali et al., 2008) as shown in Figure 1.1. 

 

Figure 1.1 The Basic Telecare Framework (Megat Ali et al., 2008) 

Originally, this facility was targeting only the elder patients, however, 

modern TMIS facility is providing a remarkable services to the patients or people of 

all ages around the globe. Patients and their medical consultants are connected 

through wireless networks which is further providing interconnection of patient’s 

data. The monitored data is being exchanged remotely between patients and medical 

consultants. As the patient is not physically present in front of the medical 

consultant, therefore, whatever data is being transferred and monitored is being 

treated as it is to measure and propose medical treatments for the remote patient. 
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Therefore, this information needs to be secured and completely authentic to diagnose 

and treat patients without any medical error (Megat Ali et al., 2008; Maarop and 

Win, 2012; Ghani et al., 2013). 

Additionally, incurring and installing such a facility at home, require a good 

amount of finance to be spent. Therefore, there are many factors involved while 

considering the deployment of TMIS facility at both ends. Factors like, environment, 

sociality, easiness, customization, cost, hardware, performance, implementation and 

on top of all, user authentication and security (Megat Ali et al., 2008). 

1.2.2 Authentication Protocols and TMIS Vulnerabilities 

The purpose of an authentication protocol is to provide a secure data 

exchange and communication between all the entities of a system using cryptography 

digital rules (Liang, 2008). An authentication protocol provide assurance of key 

agreement, undisclosed sharing, non-denial methods and multi-party computation 

(Kim, 2006). An authentication protocol is based on numerous authentication factors. 

These authentication factors are recognized by international security standardization 

bodies (FFIEC, 2006; PCI-DSS, 2008). These factors are, 

i. Something User Knows, e.g., username/password. This authentication factor 

is widely known as First Authentication Factor or 1FA (Coskun and Herley, 

2008). 

ii. Something User Is, e.g., user biometrics. This authentication factor is widely 

known as Second Authentication Factor or 2FA (Lakshmiraghavan, 2013). 

iii. Something User Has, e.g., a mobile device. This factor is widely known as 

Third Authentication Factor or 3FA (Fierrez et al, 2010). 

For a user to get authenticated successfully by utilizing these authentication 

factors, he/she has to go through a number of authentication phases, namely, 

registration phase, login phase, computational phase, reset phase and so on  

(example is shown in Figure 1.2 and 1.3). Modern day authentication 

protocols, whether implemented within TMIS or outside the domain of 

Telecare, such as, E-Commerce, are based on the same authentication phases. 
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There is no major difference in order to authenticate a user utilizing all 

3FA(s). The only dissimilarity is the different business rules of that domain. 

(Guevara-Masis et al., 2004; Hao et al., 2013; He et al., 2013).  

 

Figure 1.2 Example of Registration Phase (Khan and Kumari, 2013) 

 

Figure 1.3 Example of Password Change Phase (Khan and Kumari, 2013) 

Present TMIS authentication framework is completely dependable on 

Smartcards. Based on the conducted reviews, current TMIS authentication protocols 

developed for different authentication phases have several authentication and 

verification loopholes (Wu et al., 2012; Zhu, 2012; Yan et al., 2013). Such as, 

Storage of sensitive data within Smartcard, Loss of Smartcard, Identity theft, 

Eavesdropping, and Operation interruption. 

These issues, in return, have made the current authentication protocols 

vulnerable to number of authentication attacks (Kim, 2006; He et al., 2013; Kumari 

et al., 2013; Bin Muhaya, 2014; Khan and Kumari, 2014). Such as, Insider Attacks, 
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Impersonation Attacks, Replay Attacks, Online/Offline Password Guessing Attacks, 

Parallel Processing Attacks, DOS Attacks, Forgery Attacks, User/Server Anonymity. 

Expensive proposals of costly TMIS hardware infrastructure is another key factor 

which is discussed while analysing performance issues (Kim, 2006; He et al., 2013; 

Kumari et al., 2013).  

However, key objective of these studies is to ensure TMIS facility 

authentication and information security. Most of the aforementioned security threats 

in the TMIS facility is because of the inconvenient and invalidated implementation 

of the authentication factors i.e. MFA/2FA/3FA. This is due to the fact that current 

TMIS authentication studies are not concentrating on developing properly validated 

and verifiable authentication protocols with respect to the authentication factors 

involved in it. Most of the studies are relying on manual cryptanalysis of their 

complete protocol instead of analysing authentication factors by utilizing available 

logical or automated analysis (Bin Muhaya, 2014; Khan and Kumari, 2014; Mishra 

et al., 2014a). Absence of this mechanism is making these authentication factors 

vulnerable to multiple authentication attacks. The most vital and vigorous part of 

TMIS authentication framework is its secure and robust authentication protocols 

(Chen et al., 2012). In a normal medical system, patient and medical practitioner’s 

data is sensitive. It gets more sensitive when they are connected through a wireless 

and remote platform such as a TMIS facility (Chen et al., 2012; Lee, 2013). In any 

authentication scheme, the security and privacy of the information highly depends on 

the successful usage of standard factors of authentication (FFIEC, 2006; PCI-DSS, 

2008). Like other sectors, healthcare sector has also emerged from 1G to third 

generation 3G technologies (Kwak et al., 2012; Vassis et al., 2012) and enabled the 

use of remote healthcare service. These evolvements have made the current TMIS 

facility vulnerable to number of authentication threats. (Cawley, 2013; Lin, 2013).  

1.2.3 Performance, Verification and Validation Issues 

Current TMIS studies lacks standardized validation of their authentication 

protocols by utilizing widely use validation standards and principles such as Burrows 

Abadi Needham (BAN) Logic, Syverson and Cerbesato (SVO) Logic, ProVerif and 
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Scyther. (Burrows et al., 1989; Syverson and Cervesato, 2001). These logical 

standards and principles are built to test and validate the reliability of authentication 

protocols in terms of message verification, freshness and origin trustworthiness 

(Burrows et al., 1989; Syverson and Cervesato, 2001)). In order to fill the 

performance and implementation gap, this study has also pointed out major 

performance and implementation issues in almost all of the proposed TMIS 

authentication studies. Such as, Hardware Resources, CPU usage issues, TMIS 

Application Response Time, Memory Consumption, Excessive use of Variables and 

Events. 

Smartcards are less capable and lacks advance functionalities. Therefore, in 

order to carry out multiple authentications transactions in hospital, banks or 

residential premises, a normal person require number of smartcards to carry along. 

As a result, this has increased the security concerns of theft and loss of smartcards 

(Cao and Zhai, 2013; Hao et al., 2013; Jiang et al., 2014). 

All of these authentication and performance issues outlined above are highly 

critical in nature and play a vital role during selection and adaptation process of 

TMIS facility worldwide. Therefore, in this study, designing and development of 

Cloud Computing based 3FA Authentication Framework and Protocols is presented 

to ensure the resistance and reliability of the TMIS authentication framework and 

protocols against number of authentications attacks. 

1.2.4 Problem Statement 

Current TMIS authentication framework is facing extensive issues such as, 

lack of authentication details, undefined security steps, less privacy disclosure 

policies, lack of cloud verification and use of smartphone frameworks without 

analyzing its security vulnerabilities. Additionally, authentication protocols 

developed based on these frameworks are vulnerable to loss and theft of smartcards, 

registration eavesdropping and operation interruptions. These issues have made the 

existing TMIS authentication protocols vulnerable to insider attack, impersonation 

attack, reply attack, password guessing attack, parallel processing attack, DoS attack 

and Forgery attacks. 
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These vulnerabilities and authentication attacks are due to the continuous 

utilization of invalidated and fragile use of Smartcards, Smartphone and OTP as 2FA 

and 3FA. Numerous 2FA and 3FA based authentication protocols were presented 

and further extended by several researcher. However, almost all of these 

authentication protocols were having vulnerabilities in their registration, login and 

reset processes. Major vulnerabilities of these protocols include: storage of sensitive 

and critical data inside the user Smartcard, loss of identity during login process, 

multiple errors during protocol execution in login and reset processes and use of 

plain-text variables during login process. Smartphone based authentication protocols 

for TMIS were also presented in several studies, however, these studies fail to 

analyze authentication vulnerabilities and authentication attacks while utilizing a 

Smartphone as 2FA. Additionally, majority of the protocols were not verified and 

validated using authentication verification frameworks. Due to these vulnerabilities 

and attacks, existing TMIS researches fail to provide a complete authentication 

framework and protocols for TMIS facility. 

Therefore, this study has designed and developed a Cloud Computing Three-

Factor User Authentication (3FA) Framework and Protocols for TMIS facility to 

overcome these authentication issues, ambiguities and authentication attacks. 

1.2.5 Research Questions 

The above problem statement led to the following research questions: 

i. How to design and develop Three-Factor Service Cataloguing and 

Initialization authentication protocol for TMIS in a Cloud Computing 

environment? 

ii. How to design and develop Three-factor Service Stimulation and 

Reset authentication protocol for TMIS in a Cloud Computing 

environment? 

iii. How to test and validate the authentication of the designed and 

developed Cloud Computing 3FA TMIS Authentication Framework 

and Protocols by utilizing BAN Logic and Scyther authentication 
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testing standards and methods? 

1.3 Research Aim 

The aim of this thesis is to overcome the current TMIS authentication 

vulnerabilities and performance issues by designing and developing Cloud 

Computing Three-Factor User Authentication Framework for Telecare Medical 

Information System. 

1.4 Research Objectives 

Based on the above mentioned research questions, following are the research 

objectives of this thesis: 

i. To design and develop Three-Factor Service Cataloguing and 

Initialization authentication protocol for TMIS in a Cloud Computing 

environment.  

ii. To design and develop Three-Factor Service Stimulation and Reset 

authentication protocol for TMIS in a Cloud Computing environment. 

iii. To test and validate the authentication of the developed Cloud Computing 

3FA Authentication Framework and Protocols by utilizing BAN Logic 

and Scyther testing standards and methods.  

1.5 Scope 

i. The proposed framework and protocols are based on 1FA/2FA and 

3FA authentication factors. These authentication factors are 

recognized as security standards by different international security 

standard organizations like FFIEC and PCI DSS. Other factors which 
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are not yet recognized such as Global Positioning System (GPS) 

based authentication are not under consideration for this thesis. 

ii. This thesis is based on User Authentication Frameworks and 

Protocols. Biometrics authentication (2FA) can be replaced with other 

factors of authentication. Therefore, Biometric image processing 

issues and feature recognition issues are out of the scope of this thesis. 

iii. Means of network transformation can be LAN, WAN or any other 

network. Therefore, specific network protocols, network security 

issues and network types are not being considered in this thesis.  

iv. To satisfy the 3FA requirements, this study has utilized a Smartphone. 

However, this study is not limited to the use of Smartphone as a 3FA. 

v. For concrete analysis in Chapter 2 and in Chapter 6, this study has 

utilized Analytical Hierarchy Process (AHP) (Siddiqui et al., 2011). 

AHP compare multiple entities (frameworks/protocols) by assigning 

weights based on issues and benefits of those entities. To reduce the 

thickness, final results and charts are only illustrated and discussed. 

1.6 Significance of the Study 

The current and ongoing TMIS smartcards studies are vulnerable to several 

authentication loopholes and authentication attacks, including, impersonation attack, 

replay attack, parallel processing attack, online/offline guessing attacks, insider 

attack and many other attacks. This study has not just highlighting and further 

eliminating these authentication vulnerabilities but has also improved other 

limitations like performance, validation and implementation. Another significance of 

this study is its tailored used of the mobile phone camera as a biometrics sensor. This 

capability has also enhanced a normal TMIS user easiness and cost effectiveness by 

allowing the user to authenticate in the TMIS using his mobile phone camera instead 

of buying expensive biometric devices. This study can easily be adopted by other 

sectors and domains, such as, E-Commerce. 
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1.7 Thesis Organization 

The remaining of the thesis is distributed as follows: In Chapter 2, a complete 

TMIS overview is given by discussing its architecture, capabilities surveys and 

analysis reports. In this chapter, a detailed and discreet review of previous and 

current studies are presented that has discussed 3FA authentication protocols and 

their authentication vulnerabilities. A generalized review is conducted while 

discussing several smartphone based 2FA/3FA authentication protocols proposed 

outside the TMIS domain. Chapter 3 presents the research methodology of the 

proposed authentication framework and protocols. Chapter 4 covers the design, 

development and implementation of the proposed security and authentication 

framework and protocols. This chapter also covers, protocol computations along with 

its algorithms discussion. Authentication verification and validation of the designed 

and developed authentication framework and protocols is discussed in Chapter 5. 

The authentication verification is performed using BAN logical postulates along with 

authentication validation which is performed using Scyther validation of security 

protocols. This chapter has also covered the performance test and its analysis. 

Chapter 6 covers a detailed analysis discussion of the authentication and performance 

testing while addressing number of authentication attacks. The chapter is concluded 

with a detail comparative analysis of this study with the existing TMIS studies to 

provide a concise decision based on the findings of the contributions of this study. In 

Chapter 7, the thesis is concluded while highlighting the individual and overall 

contributions and discussing the possible future research directions.
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