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ABSTRACT 

 

 

 

 

 Methods that provide effective protection of data have now become necessary 

due to the huge growth of multimedia applications on networks.  Steganography is 

one of the most widespread approaches of protecting data.  The challenge of 

steganographic methods is to create a rational balance between the quality of the file 

and the size of data that can be transferred.  In addition, the robustness of the 

technique and security of the obscure data must be maintained. This thesis proposes a 

new steganography approach to fulfill requirements of steganography which are 

imperceptibility, payload and robustness.  In this study, the color space of the image 

is first converted from RGB to YCbCr color space.  Then, Cb or Cr channel selected 

to hide the secret data.  The secret data is encrypted using the affine cipher to 

increase the security of data.  The Magic Square Matrix is applied to embed the 

secret code onto the Cb or Cr component using ISB (Intermediates Significant Bits) 

approach.  Finally, the robustness of the cover image is evaluated by applying Salt-

and-Pepper noise.  The results show that the new proposed method not only 

improves the security problem but proposed technique can withstand attacks. 

  



vi 

 

ABSTRAK 

 

 

 

 

 Kaedah-kaedah yang memberikan perlindungan data kini menjadi kemestian 

kerana pertumbuhan pesat aplikasi multimedia dalam rangkaian. Steganografi 

merupakan salah satu pendekatan melindungi data yang paling meluas.  Cabaran bagi 

kaedah steganografi adalah untuk mewujudkan keseimbangan yang rasional antara 

kualiti fail dan saiz data yang boleh dipindahkan.  Selain itu, kemantapan teknik dan 

keselamatan data yang dilindungi mesti dikekalkan.  Tesis ini mencadangkan satu 

pendekatan steganografi baharu bagi memenuhi keperluan steganografi iaitu tidak 

dapat dilihat, muat beban dan kemantapan.  Dalam kajian ini, ruang warna imej 

mula-mula ditukarkan dari ruang warna RGB ke YCbCr.  Kemudian, saluran Cb atau 

Cr dipilih untuk menyembunyikan data rahsia.  Data rahsia disulitkan dengan 

menggunakan affine cipher untuk meningkatkan keselamatan data.  Matriks Segi 

Empat Sama Ajaib digunakan untuk membenamkan kod rahsia ke dalam komponen 

Cb atau Cr menggunakan pendekatan ISB (Bit Bererti Pertengahan).  Akhir sekali, 

kemantapan imej pelindung dinilai selepas dikenakan hingar garam dan lada.  Hasil 

kajian menunjukkan kaedah baharu yang dicadangkan bukan sahaja menambah baik 

masalah keselamatan tetapi teknik yang dicadangkan dapat bertahan terhadap 

serangan.   
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CHAPTER 1 

 

 

 

 

INTRODUCTION 

 

 

 

 

1.1 Overview 

 

 

In this modern era, the security of transmitted information is very important 

because the world has become a global village.  Methods that provide effective 

protection of data have now become necessary due to the huge growth of multimedia 

applications on networks.  It is therefore important to create techniques that provide 

security for the media to protect it from unauthorized, unethical and illegal use by the 

attackers or hackers.  

 

 

The most popular techniques dealing with data security are Steganography 

and Cryptography.  Cryptography is a method of protection for data storage using 

secret key during data transfer.  Encryption is still a successful method to protect 

stored data and to transmit over network. Steganography is an alternative method to 

protect information by preventing the detection of hidden messages (NehaBatra et 

al., 2012).  Steganography encompasses many secret communication methods that 

hide the message from being disclosed or seen. 
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The origin of steganography returns to the ancient Greece where King Darius 

ordered to shaved the head of prisoners to write the secret messages and when their 

hair grew back they moved to the recipient, and the secret remain undetected 

(Norman, 1979; Khan, 1967).  Another story reveals that Greeks wrote their secret 

messages on a wooden medium and then covered them with wax (Silman, 2001).  

Since, then the steganography techniques gradually changed ranging from using 

invisible ink and microdots to modern methods like hiding data in digital media 

(Zim, 1984).  

 

 

Two procedures are used in steganography.  The first procedure is embedding 

which consists of two inputs: payload and cover image (host image).  Payload 

quantity means the amount of the secret message that is going to embed. The cover 

image is used as a cover to contain the message inside it.  After the embedding 

process is completed, the resulting image is called stego-image and is ready for 

transmission to the receiver.  The second procedure is detector. The input for this 

procedure is stego-image, and the detector can recognize the secret message through 

an extraction process (Ravi Saini, 2014).  As a result, the stenography is considered 

the information protection method that uses the host media as a cover for instance 

text, images, audio or video. 

 

 

 

 

1.2 Background of the Problem 

 

 

Several techniques have been proposed to conceal data inside the cover 

image, but the most popular approach is LSB, which is based on substituting the least 

significant bit with bits of embedded information inside the cover data of some or all 

bytes (Chan, 2004a). Slightly higher protection is provided by sharing secret keys 

between sender and receiver, by allowing only certain pixels to be changed and in 

this way it would be difficult to retrieve the message without having the 

“Stego_key”. 
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In steganography, there is a tradeoff between the need to embed a large 

amount of data and to preserve the high image quality.  Therefore, if it is required to 

have more payload, the image quality will be lower and vice versa.  Steganography 

algorithms are usually not efficient with high amounts of embedded payload 

(Nedeljko, 2004). 

 

 

There are several techniques that have been developed to increase the 

reliability and security of hiding data, but all of them have some disadvantages.  

GLM (Gray Level Modification), PVD (Pixel Value Differencing), and DWT 

(Discrete Wavelet Transform) are examples of steganographic techniques (Ravi 

Saini, 2014).  It is necessary to use the most suitable technique for a particular 

application. Imperceptibility, payload capacity, robustness against manipulation and 

statistical attacks are always the main factors that should be taken into consideration. 

 

 

Steganography of gray level modification also called (Gray Level 

Modification (GLM)), is a technique to modify the gray level values of the image 

pixels (neither embedded nor hidden) (Potdar, 2004).  GLM maps the data within an 

image through the concept of odd and even numbers.  The mapping is one-to-one 

between the selected pixels in an image and binary data.  A set of pixels are selected 

form a given image based on a mathematical function.  The selected sets of pixels are 

examined for gray level values and comparison has been made with the bit stream for 

mapping in the image.  The advantages of this technique are optimal insertion of data 

and ease of implementation.  The disadvantage includes the failure due to noise and 

compression attacks (Ravi Saini, 2014). 

 

 

Some steganographic approaches focused on security and robustness, but 

usually the output image presented is either low in quality or has small capacity for 

hidden data.  There is always a requirement to maintain a modified cover image not 

easily distinguishable by human eye.  Obviously, the robustness and invulnerability 

of these methods are inadequate (Olivier, 2005).  A balance between robustness and 

quality will lead to a successful approach. 
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Today, the important question, which needs answering, is that how we can 

increase the amount of the imperceptibility, robustness and maintaining the high 

quality of the image? In this research, the ISB method, affine cipher and Magic 

square are applied to embed large amount of secret data, while preserving the high 

image quality as compared to previous methods and to show high tolerance to 

statistical attacks such as noise.  

 

 

 

 

1.3 Problem Statement 

 

 

Due to the rapid growth of computer and communication technology, the 

digital content is easily distributed on the internet.  However, this distribution 

sometimes causes substantial financial loss and becomes an imperative cause of 

copyright violation.  

 

 With regard to high payload, previous studies proposed various techniques 

including LSB, DCT, DWT and EMD. However, the results of these methods 

revealed that increase in the payload decreases or degrades the quality and 

vice versa. Now, the question is that how to obtain high capacity and 

robustness without sacrificing the stego-image quality? 

 With regard to security of information, the question is how to improve the 

security of secret message? 

 With regard to robustness, previous studies proved that most of the 

steganography techniques are vulnerable to various attacks especially salt 

pepper attack. The question here is that how to design a robust method to 

tolerate the severe attacks? 
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1.4 Aim of the Study 

 

 

This research aims to propose a technique that hides information in color 

images through an ISB technique, affine cipher and magic square algorithms to 

improve the imperceptibility and reducing distortion of the image.  Furthermore, the 

system aims to produce a stego-image similar to the original image in terms of 

human visual system (HVS) measured by Signal-to-Noise Ratio (PSNR). 

 

 

 

 

1.5 Objectives of the Study 

 

 

 This research intends to achieve the following objectives: 

 

• To propose an improved steganography technique for color image based on 

Hybrid method ISB (Intermediates Significant Bits) and magic square to 

increase the security.   

• To adopt the affine cipher in the secret messages of the proposed technique to 

make it highly secure.  

• To evaluate the robustness of the proposed method against salt pepper 

attacks.  

 

 

 

 

1.6 Scope of the Study 

 

 

1. The file to be embedded (secret data) is the ordinary text file format. 

2. The proposed method uses the basic concept of ISB insertion method. 

3. The affine cipher encryption method is used to encrypt the input text file. 
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4. The standard images for testing purposes are Lena, Baboon, Airplane, 

Pepper, Tiffany, Sailboat and Golden hill. 

5. The Salt-Pepper statistical attack is applied on the results to evaluate the 

robustness in terms of security of the proposed method. 

 

 

 

 

1.7 Significant of the Study 

 

 

The need for security especially in transferring the data between the sender 

and receiver is very important.  There is a high demand for implementation of secure 

techniques.  This thesis combined three techniques namely affine cipher coding, ISB 

algorithm and magic square method to increase the security and the amount of 

embedding data.  The proposed hybrid technique has good results especially in two 

terms imperceptibility and robustness.  In addition, the system embeds the secret 

message in a complex way and as a result, it is very difficult to reveal the message 

inside the image.  

 

 

 

 

1.8 Research Framework 

 

 

This study starts with the collection of requirements such as images and also 

prepares the secret messages.  The second step involves the design and 

implementation of the proposed method (embedding and extraction process).  The 

next step is the evaluation of the proposed method, which is performed by measuring 

the imperceptibility and robustness.  Finally, the last step is benchmarking the 

proposed method with current state-of-the-art while discussion about the achieved 

results and elaboration of future goals.  Figure 1.1, depicts the framework of this 

study.  
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