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ABSTRACT

Cloud computing is a promising technology for business and individuals.
Cloud computing allows companies to focus more on their core business and leave
the IT management responsibilities to cloud vendors. However, not many companies
have considered shifting their business to the cloud due to security issues that cloud
computing has. Nevertheless, many researchers have suggested methods to mitigate
those attacks, some have proposed methods to extract the features of attacks and then
use them to help in detecting future attacks. This project aims to support the existing
attacks analysis methods to learn more about attack patterns and attackers’ behavior,
which will contribute to building more reliable attack mitigation techniques and
tools. The proposed system aims to enhance the analysis of honeypot data collected
from attacks in cloud by implementing new data analysis tools that can extract more
data from the honeypot database and correlate them to produce richer data analysis
visualization, as compared to previous systems like Honeypots in the Cloud system.
The analysis result is more attack informative and gives better understanding of

attacks to the system administrator.
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ABSTRAK

Pengkomputeran awan adalah teknologi berpotensi untuk perniagaan dan
individu. Pengkomputeran awan membolehkan syarikat-syarikat memfokuskan pada
perniagaan teras mereka dan meninggalkan tanggungjawab pengurusan IT kepada
vendor awan. Walau bagaimanapun, tidak banyak syarikat telah mempertimbangkan
umtuk beralih perniagaan mereka ke pengkomputeran awan kerana isu-isu
keselamatan yang ada padanya. Walau bagaimanapun, ramai penyelidik telah
mencadangkan kaedah untuk mengurangkan serangan, ada yang mencadangkan
kaedah untuk mendapatkan ciri-ciri serangan dan kemudian menggunakan ciri-ciri
serangan ini untuk membantu dalam mengesan serangan pada masa depan. Projek ini
bertujuan untuk menambahbaik kaedah analisis serangan sedia ada untuk mengetahui
lebih mendalam tentang corak serangan dan tingkah laku penyerang. Pengetahuan
tentang corak serangan ini bakal menyumbang kepada pembinaan teknik serta alat
menahan serangan yang lebih baik. Sistem yang dicadangkan ini bertujuan untuk
meningkatkan mutu analisis data serangan awan yang dikumpul oleh honeypot
dengan melaksanakan alat analisis data yang baru, yang berupaya mengeluarkan
lebih banyak data daripada pangkalan data honeypot dan mengaitkan mereka untuk
menghasilkan analisis yang lebih baik, serta dapat menvisualisasi data jika
dibandingkan dengan sistem sebelumnya seperti Honeypots dalam sistem awan
Analisa yang terhasil adalah lebih berinformasi dan dapat memberikan kefahaman

yang lebih baik kepada pengendali sistem
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Cloud computing includes allotted processing of data over a network, where a
piece of application or software may run on numerous associated machines in the
meantime. It particularly alludes to a single or a group computing hardware gadget/s
usually alluded as a server that are linked through an interaction system such as, the
Internet, an intranet, LAN or WAN. A person who has the privileges to access/use
the server may benefit from the computing power of the server to run an application,
store some data, or carry any kind of computing process of his/her preferences
(wikipedia, 2014).

In the simplest terms, cloud computing refers to the usage of internet to
access, process, store, and retrieve your data instead of using your-single- hard-drive
and computer machine to do all the computing tasks (PC-Magazine, 2014). Cloud is

just like a representation of the term internet See figure 1.1.
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Figure 1.1 Cloud computing simple connection (GRIFFITH, 2013)

The borders between cloud computing and the “basic” local computing
sometimes gets hazy. This is the result of cloud computing being integrated into
many of the application in use today by people. Some software that is installed
locally might in some ways have some links with cloud computing that users can’t
even notice (e.g Microsoft office 365). Or it could be utilizing the cloud for the
storage of users’ data like the Microsoft Skydirve. Besides these there are plenty of
applications that utilize the cloud computing infrastructure to run the users’
computing tasks or to send their data for storage and for retrieval see figure 2.1.

Examples are:

e Google drive.
e AppleiCloud.
e Amazon cloud drive.

e Dropbox.
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Figure 1.2 cloud computing companies (Computing-Cloud-Storage, 2014)

Cloud computing comes with the concept of virtualization/multi-tenant, that
is a single server owned by the cloud service provider can include hundreds
thousands of data for many different subscribers. This multi-tenancy means a lot to
attackers, gaining access to one server means the ability to access many users’ data
hosted at that exploited server (Tianfield, 2012).These concepts and other cloud
computing concepts like outsourcing the computing building resources, and the
external data warehousing widening the circle of the security issues (e.g. privacy)
(Khalil et al., 2014). However, according to (Chen and Zhao, 2012), despites the
claims that are made by cloud providers regarding their tight security measurements
security of the customers and their data is still in danger. Little and weak security
countermeasures are currently implemented by those cloud providers, which provide
insufficient security to the data hosted in the cloud. The year 2009 has witnessed
many security breaches and accidents that had a deep impact on customers’ data

(Chen and Zhao, 2012).

Many researches have been done to improve the security of customers’ data
in the cloud. Cloud providers need to implement the tightest security rules and

techniques that can convince their customers of the security level they-the customer-



can expect and make them satisfy about the level of protection of their data and
private information. Countermeasures like IDSs, IPS, firewalls, and various
cryptographic algorithms are being deployed by cloud service companies to their
cloud infrastructures. However, the increase in the level and the frequency of attacks
requires improvements and enhancements to be made to the existing security
measurements. Adding new security techniques to the existing ones could also
improve the security level of the cloud. For example the technology of honeypot can
be integrated with current cloud security techniques to ensure better security.

Honeypot as a security technology, whose value reset in being explored,
hijacked and/or tampered with. This technology does provide some level of
prevention against security threats and hackers attacks; it works by luring attackers
that they are facing a real system. This feeling gives the attacker the freedom to
behave normally as if they are performing their malicious acts. For the honeypot
owners this chance is like a zoologist studying the behaviors of animals in the wild,
this would allow him-the system owner- to have a full and uninterrupted sight of how
an attacker acts when attacking the system, what sort of information they are

typically looking for and most importantly how they do the search (Noordin, 2004).

Data gathered by the honeypots systems can reveal much of information
about the attacks and the attackers. The information can be utilized to improve the

security measurements of the computing system (i.e cloud computing systems).

1.2 Problem Background

Moving the systems and IT management of the organization to the cloud is
thought to be a step towards better security and data safety than hosting them on the
premises of the organization. However, the reports made by various security firms
rebuttal that thought (Barker, 2014).



According to the 2014 security report made by (Alert-Logic, 2014) the
number of attacks targeted cloud is in a significant increase. The percentage of Brute
Force attacks has risen from 30 to 44 percent. While the vulnerability scan has
increased from 27 to 44 percent. Cross Site Scripting (XSS) made about 69 percent
of blocked attacks at the end of 2012 according to (Infosecurity-Magazine, 2013).
Moreover, DoS and its advanced version DDoS are among those threats that target
the cloud. This attack is considered to be amongst the most serious attacks that a
system would face (Kamal and Kaur, 2011), due to its impact in making the system

irresponsive to its legitimate users and thus loses its value.

However, the use of defense appliances such as firewall to defeat DDoS is not
effective approach of defense due to the position of the firewall (at the border of the
network) which makes the firewall unable to detect the DDoS attacks once they exist
on the network (Liu and Chen, 2011).Intrusion Detection Systems (i.e IDS) are very
significant in cloud computing environment, for the detection of intrusions as cloud
is very attractive to attackers and also due to the huge amount of processing made at
the cloud and the amount of information stored there. (Lee et al., 1998) Proposed a
data mining framework for intrusion detection. Association rules and frequent
periods that were computed from the audit data will be used for feature selection.
These features will then be fed into a classifier to detect the intrusion. System and
network logs are the source of the audit data used to find useful association rules or
the frequent patterns. However, the limitation of this proposed framework is the lack
of detecting new intrusions due to lack of knowledge about their patterns. (Lo et al.,
2010) suggested a framework to detect DDoS attacks by exchanging the alert
information between IDSs in the same cloud computing region. In this framework
IDSs will send out their alert information to other IDSs in the region to improve early
detection and prevention of DDoS attacks. IDS system will compose of four parts:
Intrusion detection to collect and analyses packets, alert clustering to define the
danger level of those packets have not been identified as malicious packets by the
intrusion detection component for improved detection, intrusion response is the third
component of the system and functions to block bad packets and communicating
alerts with other IDSs, last component is the cooperative operation and is used to test

the trustworthiness of the alerts received by the IDS. When detecting a malicious



packet the IDS will drop that packet and send alert notifications to other IDS so that
they can detect the malicious packet when arriving at their networks. The limitation
of this proposed framework is that new attacks cannot be identified by the IDS due to
lack of information about their patterns.

Moreover, Malware are amongst the big threats of today’s internet it causes
great damage to the system they attack. Signature based detection is one way of
malware detection that uses the malware signature derived by analysing the malware
instructions. However, a slight modification on the malware code can greatly help in
avoiding detection (Murad et al., 2010). Dynamic malware analysis is yet another
way of malware detection. The dynamic analysis is done by executing the malware
code to see how it would behave when it runs. Nevertheless, the huge number of new
malware that requires automatic detection degrades the effectiveness of this method
(Gandotra et al., 2014).(Nataraj et al., 2011) proposed an approach that uses image
processing technique to classify the malware through visualization. However, this

approach can be easily beaten because it uses global image based features.

Due to the wide scale of the cloud compare to the traditional 1T
environments, currently-traditional-attack defense mechanisms are not very effective
(Chen and Zhao, 2012).With the rapid development of technology it is a must to
ensure these mechanisms are able to handle new attacks. Development of these
effective mechanisms rests on the attack patterns which these mechanisms have been
fed with and are able to detect them when attacks strike. These patterns are the result
of the analysis process of attacks. Therefore, improving the attack analysis
techniques can be seen as the core of this whole process, and can lead to effective

attack mitigation mechanisms.

Cloud security needs lots of researches to be conducted to enhance its
effectiveness and efficiency in attacks defense. The infrastructure of cloud
computing is changing rapidly. This fast change requires a frequent update to the
security countermeasures and policies adopted in cloud at the same time matching

the security level with the change of cloud behavior and the change on the type of



attacks (Khalil, et al., 2014).The lack of enough knowledge about the patterns of the
attacks as well as the behaviors of attackers is one of the prime reasons current
defense mechanisms fail when facing the sophisticated types of attacks. Some
security tools and services can significantly help the security community to learn
more about the enemies of information systems and their malicious activities. The
use of new tools or the adoption of new approach in the analysis process that is
proved to be effective can be a great step towards more reliable attack mitigation
mechanisms. For example, Honeypot is a security tool which is used to lure attackers
and collect helpful information about them (Noordin, 2004) (e.g. attack source, tools

used to perform the attack, and attackers IP address).

1.3 Problem Statement

Honeypot systems can have very large sets of data in their logs about the
attacks they can detect and log. The sets can be used to study and learn about those
attacks and the behavior of the attackers too. Performing data analysis over those sets
helps to draw a picture that tells the system administrators about the attacks their
system receive and about the attackers too. However, the analysis approaches used
nowadays are not making a full use of these data sets and hence, the picture about
these attacks is not complete. Still lots of useful and informative details can be

extracted from the data sets.

1.4 Aim of the Project

The aim of this project is to extract attacks patterns by analyzing data
collected about attacks targeted the system. A honeypot system will be used in cloud
to collect these data and analysis tool (e.g Kippo-graph) will be used to perform the
data analysis process. This will contribute to enhance and support the existing

security of the cloud.



1.5 Objectives of the Project

1. To study the current approaches to analyze Kippo honeypot data logs, and
explore the current SSH-brute force attack mitigation techniques.

2. To configure the cloud platform, the honeypot system and the analysis
tool.

3. To perform the analysis over the collected data, present the enhanced

analysis result and compare the result with a previous work

1.6 Project Scope
The scope that sets the boundaries of the project is:
SSH-Brute force attacks on cloud

Amazon EC2 will be used as the cloud platform for this project.

Kippo honeypot to be installed on the cloud.

M w0 DB

Kippo graph will be the tool used to visualize the data collected by the
honeypot.

1.7 Significance of the Project

The Importance of this study is to contribute to the security measurements
improvements of cloud computing by integrating honeypots technology to the
security infrastructure of cloud computing. Also the study will contribute to the

attack analysis and thus to the improvements of the attack mitigation techniques.



1.8 Chapter Organization

This project includes six chapters. Chapter one presents the introduction,
problem background, problem statement, Objectives, scopes and importance of this
project. Chapter two will be the literature review of the honeypot, cloud computing,
its service and deployment models, and security issues, the chapter will also talk
about attacks on the cloud environment and discuss the related mitigation techniques
and their drawbacks. Finally malware detection methods will be discussed in this
chapter. Chapter three discusses the methodology used to conduct this project.
Chapter four will discuss the design and the implementation of the system. Chapter
five discusses result of study. In the end, conclusion, recommendations and future

works are discussed in chapter six.
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