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ABSTRACT

In digital image forensics, an important area of research is forgery detection.
Copy-move forgery is a specific type of image tampering where a part of the image
is copied and pasted on some other part of the same image. Currently, robust copy
move image forgery detection techniques are complex and face the problem of high
computation time. CPU based and partial GPU based versions of copy move image
forgery detection schemes currently exist, but parallelization can be improved to
further reducing computation time. In this project, a fully GPU based detection scheme
was designed and developed to achieve improved performance. In addition, this project
uses counting bloom filters instead of radix sort for detecting duplicated image regions.
To compare counting bloom filters with radix sort for duplicate detection, a detection
scheme which supports both techniques is developed. The effectiveness of counting
bloom filter is tested for robustness against copy move image forgeries with added
post-processing and geometric transformations. The developed GPU based scheme is
five times faster than multi-threaded CPU implementations for the feature extraction
process while counting bloom filters performed 18 times faster than radix sort in
duplicate detection. The scheme also achieves 84% detection rate. No false positives
were detected by the scheme.
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ABSTRAK

Dalam forensik imej digital, salah satu bidang penting dalam penyelidikan
adalah pengesanan pemalsuan. Pemalsuan secara salin dan tampal adalah sejenis
teknik pengubahan imej tertentu di mana sebahagian daripada imej disalin dan
dialihkan ke bahagian lain dalam imej yang sama. Kaedah mantap untuk mengesan
pemalsuan secara salin dan tampal dalam imej digital yang kini wujud adalah
kompleks dan menghadapi masalah masa pengiraan yang tinggi. Skim pengesanan
berasaskan CPU sepenuhnya dan separa berasaskan GPU bagi pengesanan pemalsuan
imej secara salin dan tampal telah dibangunkan, tetapi penyelarian masih boleh
diperbaiki untuk mengurangkan masa pengiraan. Projek ini mereka bentuk dan
membina sebuah skim pengesanan berasaskan GPU sepenuhnya untuk mencapai
prestasi yang lebih baik. Di samping itu, projek ini menggunakan counting bloom

filter sebagai alternatif kepada penyusunan radix untuk mengesan kawasan imej yang
hampir sama. Untuk membandingkan counting bloom filter dengan penyusunan
radix dalam proses mengenal pasti ciri imej berpadanan, satu skim pengesanan yang
menyokong kedua-dua teknik dibangunkan. Keberkesanan counting bloom filter diuji
untuk ketegapan terhadap pemalsuan imej secara salin dan tampal dengan penambahan
pasca pemprosesan dan transformasi geometri kawasan imej yang disalin. Skim
berasaskan GPU yang dibangunkan lima kali lebih pantas daripada pelaksanaan CPU
untuk proses pengekstrakan ciri manakala counting bloom filter 18 kali lebih pantas
daripada penyusunan radix dalam pengesanan pendua. Skim ini juga mencapai 84%
kadar pengesanan. Tiada pengesanan palsu berlaku dengan skim tersebut.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Image forgery detection is needed to prevent alteration of images and restore
some trust in digital images (Farid, 2009). It is applied in areas such as journalism,
digital forensic science, and surveillance systems (Gupta, Saxena and Vasistha, 2013).
The availability of powerful image processing and editing software makes it easy
to create, alter, and manipulate digital images (Fridrich, Soukal and Lukáš, 2003).
With that, the issue of verifying the authenticity and integrity of digital images is
becoming increasingly important. There are two categories of image forgery detection
techniques: active and passive. Active, also known as intrusive, detection techniques
require a form of digital signature to be embedded in the image at the instance of
its creation. However, not all digital devices are able to implant such signatures
when capturing images (Muhammad et al., 2011). On the other hand, passive, also
referred to as non-intrusive or blind, approaches examine the image blindly without
reliance on any embedded information. Although a passive approach has wider scope
of usefulness, it is a computationally expensive process (Khan and Kulkarni, 2010).

Copy-move forgery is one of the tampering methods used to manipulate digital
images. It is done by duplicating a region of the original image and pasting it onto
another region of the same image. Various methods have been proposed to passively
detect copy move image forgery. There are two main categories of approach for
copy move image forgery detection: block based and keypoint based. Block based
approaches identify image features based on local image regions whereas keypoint
based approaches identify feature descriptions of objects within the image. This project
will focus on block based approaches and the issues specific to this class of copy move
image forgery detection.
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The purpose of block based copy move image forgery detection is to avoid
an exhaustive comparison of pixels, which is impractical for large images which
are made up of millions of pixels. Segmenting the image into blocks reduces the
number of features which need to be compared. In order to produce small but accurate
representation of blocks, many feature extraction techniques have been proposed such
as Discrete Cosine Transform (DCT) (Fridrich et al., 2003), Principal Component
Analysis (PCA) (Farid and Popescu, 2004), Discrete Wavelet Transform (DWT)
(Bashar et al., 2010), Singular Value Decomposition (SVD) (Ting and Rang-ding,
2009), and Fourier-Mellin Transform (FMT) (Bayram et al., 2009). Some hybrids and
sub-variations of the aforementioned techniques have also been proposed. Although
many approaches have been proposed, there are still issues that need to be solved.

Before the issues that exist in block based approaches to copy move image
forgery detection can be explored, the processes within a block based detection scheme
must first be identified and explained. The common flow of block based copy move
forgery detection can be seen in Figure 1.1. The input for the detection scheme is an
image suspected to contain copy move forgery. Firstly, the image is segmented into
overlapping blocks to separate the different image regions. The image region within
each block is then goes through a feature extraction process which transforms raw
pixel information into a set of image features. The resulting set of image features is
then subjected to a similarity analysis process which identifies pairs of highly similar
or identical image features. The final output of the detection scheme is a set of blocks
suspected to be duplicates of one another.

Input Image

Image Segmentation

Feature Extraction

Similarity Analysis

Detection Results

Figure 1.1: Copy Move Image Forgery Detection Process
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A robust copy move image forgery detection scheme needs to be invariant to
post-processing of the tampered image and geometric transformations of the the copy
moved image regions. From Figure 1.1, feature extraction and similarity analysis
are the most important processes and thus have been the focus of research in this
field. As research progresses towards developing more robust methods of feature
extraction, the algorithms being proposed have higher and higher time complexity. The
complex transformations used to create feature vectors of image blocks require high
computation time. The feature vectors produced during the feature extraction process
are also complex and require some form of normalization or quantization before
similarity analysis can be done, requiring extra rounds of calculations which increases
computation time. As for the similarity analysis process, an efficient technique is
needed to quickly identify duplicate image features within the set of obtained feature
vectors.

1.2 Problem Background

Computation time is currently a serious issue in copy move image forgery
detection, especially in real-time and near-real time applications. Resorting to less
complex algorithms for feature extraction results in lower successful detection rate and
higher false detection rate. These less complex algorithms are also less robust when
confronted with post-processing of the tampered image and geometric transforms on
the the copy moved portions of the image. Hence, it is not a viable solution because it
decreases the overall success and accuracy of forgery detection. It is also possible to
reduce the dimensions of an image before it is analyzed to gain a smaller search space.
However, doing so causes data loss of image detail resulting in less accurate detection.
One method of preserving the robustness of copy move image forgery detection while
improving performance is through parallelization of the feature extraction process.
Parallelization reduces the impact of high algorithmic time complexity and allows
the total time required for forgery detection to scale with the hardware running the
detection scheme.

While the techniques used for feature extraction in previous works have been
various, the techniques used for duplicate feature matching have been extremely
limited. A majority of proposed schemes in previous works have used lexicographical
sorting of feature vector matrix to identify duplicated image regions. Improvement of
computation time for lexicographical sorting has been achieved using radix sort. There
has not been focus in current research on exploring more efficient methods to perform
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block matching because lexicographical sorting has been proven to be effective without
major drawbacks in terms of accuracy. However, the issue with lexicographical sorting
is its computation time (Bayram, Sencar and Memon, 2009). Bayram, Sencar and
Memon (2009) showed that identifying duplicate features using a counting bloom
filter is much faster than lexicographical sorting. Despite this, there have not been any
thorough investigations into how bloom filters perform in terms of resulting successful
detection rate or false positive rate.

Currently, there exist some versions of copy move image forgery detection
schemes using Central Processing Unit (CPU) based parallelization. Sridevi, Mala and
Sandeep (2012) developed a parallelization algorithm based on Java threads executed
on CPU. Modern CPUs offer high clockspeeds and Instructions Per Cycle (IPC) count
and possess excellent pipelining capabilities to process a large number of threads
simultaneously despite their limited number of physical processing cores. With the
existence of Graphics Processing Unit (GPU) general purpose computing interfaces,
it is possible to leverage a large number of GPU processing cores to execute tasks
traditionally limited to CPUs. GPUs are designed specifically to process graphical
data and are thus highly suited for image processing. GPUs have lower clockspeeds
and IPC compared to CPUs but possess a large number of physical cores that can be
used for processing. There has been use of GPUs to accelerate the radix sort of a copy
move image forgery detection scheme, but there is currently no research into using
GPU optimized counting bloom filters for copy move image forgery detection. There
is also currently no algorithm to describe how copy move image forgery detection can
be fully parallelized using a GPU. It is not possible to achieve the same optimization
level by applying the same algorithms developed for CPU parallelization to GPU
assisted computing because of issues such as host to device communication latency
and separated memory. Thus, an algorithm must be designed specifically for the GPU
in order to be optimal.

To evaluate the viability and performance of counting bloom filters in copy
move image forgery detection schemes, a comparison must be made to the existing
lexicographical sorting technique used for duplicate matching. Because a parallel
radix sort has already been used on GPU to significantly speed up lexicographical
sorting, a parallel bloom filter must be used for a fair comparison with radix sort.
In addition, an equal comparison requires the feature extraction technique to remain
constant and produces a feature set that is suitable for processing by both counting
bloom filter and radix sort. Thus, a detection scheme which supports both radix sort
and counting bloom filters needs to be developed. Performance evaluation of counting
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bloom filters also needs to consider forgery detection under different scenarios such
as post-processing of tampered image and geometric transformations of forged image
regions.

1.3 Problem Statement

Robust feature extraction techniques used in block based copy move image
forgery detection require a high computation time. There is a need for reduced
computation time for detection schemes to be practical for use with large images
and in real time environments. Utilization of GPU to compute the processes can
highly parallelize the tasks involved to reduce computation time. Current CPU based
algorithms that have been designed are not suitable to be directly adopted in a GPU
based scheme. It must be determined how a parallel copy move image forgery
detection scheme can be designed for use with a GPU. Counting bloom filter is faster
than radix sort in processing feature vector matrix to identify duplicates. Evaluation
of counting bloom filter in copy move image forgery detection scheme must be done
to determine its effectiveness. To test the performance of counting bloom filter, a
detection scheme which supports both radix sort and counting bloom filter needs to be
developed.

1.4 Research Questions

The main research question to be answered in this study is:

”Are counting bloom filters an effective technique for duplicate matching in a

GPU based copy move image forgery detection scheme?”

The supporting research questions are:

i. How can a GPU based copy move image forgery detection scheme using
overlapping block technique be designed?

ii. Which feature extraction technique for image transformation to feature vector
should be applied for evaluating the scheme that will be developed in this
project?
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iii. How can a radix sort be incorporated into a GPU based scheme?

iv. How can a counting bloom filter be developed for use with a GPU based
detection scheme?

v. How does a parallel counting bloom filter perform in duplicate matching
compare to radix sort?

1.5 Project Aim

The project aim is to improve the performance of copy move image forgery
detection through GPU parallelization and evaluate alternative similarity analysis
techniques by comparing the performance of similarity analysis using counting bloom
filter with radix sort.

1.6 Project Objectives

The objectives for this research are as follows:

i. To design a parallel GPU based algorithm for copy move image forgery
detection using overlapping block technique.

ii. To develop a copy move image forgery detection scheme based on the
designed GPU algorithm which supports forgery detection using counting
bloom filters and radix sort.

iii. To compare the performance of parallelized counting bloom filters with radix
sort in performing forgery detection.

1.7 Project Scope

The scopes of this project are as follows:

i. Copy move image forgery detection can be done using either block based
or keypoint based approaches. This project will only focus on block based
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approaches for copy move image forgery detection.

ii. The parallel approach proposed will be specific to the type of GPU architecture
and software framework for GPU programming in this project, which is based
on Nvidia discrete graphics cards and Compute Unified Device Architecture
(CUDA) platform.

iii. The project will not propose a new method for transformation of image data
into feature representations used in the feature extraction stage. Instead,
quantized Discrete Cosine Transform (DCT) will be adopted as a case study
for parallelization of feature extraction.

iv. The images used for evaluating forgery detection will be generated from the
Image Manipulation Dataset (IMD).

v. Methods have been proposed to perform duplicate matching using k-d tree,
lexicographical sorting and bloom filter. In this project, only the radix sort
implementation of lexicographical sorting and counting bloom filters will be
evaluated.

vi. For evaluation of the parallelized counting bloom filters, comparison will only
be made with radix sort for similarity analysis. The performance will be
compared in terms of detection rate, false positive rate and speed.

1.8 Importance of Project

Currently, copy move image forgery detection is needed in many fields. Of
those fields, journalism and digital forensics often deals with time sensitive cases.
Therefore, a faster forgery detection system will benefit organizations in dealing with
their cases in a timely manner. Existence of parallelized detection scheme can also
make the more complex feature extraction techniques more practical by minimizing
the computation time disadvantages. This project is also a step forward towards real-
time or near real-time image forgery detection.

1.9 Thesis Organization

The thesis is organized in four chapters. This chapter gives and overview of
the fundamentals of copy-move digital image forgery detection and overview of the
current problems that aims to be solved by this project, specifically in regards to the
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feature extraction and similarity analysis processes within a copy move image forgery
detection scheme. The aim and objectives of the project are defined. Finally, The
project scopes are defined and a the benefits of the project are explained.

In Chapter 2, previously done works in the field of copy move image forgery
detection are reviewed and critically analyzed. An explanation of the current issues that
exist within this area of research is presented. The study of past works also identifies
the existing methods which meet the criteria for robustness and are suitable to be used
with a GPU. The issues of performance with block matching techniques is also further
explored. Finally, a study of GPU parallelization is done to help determine how it can
be applied to copy move image forgery detection.

Methodology of the project is discussed in Chapter 3 which includes the
experimental framework and other contributing factors of this project. In particular,
dataset preparation, parameter selection and experimental process are discusses along
with how the developed scheme can be evaluated. In Chapter 4, the design and
implementation of the proposed scheme is shown along with details of the algorithms
used. Chapter 5 presents the results and analysis obtained from the experiments carried
out. Finally, Chapter 6 presents some concluding remarks and recommendation for
future works.
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