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ABSTRACT

Securing information is essential for safeguarding the organization business
operations as information is a business asset to any organization including education
sector. One of the most imperative information security (InfoSec) controls identified
is InfoSec policy. The purpose of this study is to gauge the level of enforcement and
effectiveness of Universiti Teknologi Malaysia’s (UTM) InfoSec policy from the
users’ perspective. This study involved three phases of data collection, namely
preliminary study, interview and survey. The preliminary study allows an
exploratory activity in understanding the information technology (IT) arrangement
and organizational structural practices in UTM environment. Next, an interview with
an IT-expert aimed to understand the establishment of the InfoSec in UTM. Then, a
survey questionnaire is distributed to post-graduate and non-IT staff of UTM,
International Campus, Kuala Lumpur to gauge the level of users’ perception on the
institution’s security policy. The study had found that that nearly half of the users
perceived that they are aware, understand and accept the UTM’s policy, with more
than half of the them agreed that the UTM’s policy is effective. The study also
proposed a theoretical framework model for the effectiveness of the institution’s
InfoSec policy. The model which consists of enforcement, users’ awareness, users’
understanding and users’ acceptance identified as the independent variables, whereas
an effectiveness of InfoSec policy identified as dependant variable. This proposed
framework model may be useful as a basis for reference not only for researchers in

this field but also for practitioner in developing the InfoSec policy.



ABSTRAK

Keselamatan informasi adalah penting bagi memastikan keselamatan operasi
bagi setiap perniagaan kerana informasi merupakan asset utama bagi sesebuah
organisasi termasuk sektor pendidikan. Polisi keselamatan informasi telah di
kenalpasti sebagai salah satu kaedah yang berkesan bagi mengawal keselamatan
informasi. Tujuan kajian ini dijalankan adalah bagi menilai tahap kepenggunaan dan
keberkesanan polisi yang sediaada di Universiti Teknologi Malaysia (UTM) dilihat
dari perspektif pengguna. Kajian ini dilaksanakan secara berperingkat iaitu peringkat
permulaan, temuduga dan kajiselidik. Peringkat permulaan bertujuan untuk
memahami perancangan IT serta carta organisasi yang sediaada di sekitar UTM.
Peringkat kedua pula merupakan peringkat dimana pakar 1T, UTM ditemuduga bagi
mendapatkan gambaran sebenar polisi yang sediaada di UTM. Peringkat ketiga iaitu
peringkat terakhir merupakan peringkat dimana soalan-soalan kajiselidik diberikan
kepada para repondent yang terdapat di UTM, International Campus, Kuala Lumpur.
Berdasarkan kajian yang dijalankan, didapati hampir sebahagian dari respondent
sedar, faham, serta mengamalkan polisi ini. Kajian juga mendapati bahawa
sebahagian dari respondent berpendapat bahawa polisi keselamatan yang sediaada
adalah berkesan. Disamping itu, satu teori rangkakerja berkaitan dengan
keberkesanan polisi keselamatan informasi untuk institusi pendidikan tinggi juga
telah dicadangkan. Pembolehubah-pembolehubah yang dikenalpasti bagi rangkakerja
ini termasuk faktor kesedaran, kefahaman dan penerimaan serta keberkesanan polisi
ini. Rangkakerja ini diharap agar dapat membantu serta dibolehpakai bukan sahaja
oleh pakar pengkaji keselamatan informasi malahan juga oleh para pengguna

informasi.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Developments in Information and Communication Technology (ICT)
certainly have impacted all sectors such as banking, insurance, private organization,
health, transportation, military and government. The education sector, particularly
institutions of higher learning (IHL) is also not spared. As computer usage becomes
more and more pervasive (Al-Salihy et al., 2003), it provides the ability for the
institutions to automate, adapt and accelerate their learning strategies (Bakari et al.,
2005).

The modern world thrives on information and its flows; the contemporary
world, society, and institutions cannot function without their computer-
communication-based information system (Pfleeger et al., 2007). The effect from
this situation had exposed the information system to probable threats and risks.
Hence, these systems must be protected from all aspects; technical, procedural,
operational and environmental. Thus, a safe and secure information environment is
vital to the organizations. Information system must provide information with the

highest possible level of integrity, availability and confidentiality. Therefore, various



controls and measures have been taken and implemented by various organizations in

the world including Malaysia.

The Malaysian Communications and Multimedia Commission, a statutory
body had been set up under the Malaysian Communications and Multimedia
Commission Act 1998 to be responsible for overseeing the telecommunications,
broadcast and online activities for various sectors in the country including financial
sector, military, transportation, government office and to-date education sector.
Besides, having information security policy is one of the most vital security controls
identified and necessary for any organizations. This vital direction-giving documents

is, however, not always easy to develop and implement.

1.2 Background of the Problem

Information is a business asset that has value to any organizations including
IHL. Securing information is a critical issue threatening organizations worldwide.
Security covers many different areas such as physical, network, platform,
communication and application; and each area has its own risks, threats, and
definitely solutions. The survey on the attacks and security incidents reported by
MyCERT, CyberSecurity Malaysia (CyberSecurity, 2008) for the first quarter (Q1)
2008 revealed that a total of 10,354 security incidents inclusive of spam incidents
were reported. This represented an increase of 5.59% incidents rate compared to
fourth quarter (Q4) in 2007. The categories of incidents identified are intrusion, hack

threat, malicious code, denial of service and spam.

According to Wayne (1993) the computer crimes are almost inevitable in any
organizations in Malaysia currently unless adequate protections are put in place. The

top most three computer’s crimes identified are computer viruses, natural disaster and



negligence. These crimes had inevitably caused a total of 17,712 cases of bank fraud
involving RM124.13 million between 1986 and 1992. The total estimated losses due to
computer crime worldwide ranges from $300 million to $500 billion per year for the
same period of year. Lack of awareness on the vulnerable of data, software and

hardware amongst users has been identified as the main cause of the crime.

In United States (US), the academic institutions had faced InfoSec threats and
severe breaches (Steffani, 2006). Incidents such as information theft, data tampering,
viruses, worms and terrorist activity constitute significant threats to public safety and
national security. Despite these InfoSec issues, however, only a few researches have
been conducted pertaining to the policy, practice and theoretical levels to address the
issues. Basically, the goal of the study is know the level of knowledge, policy and

practices of individuals and organizations regarding institution’s (InfoSec).

Information Security (InfoSec) policy is an organization document that
outlines the security requirements or rules that must be met (SANs, 2008b) and
adhered by the organization with the intention to reduce risk, security incidents and
minimize the effect including cost and resources. Reviews of three Malaysian
institutions of higher learning’s websites disclose that basically the institutions have
the InfoSec policy. Unfortunately, different institution has different set of policy.
For example, one of the institutions had focused on the administrative issue of
managing the computer laboratory and password while the other institution covered
only the networking and communication. In addition, a review on seven other
foreign universities’ websites located in the United Kingdom and the United States
had also revealed that the focus of the established policies is different amongst the

universities.

Journals listed in the Malaysian Journal of Computer Science’s website
(MJCS, 2008), University of Malaya, shows that there are 278 journals produced
between years of 1985 to 2008. However, the journals are focusing more on

technical and general perspective of network, communication, application and



internet. Unfortunately, users’ awareness and enforcement of the InfoSec policy are

less discussed and presented in the journals.

1.3 Problem Statement

Securing information is essential to any organization for safeguarding the
information system from any security breaches or incidents. There are many ways
the organization can implement in order to secure the information such as from
technical, physical, or operational environment’s perspective. Realizing that the
InfoSec policy is one of the most crucial security controls in securing the information
system, thus, having effective InfoSec policy is vital for any organization. By
definition, policy is a set of management instructions indicating a course of action,
mandatory and can be though as equivalent of an organization specific law (SANs
2008b). Therein, the policy is crucial to discipline and ensure that the staff
comprehending the management needs with regards to securing the business asset.
Thus, having comprehensive security programme such as well documented policy,
and proper enforcement of the policy will enhanced the security control of the
information. This subsequently will reduce the risks of business or information being

attacks or having security incidents.

An analysis of the InfoSec policy literature had addressed the following gaps:

I. A tremendously increase in the number of security incidents and attacks to
the business operations especially in Malaysia recently had provide warrant
to most organization including IHL that necessary steps need to be taken to
evade these incidents. The security incidents may be precipitated by
disgruntled or dishonest employees. Even the lack of awareness on the
management of password such as passwords posted on monitors can put the

entire information technology system of the institution at risk. Thus, the



14

study on the state of enforcement which covers the users’ awareness,
understanding and acceptance of this established InfoSec policy may helps
the IHL to gain basic understanding on the level of the security strength at

their institution.

Though the academic institutions had faced InfoSec threats and severe
breaches, however, only a few researches have been conducted pertaining to
the policy, practice and theoretical framework levels to address the issues
(Steffani, 2006).

The absence of a standard InfoSec policy framework adopted by IHL
particularly in Malaysia. Currently, different IHL adopted different set of
security policy.

Lack of journals or reports produced in Malaysia that covering the InfoSec
policy particularly related to IHL. Most of the journals covering areas related

to internet and website particularly on public sector. This study expected to
provide information related to InfoSec policy for IHL.

Project Objectives

The objectives of this study are as follows:

To investigate the status of InfoSec policy for Universiti Teknologi Malaysia
(UTM);

To identify components that constitute UTM’s InfoSec policy; and

To examine the level of enforcement and effectiveness of UTM’s InfoSec

policy.



1.5  Project Aim

The aim of this study is to investigate the status and to examine the
enforcement of the InfoSec policy in the IHL in Malaysia, particularly in UTM from
the users’ perspective. The outcome of this study can be used as a proposal for the
development of a standard InfoSec policy framework which may be suggested to
other institutions for a better security management practice within the IHL

community in Malaysian context.

1.6 Project Scope

The scope for this study is to investigate the status and to examine the
enforcement and the effectiveness of InfoSec policy in UTM environment from the

users’ perspective.

1.7  Summary

The chapter begins with an overview of the importance of ICT and the
implication to various sectors including education sector, and followed by the
background of the problem. The issues on lack of information related to enforcement
of InfoSec policy and increasing number of security incidents and computer crimes
especially in the education sectors have led to the problem statement subsequently

defining the project objectives. The project’s aims and scope were then discussed.

The next chapter presents the review of the InfoSec policy literature.
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