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ABSTRACT

Most of image forensics researches have mainly focused on detection of
artifacts introduced by a single processing tool. Thus, they have lead in the
development of many specialized algorithms looking for one or more particular
footprints under distinct settings. Naturally, the performance of such algorithms
are not perfect and accordingly the provided output they might be noisy, inaccurate
and only partially correct. Furthermore, in practical scenarios, a forged image is
often the result of utilizing several tools made available by the image-processing
softwares. Therefore, reliable tamper detection requires developing several tools to
deal with various tampering scenarios. Fusion of forgery detection tools based on
Fuzzy Inference System has been used before for addressing this problem. Adjusting
the Membership Functions and defining proper fuzzy rules for getting optimal results
are a time consuming processes. This can be accounted as main disadvantage of Fuzzy
Inference Systems. In this study, a Neuro Fuzzy Inference System for fusion of forgery
detection tools is developed. The Neural Network characteristic of Neuro Fuzzy
Inference Systems provide appropriate tool for automatically adjusting Membership
Functions. Moreover, initial Fuzzy inference system is generated based on fuzzy
clustering techniques. The purposed framework is implemented and validated on a
benchmark image splicing dataset in which three forgery detection tools are fused
based on Adaptive Neuro Fuzzy Inference System. The final outcome of the purposed
method reveals that applying Neuro Fuzzy Inference systems could be a proper
approach for fusion of forgery detection tools. On the best of our knowledge, this is the
first time that Neuro Fuzzy Inference Systems employed for fusion of forgery detection
tools. Therefore, more researches should be conducted to make it more practical and
to increase the effectiveness of methodology.
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ABSTRAK

Kebanyakan imej forensik kajian telah memberi tumpuan kepada pengesanan
artifak yang diperkenalkan oleh alat pemprosesan tunggal. Oleh itu, mereka telah
menerajui pembangunan banyak algoritma khusus mencari satu atau lebih kesan
tertentu di bawah keadaan yang berbeza. Secara semula jadi, pelaksanaan algoritma
tersebut tidak sempurna dan berdasarkan hasil yang diberi ia mungkin kabur, tidak
tepat dan hanya sebahagiannya betul. Tambahan pula, dalam senario praktikal,
kebanyakkan imej palsu adalah hasil daripada menggunakan beberapa alat yang
disediakan oleh perisian pemprosesan imej. Oleh itu, pengesanan pengubahsuaian
yang dipercayai memerlukan beberapa pembangunan alat untuk menangani pelbagai
senario yang diubah suai. Gabungan alat pengesanan pemalsuan berdasarkan
Fuzzy Inference System telah digunakan sebelum ini untuk menangani masalah ini.
Melaraskan Membership Functions dan menentukan hukum fuzzy yang betul untuk
mendapatkan hasil yang optimum adalah proses yang memakan masa. Ini boleh
diambil kira sebagai kelemahan utama Fuzzy Inference System. Dalam kajian ini,
satu Neuro Fuzzy Inference System untuk gabungan alat pengesanan pemalsuan
dibangunkan. Ciri Neural Network daripada Neuro Fuzzy Inference Systems
menyediakan alat yang sesuai secara automatik untuk menyesuaikan Membership
Functions. Selain itu, pada awalnya Fuzzy inference system dihasilkan berdasarkan
teknik fuzzy clustering. Tujuan rangka kerja dilaksanakan dan disahkan berdasarkan
pada imej penanda aras splicing set data di mana tiga alat pengesanan pemalsuan
adalah bergabung berdasarkan Adaptive Neuro Fuzzy Inference System. Hasil dapatan
daripada kaedah yang bertujuan bagi mendedahkan bahawa mengguna pakai Neuro
Fuzzy Inference Systems boleh dijadikan pendekatan yang sesuai untuk gabungan alat
pengesanan pemalsuan. Pada pengetahuan kami, ini adalah kali pertama Neuro Fuzzy
Inference Systems digunakan untuk gabungan alat pengesanan pemalsuan. Oleh itu,
lebih banyak kajian perlu dijalankan untuk menjadikannya lebih praktikal dan untuk
meningkatkan keberkesanan metodologi.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Nowadays, so many devices exist for producing digital images. Almost, every

communication device has access to the Internet and is equipped with a digital camera.

Digital cameras with different qualities and capabilities which produce very high

resolution digital images are available for both professionals and amateurs.

Currently, individuals spend considerable amount of time surfing the Internet

and digital images appear to be an inevitable aspect of this context. The exploitation

of digital images and photos taken by various smart recording devices is getting more

tangible as the number of social networks such as Facebook, Twitter and Instagram

increases and users tend to share every moments of their lives as well as some

interesting occasions which happen in their countries, cites and neighbourhoods.

Moreover, images might be used to convey special messages deliberately.

For instance, an image taken from a protest may be intended to show the power of

numerous individuals supporting an idea which is ignored by the government. Or a

picture taken form the private moments of famous people might be intended to reveal

secretes about them which can change their lives dramatically or to put them in a

situation in which they are forced to do things in favor of a third party that otherwise

they would refuse to do in a normal condition. This innate and potential quality of an
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image in general and digital image in particular would increase abuses such as image

forgery and manipulation within the realm of digital image editing and postprocessing.

Editing and postprocessing operations are no longer limited to computer

science laboratories and are not restricted to the researches. Now, with not too

expensive softwares like Photoshop, it becomes an easy task to make different kind of

changes on photos even by the persons with limited information on image processing.

Most of the devices have some sort of free image processing softwares that helps

people to convert and demonstrate the taken image as they intended. Softwares like

3D-max helps to create completely virtual images independent of other real photos.

Most of the times, manipulation of images is done with the aim of increasing their

performance, however it sometimes could be used to transfer an untrue message or

disfigure an existing fact. Figure 1.1 illustrates a very famous forged image that shows

a very famous celebrity next to a politician. This image affected the Senator John

Kerry’s destiny in the United State of America presidential election on 2004. The

person who created this image by composting two different images was arrested and

this image itself was used as a clue and proving evidence of the criminality in the court.

According to the above mentioned intentions, it is easily seen that finding

the integrity of images is very important and attracted many researches to work on

detecting the possible forgery on images. In general, there are two forgery detection

categories, the active detection methods and the passive ones which are known as blind

detection methods (Farid, 2009).

Active forgery detection methods follow the idea of inserting information

inside the images and use them for authentication and showing the integrity of the

images. These methods include two common techniques, digital watermarking and

digital signature. The problem in using these techniques is that, these information must

be inserted into the image during taking the photos or just during the post processing

operations. Inserting these information needs special kind of softwares as well as

specialized hardwares included in devices. For this reason, it is almost impossible to

discover the trace of forgery and it is almost a hard task to authenticate the originality
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Figure 1.1: This is one of the most famous sample of image forgery. This picture
belongs to John Kerry and Jane Fonda at Anti-War Rally which is a faked image and
its purpose is to show that these two persons standing together at podium during 1970s
anti-war rally.
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of the most daily taken images. On the other hand, it is a very hard task to remove and

reinsert these information on photos (Katzenbeisser et al., 2000; Cox et al., 2003).

Unlike the active methods, passive methods use the information of the image

itself to detect the forgery. For this purpose, these methods search the image to find

any trace of forgery and it makes these methods more practical than the active ones

because most of the images in real life is not accompanied with a watermark inside

(Farid, 2009).

There are different kinds of passive methods for detecting possible forgeries

and none of them claims to have 100% accuracy (Kirchner and Bohme, 2008),

because forgers sometimes do it with such proficiency that makes the detection very

hard and even an impossible job (Kirchner and Böhme, 2007; Kirchner and Bohme,

2008). There are many types of image forgery methods such as image splicing,

copy-paste attack, and image retouching. It is almost impractical to use a single

method for detecting different kinds of forgeries, because there should be a common

characteristics or features to be used for detecting them (Avcibas et al., 2004; Hsiao

and Pei, 2005). Therefore, most of the researches just focus on one type of forgery.

The main objective of image splicing is is to develop a new image from two or

more images, and it is wildly used for image forgery. Image splicing detection is the

main difficulty in image forensics. However, there is almost no ultimate solution for

the problem(Ms. Sushama, 2014). Therefor, the current research concentrates on the

splicing forgery attacks.

1.2 Problem Background

Image splicing is a technology of image forgery carried out by combining

image fragments from the same image or others without further postprocessing such
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as smoothing of boundaries among adjacent fragments (Zhang et al., 2008). Figure 1.2

depicts the steps of generating a splicing forgery. F (x, y) and G(x, y) are two images

and H(x, y) is a fragment of F intended to be moved into the G and the I(x, y) is the

resulted image. It is important to mention that F and G might be identical.

Many researches carried out on detecting the splicing forgery. First group of

researches focused on detecting the possible forgery using statistical analysis of pixel

information and the second group diverted their focus on detecting the inconsistency of

the light directions to trace the potentially existent splicing forgery (Redi et al., 2011).

Figure 1.2: Steps of Image Splicing.

Simple splicing operation itself, even when visually masked with blending

techniques, leaves its traces in the image statistics. Thus, it seems possible to use

these traces for detecting the splicing forgery. This is the idea of the first group of

researches.

Ng et al. (2004a) work was one of the early researches in this area. They used

the idea initiated by Farid (1999) as a base of their work. Farid (1999) work is also one

of the first studies for finding the traces of forgery in digital signals. The authors idea

is as, when deformation in digital data happens, it would be possible to detect traces

of this distortion using the spectrum analysis. The auther showed that power spectrum

(1’st order correlation) is unable to detect this kind of traces and he recommended
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to apply higher order correlations and as a result, he used bispectrum (Third-order

correlation) for detecting audio signals forgery. Ng et al. (2004a) generalized the

Farid (1999) idea in image processing and considered the information of pixels as a 2d

signal. By using bispectrum of harmonically related Fourier frequencies of a signal, it

is possible to capture quite discontinuities introduced in an image after splicing.

On the other hand, second group focused on detecting forgery using

illumination analysis. The main idea is, when an authenticated image is processed

for illumination direction, majority of objects in the image would have the same or

very similar lighting direction. Illumination direction could be detected by processing

the intensity of the colors in the neighboring pixels (Redi et al., 2011). Though modern

editing tools allow to conceal the traces of splicing in a convincing way, it is not always

possible for the forger even for the professional one to match the lighting conditions

of the regions that make up the composite, as in the well-known case of the Kerry and

Fonda photomontage(Figure1.1). Several studies are dedicated to forgery detection

through the scene illumination analysis. A first attempt was proposed by Johnson and

Farid (2005), in which they estimated the incident light direction for different objects

in order to highlight the mismatches. Similar approaches could be find in Johnson and

Farid (2007b) and Zhang et al. (2009).

Even though very good studies have been done in the area of splicing forgery

detection and lots of techniques have been introduced for this purpose, it is still not an

easy task to detect forgeries with reasonable accuracy. The imperfection of accuracy

might happen due to performing post processing operations for hiding the traces of

forgery or utilizing lossy compression formats. This is the problem that could be

referred to as “Uncertainty”(Barni and Costanzo, 2012).

One approach for dealing with uncertainty in detecting splicing forgery attack

is using more than one detection tool simultaneously. This could be done by using

fusion. In the area of splicing detection by the use of fusion, there are two approaches.

One which use it before decision making process, and the other use fusion after making

the decision.
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The (Fu et al., 2006; Dong et al., 2009; Chetty and Singh, 2010) are the studies

which use fusion of features before decision making process. On the best of our

knowledge there is only one experiment that has used fusion after decision making

process of forgery detection tools(Barni and Costanzo, 2012).

Using fuzzy for fusion of forgery detection tools has been remained on touched

for a long time Chetty and Singh (2010); Barni and Costanzo (2012) and there is still

good chance to use it in this area. The term “Fuzzy logic” was introduced in 1965 by

(Zadeh, 1965). Fuzzy logic has been applied in many fields, from control theory to

artificial intelligence. The main advantage of fuzzy inference systems is the ability of

dealing with incomplete information. This makes fuzzy logic a good choice for solving

the problem of uncertainty in forgery detection.

The problem of fuzzy logic based systems is that adjusting of Membership

Function (MF) for getting accurate results is a time consuming process. The hypothesis

in this study is using NFIS system instead of FIS. By fusing splicing forgery detection

tools using NFIS, adjustment of MF could be done automatically and this option would

decrease the time required for forgery detection. According to the provided literature,

this is the first time that NFIS based approach is used for splicing forgery detection

and it is anticipated that the obtained results would be better using this method.

1.3 Problem Statement

Very good researches have been done in this area and lots of features have

been introduced for this purpose, it is still not an easy task to detect forgeries with

reasonable accuracy is referred to as uncertainty. One approach for addressing the

uncertainty is to use FIS for combining some forgery detection techniques. To the best

of our knowledge, there are only two published works exist that use FIS addressing

the uncertainty Chetty and Singh (2010); Barni and Costanzo (2012). Limitation on
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using the fuzzy based system is, for having better results, the MFs should be adjusted

manually and different kinds of fuzzy rules should be tested which is a very time

consuming process.

1.4 Objectives

Based on the problem statement, the following objectives are stated:

1. To investigate feature extraction and decision making by SVM for splicing

forgery detection tools.

2. To Enhance the accuracy of detection by fusion of splicing detection tools based

on DWT decompositions analysis, Edge Image analysis using GLCM and N-Run

Length matrices analysis.

3. To evaluate the performance of proposed method compare to each forgery

detection tool individually.

1.5 Project Scope

The dissertation is bounded to the following scopes:

1. We focus on one type of image forgery; the splicing attack.

2. DWT decompositions analysis, Edge Image analysis using GLCM and N-Run

Length matrices analysis are three forgery detection tools that are used for

feature extraction and fusion.

3. MATLAB will be used to implement the proposed algorithms.
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4. We are focusing on detecting the forgery images. Targeting the forgery location

is out of our scope.

1.6 Significance of Project

One of the techniques for fusion of forgery detection tools is using fuzzy

inference systems. To the best of our knowledge, there are two experiments that used

this approach for fusion. Chetty and Singh (2010) relies on Fuzzy integrals applied

to the features extracted by forensic algorithms and Barni and Costanzo (2012) uses

Fuzzy rule-based system in which the input of system is the final decision regarding

each forensic tool.

The disadvantage of using Fuzzy based system is that the MFs should be

adjusted manually which is time consuming. Also, it is necessary to define good fuzzy

rules in order to obtain good results. Moreover, these adjustments of MFs and defining

the fuzzy rules depend on the expert idea. A Neural Network characteristic of the

purposed approach helps MFs to be adjusted automatically. Also, the characteristic of

grid partitioning helps the NFIS systems to define the whole FIS automatically. This

will save considerable amount of time.

1.7 Dissertation Organization

This dissertation is organized as follows. Chapter 2 includes the literature

review. It consist of fundamental information of image processing, fuzzy logic, NFIS

as well as thoroughly study of forgery attacks, different forgery detection and splicing

forgery detection techniques. Chapter 3 presents the proposed methodology of this

dissertation . Chapter 4 includes the experimental results and discussions based on the
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proposed methodology. Chapter 5 describe the overall conclusion of the dissertation

and feature works.
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