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ABSTRACT

Because of decline in human theft, error, fraud and also misusing the
computer properties, the approach of value focused thinking needs to be established.
A powerful IS or information system is not able to be developed just according to its
technical abilities. This project concentrates on bringing a lot of reliable security
system of IS and recognizing the core parts by means of value focused thinking
method. Mean and fundamental goals are the outcomes of this method in which the
core objectives all have some general usage for decision making in planning of
security. The basic objectives have a tight relation with acknowledged aims of the
information system security for instance confidentiality and integrity and the mean
goals are generally about social challenges for example being responsible for using
the sources effectively. In this project, value focused was used in order to develop
the current model of the scope. In this regard 6 individual experts were asked to
participate and by asking them some questions, fundamental objectives of the
organization extracted. Then a new model was presented and this model before being
distributed among the staff as a questionnaire was shown to 6 experts and they
confirmed it. After their confirmation, this new model was tested by means of

questionnaire and the results were analyzed by using the SPSS software.



ABSTRAK

Oleh kerana pengurangan dalam kecurian manusia, kesilapan, penipuan dan
juga penyalahgunaan sifat-sifat komputer, pendekatan kepada nilai berfokuskan
pemikiran perlu diwujudkan.Sistem maklumat yang kuat tidak dapat dibangunkan
hanya mengikut kebolehan teknikal. Projek ini menumpukan kepada membangunkan
lebih banyak sistem keselamatan maklumat yang boleh dipercayai dan mengiktiraf
bahagian teras melalui kaedah pendekatan kepada nilai berfokuskan pemikiran .
Maksud dan matlamat asas adalah hasil kaedah ini di mana semua objektif teras
mempunyai beberapa penggunaan umum untuk membuat keputusan dalam
perancangan keselamatan. Objektif asas mempunyai hubungan yang rapat dengan
mengakui keselamatan sistem maklumat seperti kerahsiaan dan integriti dan maksud
matlamat adalah secara umumnya mengenai cabaran sosial contohnya
bertanggungjawab dalam menggunakan sumber-sumber dengan berkesan. Di dalam
projek ini, pendekatan kepada nilai berfokuskan pemikiran telah digunakan untuk
membangunkan skop model semasa. Untuk itu, 6 orang pakar telah diminta untuk
mengambil bahagian dan dengan memberi beberapa soalan, kami mencapai objektif
asas organisasi. Kemudian model baru telah dibentangkan dan model ini sebelum
diedarkan di kalangan kakitangan sebagai soal selidik ianya telah disahkan oleh 6
orang pakar tersebut. Selepas pengesahan mereka, model baru ini telah diuji melalui

soal selidik dan keputusan telah dianalisis dengan menggunakan perisian SPSS.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Assuming some of the threats for instance human theft, errors, employee
error and technical fail are the most important threats to IS (Whitman and Mattord,
2005). Therefore educating the members about the information security seems
crucial. The individuals who are employing security monitors need to be trained and
also to be aware about security’s importance in a specific context due to having
sufficient usage of security monitors can be done while the staff know about
necessity of security (Pfleeger and Pfleeger, 2003). This study mainly focuses on
organizational and human elements inside the information security system and
computer. There will be a drastic impact on security if both organizational and
human elements affect their usage and employment with not respecting the technical
controls power (Bishop, 2002). In this regard, the considered juncture of IS and
computer vulnerabilities might be done by a vulnerable computer and also IS
protection for instance weak usability or poor password so some harmful intentions
might happen. The outcomes of individual practices and organizational policies that
their origins are inside the early design presumptions as well as management choices

will lead to susceptibilities (Besnard and Arief, 2004).



1.2 Background of the Study

B Nowadays, all organizations are trying to increase their performance by
using IT (Popova and Sharpanskykh, 2010; Smart and Conant, 2011; Walker et al.,
2011). Some researches tried to identify the important factors and impact of these
factors on IT acceptance, for example, Venkatesh and Davis (2000); Holden and
Karsh (2010) by using managerial view identified important factors on employee
performance and impact of these factors on IS security. Also some researches have
been done for evaluating the impact of IT on knowledge sharing, most of these
researches used knowledge sharing for achieving higher innovation (Maier and
Héadrich, 2011; Choi et al., 2010).

However, the importance of IT and its advantage causes to researches study
on it from different views. Surely so many researches study IT from engineering side
and information system security is a most important of these researches. Information
in all organizations is important and ISS trying to protect this important (Ling and
Masao, 2011).

The outcomes of managed IS security, concentration on information system
security study moves higher than the technical perspective and it can be close to
organizational and individual point of view for having general objectives inside the
system. Regarding organizational level there is no growth for the information
security breaches in IS and happening of the risks that can threat individuals inside
the firm. Also for having sufficient understanding of information system security in
area of ethics, is according to mentioning it at the level of combination of the
organization and technology. According to Segev et al. (1998) statement, the key of
the security is not about technology, but rather the organization. Also it should be
noted that IS security at organizational and technical level (Trom peter & Eloff,
2001) as well as its establishment needs to have cognizance of both human and

ethical assumptions.



In general, the important values of individuals that are core of objectives
which will be developed, the clarified organizational and social definitions and their
elements have their main roles as well. As mentioned by Keeney (Keeney, 1992),
providing values for the consciousness lets you to clarify the hidden goals, the ones

you did not know you had before.

The IS security cornerstone goals which are the foundation of activities of
secure system in past and the crucial reason for developing methodologies that
integrity, confidentiality and also the data availability needs to be followed by the
value measures for avoiding inability issues related to managing IS security. So in
this case, the method of combining different organizational and social elements to

make sure security of IS was assumed.

1.3  Statement of the Problem

The IS or information system security will continue to show some extent of
challenge related to professionals and executives. A bigger part of the information
system security study is naturally technical with a little assumption of organizational
and individual challenges. These days unfortunately, a lot of firms do not have
sufficient attention to the individual value and they only concentrate on technical
parts. Because of technical failures and human errors, organizations need to be aware
about crucial role of education of staff for enhancing the information system

security.

Because a lot of firms apply and use advanced technology for their security
system for instance biometrics and smart cards, the external threats will not be
assumed as the key issues of the IS (Kreicberge, 2010 and Leach, 2003). According
to Leach (2003), the important challenges are about some of the internal threats like
errors of users, their carelessness and also omissions that are all resulted by internal

elements as the behaviors of week users. Based on some researches, in a lot of



security breaches staff inside a firm could be assumed unintentionally or
intentionally (Kreicberge, 2010, Siponen et al., 2010). The guilty role of the staff is a
point that is assumed as an internal threat. Based on Boujettif and Wang (2010), four
out of five security incidents in firm are the result of internal threats. Some of them
in Malaysia will proof this fact as well. For instance, human error is a crucial internal
threat in using Health Information System of the Malaysia (Samy, 2010, Humaidi,
&Balakrishnan, 2013).

According to some studies, in so many security breaches employees in an
organization can be guilty intentionally or unintentionally (Kreicberge, 2010,
Siponen et al., 2010). Employees' guilty role is something that is an internal threat.
As Boujettif and Wang (2010) reported 4 out of 5 security incidents in organizations
are caused by internal threats. Some researches in Malaysia support this fact. For
example, human error is one of main internal threats in applying Health Information
System in Malaysia (Samy, 2010, Humaidi, & Balakrishnan, 2013).

For as much as technical and human factors and relation between these
factors in order to improve ISS in healthcare industry in Malaysia is not clear, this
study attempts to show how technical and human issues can improve the information

system security in these industries.

1.4 Purposes of the Study

According to the past studies which was accomplished in IS area, a lot of
concentration is for the technical aspect in nature and there exist a little focus of
value measures and the organizational challenges. Also the managed IS security
shows a sufficient challenge for the executives and organizations. Here, technical
borderline was passed and value of individuals for using a wider organizational view

is assumed. It means that the aim of this project is employing value focused thinking



for core objectives of the information system security and will add more new

elements for enhancing the IS security.

1.5  Objectives of the Study

Because of the enhanced concern for the study of IS security inside the firms
and slowly growing the breaches of IS security, the join of organization and
technology levels both need to be assumed to approaching the IS security which is
managed. Obviously, having some realization into a wider view could be done if the
managers have more focus on individual issues rather than technology. For
approaching past objectives of the current project, the study in previous
investigations that were relevant to this field was developed and also their
approaches were compared to each other and the improvements of the hospitals was

done. For conclusion, the goals could be defined as below:

(1)  To define general goals in IS security through value focused thinking.
(i) To improve the current model for obtaining more value for keeping IS
security.

(iii) To measure the effects of elements impacting IS security.

1.6 Research Questions

Research question 1: What are the general goals in ISS of health care

industry of Malaysia?



Research question 2: How value focused is able to improve current model
for getting more value for keeping information system

security?

Research question 3: What is the impact of highlighted elements impacting

IS security?

The main significance of this study is the fact that each work which was
accomplished until currently is not able to be totally secured in opposite of each kind
of available threats and a lot of them are concentrating on technical security and also
ignore organizational perspective and people value. In addition, the previous
techniques and also methods were not able to cover this idea which was the
important disadvantage from them which is implemented and studied. Although
there are some suggested approaches like value focused, was not used for hospitals.
For conclusion, value focused thinking evaluation inside the hospitals and making

them more secured is assumed as the main importance of this study.

1.7  Scope of the Study

The scope for current research is the Malaysia health care industry. For
achieving this goal the hospitals of Malaysia are the target of the research. They are
all located in Kuala Lumpur. Four hospitals will be studied in this project, two privet
hospitals and two government hospitals. Because of following reasons these
hospitals will be set as a scope: first, healthcare industry should in accordance with
approved rules by government, so the base of IS security is same in all hospitals.
Second, value focused thinking is a method that it can extract current model and
situations, and according to experts experience and ideas, it will improve current
model. So value focused can improve ISS in hospitals. Third, improving current

model will help this project to achieve the stronger model than current model by



evaluating private and government hospitals, because it will use both of systems and

their experts’ experience.
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