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ABSTRACT 

 

 

 

 

Information Security Management System (ISMS) is an ICT Compliance 

Standards to provide specifications and controls for protecting information security 

assets and to increase the integrity and confidence of clients against the agencies, 

especially those involving the government delivery service. This certification is 

certified by a certification body of the Standards Industrial Research Institute of 

Malaysia (SIRIM) and a survey covering the problems faced by Local Authorities in 

ensuring the confidentiality, integrity and availability of information from any threat 

and risks that can cripple the agency services. The research process include factors 

such as threats and vulnerabilities, particularly in security management practices of 

the agency, which can cause loss of agencies' information and negative impact on the 

services provided by the Local Authority. Then with studying these factors it can 

measure the readiness of local authorities in implementing Information Security 

Management System (ISMS). The process of research studies using quantitative 

methods in gathering information to analyze the problems faced by the agency to 

ensure information security is protected such as assessment taxes is the largest 

contributor earning council. The final result of this research concluded that local 

authorities are still not ready in implementing Information Security Management 

System (ISMS). 
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ABSTRAK 

 

 

 

 

Sistem Pengurusan Keselamatan Maklumat (ISMS) merupakan Standard 

Pematuhan ICT yang menyediakan spesifikasi dan kawalan–kawalan bagi 

melindungi keselamatan aset maklumat dan seterusnya meningkatkan integriti dan 

keyakinan pelanggan terhadap agensi kerajaan khususnya yang melibatkan 

penyampaian perkhidmatan kerajaan. Pensijilan ini diperakui oleh satu badan 

pensijilan iaitu  Standards & Industrial Research Institute of Malaysia (SIRIM) serta 

kajian yang dijalankan meliputi permasalahan yang dihadapi oleh Pihak Berkuasa 

Tempatan dalam menjamin kerahsiaan, integriti dan ketersediaan maklumat dari 

sebarang ancaman dan risiko yang boleh melumpuhkan perkhidmatan agensi. Proses 

penyelidikan meliputi faktor –faktor ancaman dan kelemahan khususnya di dalam 

amalan pengurusan keselamatan agensi, yang boleh menyebabkan kehilangan 

maklumat agensi serta memberi kesan negatif kepada perkhidmatan yang disediakan 

oleh Pihak Berkuasa Tempatan. Dengan mengkaji faktor tersebut ia dapat mengukur 

tahap kesediaan Pihak Berkuasa Tempatan dalam melaksanakan Sistem Pengurusan 

Keselamatan Maklumat (ISMS). Proses penyelidikan kajian menggunakan kaedah 

kuantitatif dalam pengumpulan maklumat dengan menganalisa permasalahan yang 

dihadapi oleh agensi bagi menjamin keselamatan maklumat dilindungi seperti 

maklumat cukai taksiran yang merupakan penyumbang terbesar pendapatan majlis. 

Keputusan akhir penyelidikan ini merumuskan bahawa Pihak Berkuasa Tempatan 

masih belum bersediakan dalam melaksanakan Sistem Pengurusan Keselamatan 

Maklumat (ISMS).  
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CHAPTER I 

 

 

 

 

INTRODUCTION  

 

 

 

 

1.1 Overview  

 

 

The administrative structure of a country is divided into three groups , the 

federal government, the state government and the local government or local authority 

in which each administrative unit has different roles and tasks[1]. The local 

government or local authority is the lowest level of public administration and is the 

closer to the public in any country [1]. According to research by Abdullah and 

Wafiah[1],the local government or authority is a unit of local lower-level authorities 

or government institutions in a small area with power and specific tasks. In Malaysia, 

the local authority is divided into three categories: the council / city hall, municipal 

and district council. The function and role played by local authorities is as provided 

in Part XI Section 73 of the Local Government Act 1976 (Act 171) where local 

authorities are responsible for maintaining places, providing public services (e.g., 

garbage removal and solid waste disposal), and protecting public health (e.g., 

prevention of infectious diseases)[1].To provide the best services to local residents, 

local authorities must have adequate resources and finances to provide the services 

parallel to the needs of the people within its jurisdiction[1]. According to Part A , 

Section 39 of Act 171,the local authority may seek financial aide from several 

sources as revenue[1]. The source of income generated consists of license bills, 
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rental markets stalls, annual grants, fines and assessment[1].Therefore, it is important 

that certification is introduced and adopted by local authorities, where the use of ICT 

has become a key component for supporting the services.[2]. 

 

 

In addition to the public sector, the protection of government information is 

most important, to avoid any security violation or threats of ICT, including cyber 

attacks[3]. Thus, ICT assets of local authorities should have guidelines / standards by 

the certification body Standards Industrial Research Institute of Malaysia 

(SIRIM)[3][4]. MS ISO / IEC 27001:2007 Information Security Management 

System (ISMS) is the complement to the quality management system standard which 

provides specifications and controls for protecting information asset security and 

increase confidence and integrity customer to government sector especially Local 

Authorities[5][6]. 

 

 

Some researchers believe the reason behind the lack of effectiveness 

is that security is primarily a “people issue”, as well as a technical 

issue; and based on that it is believed that information systems 

security management is a knowledge intensive activity that currently 

depends heavily on the experience of security experts 

         AlHogail and Berri [7] 

 

 

To solve this problem , MS ISO / IEC 27001:2007 Information Security 

Management System (ISMS) is the complement to the quality management system 

standard which provides specifications and controls for protecting information asset 

security and increase confidence and integrity customer to government sector 

especially Local Authorities[8][4]. Through an auditing of ICT assets, corrective 

actions and improvements can be taken on any weakness, or noncompliance to ICT 

security management system to enhance the protection available to the principles of 

confidentiality, integrity and availability. Information Security Management System 

(ISMS) program based on the standard MS ISO / IEC 27001:2007 is a certification 

program that has been recognized internationally[3]. 
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Applying a standard into a management system will help the Local 

Authorities to improve their delivery service for publics or local citizens. Through 

this standard, the Local Authorities will be able to plan better as to comply with the 

standard set and also comply with the best practices in the industry[8]. With regard to 

this matter, this study will be focusing on the Local Authorities readiness in order to 

apply a standard named as Information Security Management System (ISMS) that 

compliant to MS ISO/IEC 27001:2007. MS ISO / IEC 27001:2007 can be used as a 

benchmark of the level of information security management system for the 

government sector[3][9]. Indirectly, this certification can motivate government sector 

towards excellence in ICT security management [2]. 

 

 

Other than that, the main purpose of ICT security also is to minimize the 

impact of security incidents[10]. ICT security is closely related to the protection of 

information and ICT assets. The Local Authorities must take seriously with 

protecting the all forms of electronic information [4][2]. This is because the 

government agency, store information are contributed to the continuity of the 

government service especially the services that are provided via online[3][2][10]. 

 

 

 

 

1.2  Background of the Problem  

 

 

Nowadays, most of government sector use ICT technologies as one of the 

methods for operate more efficiently and with quality. For local authorities, all of the 

services provided are related in the use of ICT technology. For example, the 

collection of taxes assessment is a major income for the local  authorities in 

Malaysia, up to 65% or two-thirds income for authorities[1]. Valuation List is a 

complete record of all information related to a proportional holding (taxes 

assessment) local authorities[1]. Each local authority has its own valuation list which 

enable local governments to estimate the number or amount of grip available and 

help local authorities to calculate the expected revenue from a tax assessment for the 



4 

year[1]. This information is stored in a server database which can be accessed 

through electronic Pihak Berkuasa Tempatan (ePBT) system[4]. In addition, this 

information can also be accessed through an online services customers that are 

provided by the agency. The taxes assessment information is can accessed by 

customers to know detailed information about their property and make payments 

through online, the information indirectly exposed to cyber threats[1]. 

 

 

This is supported by the results of the study Pecina et.al[11], there are 2 types 

that can cause on the data destruction the is a threat and vulnerability. The threat of 

data destruction for the category of cyber threats (virtual assault) is a against the 

infrastructure, applications of physical and wireless communications[12]. Cyber 

threats are divided into several categories namely intrusion, fraud, harassment, 

malicious code or denial of service[13]. Vulnerability can be defined as weakness the 

in ICT infrastructure[3]. It may exist in the security system procedures, system 

design, phase in the implementation application, internal controls, employees issues, 

organization security and so on. 

 

 

Besides that it, according to a study by Malaysian Administrative 

Modernisation and Management Planning Unit (MAMPU), only a few government 

agencies implement Information Security Management System. For local authorities, 

only the Alor Setar City Council implementing these standards[8]. It shows 

awareness of local authorities to protect their data with information security 

management practices more effectively is lower. According to a study conducted by 

the National Security Council, there is an increased incidence of information security 

breaches in 2009 with a variety of categories by 3564 compared to 2008.Negative 

effect when this happens to local authorities, will be disrupted daily operations and 

give a bad image of the government[12]. Customer property info can be questioned, 

doubted and the main income of the Council will be indirectly affected[4]. 

 

 

Some of the interest earned if the performance of the ISMS is information to 

be protected cannot be accessed without authorization, the information is accurate 
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and do not doubt, to increase public confidence in government services provided by 

Pecina et al [11]. Other than that, this readiness study will also help the Council to 

assess the level of readiness of each agency in implementing these standards. And 

also , minimize the problem of the system failure, and cyber incidents in order to 

guarantee the continuity aspect of government services[3][10]. 

 

 

 

 

1.3  Problem Statement 

 

 

According to a study by the Malaysian Administrative Modernization and 

Management Planning Unit (MAMPU) on December 2012, only one local authority  

(Alor Setar City Council) among 144 local authorities are implementing Information 

Security Management System for the purpose of protecting their property assessment 

information which is the largest contributor in generating revenues. Therefore, the 

implementation of the ISMS should be implemented by the agency to ensure the 

property assessment information protected by reviewing the readiness of local 

authorities to establish a guideline for references of the agency. In addition, the 

weakness of local authorities in managing their property assessment information can 

contribute to the threat of data loss and can be a crippling council operation to 

providing the best services to their customers. Revenue generated from the collection 

of tax assessment is used to provide public facilities such as roads, street lighting, 

services of garbage collection and so on. 

 

 

 

 

1.4  Project Aim 

 

 

This study aims to provide a readiness framework of the current security 

policy use by the agency, that can be used to produce guidelines related to the 
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implementation of Information Security Management System (ISMS). Research will 

also be carried out taking into account the factors that contributed to the readiness of 

Local Authorities in implementing the standards. Factors to assess the readiness must 

measure in terms of threat and vulnerability on the information assets protected by 

the Local Authority. In addition, other factors such as the current policy used by the 

agency, security management practices in organizations and employees can also be 

measured as a benchmark to assess the readiness of the agency to implement the 

ISMS certification. 

 

 

 

 

1.5  Research Questions 

 

 

The study specifically focused on the readiness of agencies to implement a 

compliance Information Security Management System (ISMS). The research 

questions are: 

 

 

i. What are the criterions for assessing the of readiness to implement 

Information Security Management System (ISMS) for Local Authorities? 

 

ii. How to develop the readiness framework as the guideline to assist Council 

implementing ISMS?  

 

iii. What are the threats and risk that are often experienced by Local Authorities 

in protecting information assets? 
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1.6  Research Objectives 

 

 

The purpose of this research is to study at the problem about the security 

information management and select the appropriate approach for the best practice in 

readiness of agencies for implementing Information Security Management System 

(ISMS). The research objectives as below: 

 

 

i. To identify the criterions of compliance with the Government ICT Security 

Policy at the Local Authorities. 

 

ii. To develop a readiness framework that can be used as a guideline by the local 

authorities to assist in implementing ISMS. 

 

iii. To evaluate the threats and risks faced by the agency so that the information 

is protected, not exposed to the risks and threats based on readiness 

framework. 

 

 

 

 

1.7  Research Scope 

 

 

The study focuses on the readiness of agencies in implementing the 

Information Security Management System (ISMS) to ensure of agency information 

security in terms of confidentiality, integrity and availability. The target group for 

this study is comprised of IT personnel from computer technician grade until Head of 

ICT Department. This is needed to assess the level of staff awareness to information 

security issues regardless of grade specific. The target group also includes specific 

skills of ICT application development, network and security, hardware solution and 

so on. 
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Total target respondents are 50 people which include various ICT positions. 

The questionnaires developed using Google Docs application. This question is 

disseminated to Local Authority ICT group on social networking as a medium to 

spread. The target group consists of officers and employees of ICT from 144 local 

authorities in Malaysia. 

 

 

 

 

1.8  Summary  

 

 

A summary of this chapter is to identify the readiness of agencies to 

implement the ISMS certification standard based on security compliance adopted by 

the agency in the management security of the information is protected. And from the 

research, the findings can be summarized either a local authority willing or not in 

implementing Information Security Management System (ISMS) to protect their 

information, particularly information of taxes assessment. 
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