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ABSTRACT

Information security is about confidentiality, integrity and availability of the
data and due to complexity of human resources the information security is always in
danger of the internal threat. This study is an attempt to illustrate the importance of
the human factor as an inter-organizational threat that may contribute in information
security breach. The objectives of this research are to identify the human factors
that may cause the information security vulnerability in Iranian electrical industry, to
suggest a conceptual framework, as well as to suggest some practical solutions to
deal properly with human factor and mitigate the rate of information security
vulnerability in Iranian electrical industry. This research proposes a model to
illustrate important human factors that may contribute in information security
vulnerability. The author conducts 20 asynchronous online interviews with IT
managers and their staff in IT departments of the Iranian Electrical industry.
According to the findings, lack of training, lack of team working skill, having no
control on emotions , having different risk perceptions, improper attitudes, improper
risk communication and having demotivated staff are recognized as the significant
reasons of information security vulnerability from the human angel within the
Iranian electrical industry. The respondents of the study suggested some practical
solutions to deal properly with human factor and mitigate the rate of information

security vulnerability in Iranian electrical industry.



ABSTRAK

Keselamatan maklumat adalah mengenai kerahsiaan, integriti dan
ketersediaan data dan kerana kerumitan sumber manusia keselamatan maklumat
sentiasa dalam bahaya ancaman dalaman. Kajian ini merupakan satu cubaan untuk
menggambarkan betapa pentingnya faktor kemanusiaan sebagai ancaman kepada
inter-organisasi yang boleh menyumbang kepada pelanggaran kepada sistem
keselamatan maklumat. Objektif kajian ini adalah untuk mengenal pasti faktor-
faktor kemanusiaan yang boleh menyebabkan kelemahan kepada sistem keselamatan
IT dalam industri elektrik Iran. Juga, untuk mencadangkan satu rangka kerja konsep
dan membangunkan ia dalam pendekatan deduktif. Serta, untuk mencadangkan
beberapa penyelesaian yang praktikal dalam menguruskan faktor kemanusiaan
dengan betul dan mengurangkan kadar kelemahan kepada sistem keselamatan
maklumat di dalam industri elektrik Iran. Kajian ini mencadangkan satu model untuk
menggambarkan faktor-faktor penting kemanusiaan yang boleh melemahkan sistem
keselamatan maklumat. Penulis telah menjalankan 20 temu bual dalam talian
segerak dengan pengurus-pengurus IT dan kakitangan di bahagian IT di jabatan
industri elektrik Iran. Hasil temu bual menunjukkan bahawa kekurangan latihan,
kekurangan kemahiran kerja berpasukan, tidak mempunyai kawalan ke atas emosi,
mempunyai persepsi risiko yang berbeza, sikap yang tidak betul, risiko komunikasi
yang tidak wajar dan mempunyai kakitangan yang tiada motivasi adalah punca
kepada kelemahan sistem keselamatan maklumat dari sudut kemanusiaan dalam
industri elektrik Iran. Responden-responden dari kajian ini telah mencadangkan
beberapa penyelesaian yang praktikal untuk berurusan secara betul dengan faktor
kemanusiaan dan mengurangkan kadar kelemahan keselamatan maklumat dalam

industri elektrik Iran.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Nowadays, application of IT as a strong enabler that leverages enterprises and
create sustainable advantage is increased across the globe. In several organizations,
the information became an important source of analyzing the market situation,
rivalry among competitors and several important data to gain competitive advantage.
Several organizations are highly depended to the information system to conduct their

business in a professional manner (Peppard & Ward, 2004).

In order to keep the information confidential, correct and accessible in
different access levels, the information security is practiced by the experts to mitigate
the information security challenges within the organizations. Although several
solutions were initiated to reduce the human, organizational and technical challenges
of information security, but still many organizations are struggling with information
security breaches. On the other hand, implementing information security is a costly
process and cannot assure full protection of the information from unauthorized
access (Van der Leeden, 2010).



1.2 Background of the Problem

There are several challenges and obstacles for implementing an information
security system in organizations. The challenges are not only related to the
technological factors, but also the influences of organizational and human elements

are very considerable (Werlinger, Hawkey, & Beznosov, 2009).

In order to conduct a root cause analysis about the security vulnerability , it
IS important to have a deep insight into the human, organizational and technological
factors and their interactions that make cause security breaches, whether directly or

indirectly (Kraemer & Carayon, 2007).

Implementing technology is important to protect the enterprise information
transaction but it is impossible to secure it without organizational and human
supports. In other word, the attitude of the staff is always a critical to support the
information security, but the inter-organizational processes and managerial
commitments are also significant to align the human efforts with the objectives of the

information security systems (Dutta & Roy, 2008).

According to Ifinedo (2012), several organizations have been failed to
implement a secure information system because they have a very shallow insight into
the potential threat of the staff. In several cases, it is found that several workforces
prefer to avoid security stages and processes for faster access to the organizational
data. In fact the human resources are internal threats of the companies and it is vital
for the organizations to concentrate this significant factor to avoid Information
Security breaches and all associated factors.

Among the security breaches that caused by human factor, just a few of them are
generated intentionally or purposely. In fact, usually the users of the information

systems are not aware of consequences of security vulnerability and due to the lack



of knowledge they usually do not care about the formal security procedures and
create unintentional errors (Alder, Noel, & Ambrose, 2006).

Many researchers have highlighted that half of the human who maid failures
in security systems are not created purposely. Indeed, the lack of knowledge or
unawareness is the typical reason for sabotage in security systems (Vroom & von
Solms, 2004).

An academic case study that has been conducted by (Kazemi, Khajouei, &
Nasrabadi, 2012) about the information security success factors in Iranian Public
sectors, argues that the issue of information security is very sensitive in municipal
organizations because the private information about individuals are recorded in
databases and the threats of information lost, unauthorized access to databases and
the security vulnerability is serious. In such organizations the staff needs to be well
informed about the consequences of the security breach through intensive training
programs. Nevertheless, demotivated and irresponsible work forces are considered
as inner potential threats that may contribute in information security sabotage.
Furthermore, the initiation of the supportive programs to protect the information
security systems via training and awareness sessions, award and penalty approaches,
employee engagement and empowerment, etc., is impossible without the ultimate
support of the top management and the maturity alignment between corporate and IT

governances.

1.3 Problem Statement

Implementing information security system in organizations is the most
challenging task of IT managers. It is obvious that proper implementation of the
information security system can classify the organizational data and provide a proper
access level for each of the staff based on their position and role in the organizational
hierarchy. The role of the information security system is not only related to the

internal data exchange but the safety of the external data exchange is another issue



that the IT managers should be cautious about that. The author has found several
problems and challenges of Information security systems that are related to the
human element and the employee may contribute to the security breaches due to the
several reasons including unawareness and lack of proper training, demotivation,
improper risk communication, conflict in risk perceptions, negative personal attitude,

cultural barriers and lack of relevant experience.

According to the importance of the human role in implementing information
security systems, as well as due to the insufficient studies about the human factors
that may cause information security challenges in Iranian electrical industry, the
author has attempted through this dissertation to identify the main human factors in
an Iranian context for the purpose of suggesting a conceptual framework to facilitate

further studies.

1.4 Purpose of the Study

A review of the conducted studies reveals that there are many security
challenges related to the Human, Organizational and Technological factors as well as
their interaction during implementation of information security systems in the
organization (Werlinger, Hawkey, & Beznosov, 2009). According the study has
been conducted by Botta , et al. (2007), the human factor has a significant role in the
design and implementation of the security systems. On the other hand the role of
management is important to implement the information security system with a
maximum contribution of the human resources. The risk management process and
use of cultural theory is important to classify the different aspects of security risks
related to human factor (Vaughn Jr, Henning, & Fox, 2001). There is a lack of
enough information about the impacts of organizational factors such as the size of the
company, top management support, and type of industry. So a holistic framework is
necessary to reveal the influences of those factors on the effectiveness of information
security controls within organizations (Kankanhalli, Hock-Hai, Bernard, & Kwok-
Kee, 2003).



The purpose of this study is to illustrate the human factor that may contribute

in information security vulnerability.

1.5  Objective of the Study

The objectives of this study are as follows:

e To identify the human factors that may contribute on information security

vulnerability in Iranian electrical industry.

e To propose a framework about the impact of human factors on information

security vulnerability in Iranian electrical industry.

e To analyze the impact degree of human factors on information security

systems in the context of the Iranian electrical industry.

e To suggest some practical solutions in order to mitigate possibility of the
information security vulnerability made by human factors in Iranian electrical

industry.

For this purpose, the author adopts the human factors from a holistic
framework of Werlinger, et al. (2009) . Also, the author conducts several interviews
with the information security experts in order to add more factors. Eventually the
respondents of the study evaluate the suggested model by weighing the impact
degree of each item and proposing additional human factors that may influence the

information security systems in Iranian Electrical industry.



1.6 Research Questions

The author proposed some preliminary human factors by adopting the holistic
framework of Werlinger, et al., and brainstorming with several practitioners. The

followings are the research questions to comply with this study:

1. What human factors usually contribute in information security vulnerability

in Iranian electrical industry?

2. What is the proposed conceptual framework of information security

vulnerability in Iranian electrical industry?

3. What aspect of human factors is most concern to information security

vulnerability in Iranian electrical industry? (Weighing each factor)

4. What are the practical solutions to mitigate possibility of information security

vulnerability made by human factors in Iranian electrical industry?

1.7  Scope of the Study

This study focuses on the human challenges that may cause information
security vulnerability in Iranian organizations (electrical industry). This study
analyzed the challenging human factors for implementing information security
systems in Iranian electrical companies that are officially registered under the Iranian
Electrical Industry Syndicate (IEIS) (appendix c), based on the suggested framework

of the author.



However, since the framework was emergent, this study was an attempt to

identify the other human challenges in the Iranian context to develop that framework.

In this study the author applied purposeful and convenience sampling to
collect the qualitative data via asynchronous online interview among the staff of IT
department of some companies that are registered in IEIS to cover the primary data

of the research.

1.8  Significance of the Study

According to the IT practitioners in IEIS companies, there is no specific study
about the impact of human factors in information security systems of IEIS members,
the results of this study are important for Iranian information security practitioners as
well as for top management of the Iranian companies, especially the IEIS members.
So, this research can provide a deep insight into the existed human challenges for
implementing information security systems. Moreover, the suggested conceptual

framework could be useful for future studies.

1.9 Summary

The author found through previous studies that the human factor is an
inter-organization threat that may contribute in security breaches, whether
intentionally or unintentionally. The study suggested a conceptual framework of the
human drivers that cause many security vulnerabilities in Iranian Electrical
organizations. The outcome of this research and the suggested framework could
facilitate further researches in other industries across the globe. Furthermore, the IT



practitioners as well as the top management of the Iranian Electrical industry may
refer to the findings of this thesis to have proper insight into the importance of the

human factor to mitigate the challenges of the information security breaches.
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