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ABSTRACT 

 

 

 

 

Recent technology known as Vehicular Ad Hoc Network (VANET) is invited 

to serve new vehicle driving experience. It is very useful to mitigate collision and 

utilizes traffic. Even though, VANET seems to be a promising technology, its 

drawbacks are inadequate with the security for a public accessible technology. 

VANET security is essential because a badly designed VANET is vulnerable to 

network attacks, and this may danger the safety of drivers, and As long as VANETs 

are the wireless network, there are different kinds of attacks and threats can happen 

in VANETs. Sybil attack is one of the most important attacks in VANETs. This 

thesis deals with the problem of the security in VANET especially in Sybil attack. In 

Sybil attack, a vehicle makes the identities of several vehicles; these IDs can be used 

for playing any kind of attack in the network. These false identities also create the 

illusion that there are additional vehicles on the road. In this research, a robust 

detection mechanism against Sybil attack in VANET is addressed based on fuzzy 

detection mechanism. Our contribution behind the implementation of proposed 

approach is that each vehicle has different set of neighbors providing sufficiently 

high density in VANET. In the simulation section, we study the proposed method in 

different ways and present the efficiency of the fuzzy method based on true and false 

detection rate and overall overhead. 
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ABSTRAK 

 

 

 

 

Teknologi terkini yang dikenali sebagai kenderaan Ad Hoc Network 

(VANET) adalah dijemput untuk berkhidmat baru pengalaman memandu kenderaan. 

Ia amat berguna untuk mengurangkan perlanggaran dan menggunakan lalu lintas. 

Walaupun, VANET seolah-olah menjadi satu teknologi yang cerah, kelemahannya 

adalah tidak mencukupi dengan keselamatan untuk teknologi diakses awam. VANET 

keselamatan adalah penting kerana VANET yang direka buruk adalah terdedah 

kepada serangan rangkaian, dan ini boleh menjejaskan keselamatan pemandu, dan 

Selagi VANETs adalah rangkaian tanpa wayar, terdapat pelbagai jenis ancaman dan 

serangan yang mungkin berlaku pada VANETs. Sybil serangan adalah salah satu 

serangan yang penting pada VANETs. Tesis ini berkaitan dengan masalah 

keselamatan di VANET terutama dalam Sybil serangan. Dalam serangan ini, 

memalsukan identiti kenderaan pelbagai kenderaan; identiti ini boleh digunakan 

untuk bermain apa-apa jenis serangan dalam sistem. Ini identiti palsu juga 

mewujudkan ilusi bahawa terdapat kenderaan tambahan di jalan raya. Dalam kajian 

ini, satu mekanisme pengesanan yang teguh terhadap Sybil serangan di VANET 

ditujukan berdasarkan mekanisme pengesanan fuzzy. Sumbangan kami di sebalik 

pelaksanaan pendekatan yang dicadangkan ialah setiap kenderaan mempunyai set 

jiran menyediakan kepadatan yang cukup tinggi dalam VANET. Dalam seksyen 

simulasi, kita mengkaji kaedah yang dicadangkan dalam cara yang berbeza dan 

menyampaikan kecekapan kaedah fuzzy berdasarkan benar dan palsu kadar 

pengesanan dan overhed keseluruhan. 

  



vii 

 

 

 

 

 

TABLE OF CONTENTS 

 

 

 

 

CHAPTER   TITTLE                PAGE 

 

 DECLARATION ii 

 DEDICATION iii 

 ACKNOWLEDGEMENT iv 

 ABSTRACT v 

 ABSTRAK vi 

 TABLE OF CONTENTS vii 

 LIST OF TABLES x 

 LIST OF FIGURES xii 

 LIST OF APPENDICES xv 

 LIST OF ABBREVIATION xvi 

1 INTRODUCTION 1 

1.1 Introduction 1 

1.2 Background of problem 3 

1.3 Problem Statement 5 

1.4 Research Questions 5 

1.5 Project Aim 6 

1.6 Project Objective 6 

1.7 Scope of the Study 7 

1.8 Significance of the study 7 

1.9 Summary 8 

2 Literature Review 9 



viii 

 

2.1 Introduction 9 

2.1.1 What is VANET 9 

2.1.2 Why VANET 11 

2.1.3 What is Ad Hoc 12 

2.1.4 Why Ad Hoc 14 

2.1.5 Security in VANETs 15 

2.1.6 Attacks on VANET 16 

2.1.7 Sybil Attack 18 

2.2 Related Works 20 

2.2.1 Cryptographic Based Detection 21 

2.3 Radio Signal Based 23 

2.3.2 Data Analyzing Method 25 

2.3.3 RSU Intervention 34 

2.4 Conclusion 37 

2.5 Summary 37 

3 METHODOLOGY 39 

3.1 Introduction 39 

3.2 Work flow 39 

3.2.1 Planning phase 40 

3.2.2 Analysis phase 40 

3.2.3 Design phase 42 

3.2.4 Implementation phase 43 

3.2.5 Evaluation phase 43 

3.3 Summary 43 

4 DESIGN AND IMPLEMENTATION 45 



ix 

 

4.1 Fuzzy Detection Method 45 

4.1.1 Fuzzy Decision Maker 51 

4.1.2 Value of malicious level 52 

4.2 VANET Simulation 52 

4.2.1 Mobility Model 55 

4.2.2 Traffic Model 57 

4.3 Simulation Parameters 58 

4.4 Summary 60 

5 SIMULATION RESULT 61 

5.1 Introduction 61 

5.2 Simulation Result 61 

5.2.1 First Scenario 62 

5.2.2 Second Scenario 66 

5.2.3 Third Scenario 69 

5.2.4 Fourth Scenario 72 

5.2.5 Fifth Scenario 75 

5.3 Summary 78 

6 CONCLUSION AND FUTURE WORK 79 

6.1 Introduction 79 

6.2 Contribution 80 

6.3 Future Work 81 

REFERENCES 82 

Appendices A - D 87-102 

  



x 

 

 

 

 

 

LIST OF TABLES 

 

 

 

 

TABLE NO.   TITTLE                PAGE 

 2-1 Cryptographic Based Detection 22 

 2-2 Radio Signal Based Detection 25 

 2-3 Data Analyzing Method 33 

 2-4 RSU Intervention Method 36 

 2-5  Overview of related works 38 

 3-1 Deliverable of Study Based on Research Objectives 42 

 4-1 Value of Malicious Level 52 

 4-2 Simulation Parameters 59 

 5-1 True detection rate for different number of nodes 63 

 5-2 False detection rate for different number of nodes 64 

 5-3 Overall overhead (kbytes) for different number of nodes 65 

 5-4 True detection rate with different percent of attackers 66 

 5-5 False detection rate with different percent of attackers 67 

 5-6 Overall overhead (kbytes) with different percent of attackers 68 

 5-7 True detection rate for different transmission ranges of attackers 69 

 5-8 False detection rate for different transmission ranges of attackers 70 



xi 

 

 5-9 Overall overhead for different transmission ranges of attackers 71 

 5-10 True detection rate for different speed (m/s) of nodes 72 

 5-11 False detection rate for different speed (m/s) of nodes 73 

 5-12 Overall overhead (kbytes) for different speed (m/s) of nodes 74 

 5-13 True detection rate with different number of fake ID 75 

 5-14 False detection rate with different number of fake ID 76 

 5-15 Overall overhead (kbytes) with different number of fake ID 77 

 

  



xii 

 

 

 

 

 

LIST OF FIGURES 

 

 

 

 

FIGURE NO.   TITTLE                PAGE 

1-1 Sybil attack threats 4 

2-1 Conceptual model for VANETs 10 

2-2   Two examples of ad hoc networks 13 

2-3 Sybil Attack 19 

2-4  Different forms of Sybil attack 20 

2-5  Categories of Sybil attack detection in VANET 21 

2-6  Algorithm of Sybil attack detection using neighboring information28 

2-7  An example VANET scenario 28 

3-1  Overview of research work flow 41 

4-1  Different modules of the proposed 48 

4-2   Structure of hello message 48 

4-3   Structure of table 48 

4-4   Source area of possible attacks 49 

4-5   Fuzzy decision maker 50 

4-6   Pseudo code of the proposed scheme 51 

4-7  Membership function of fuzzy decision maker 51 



xiii 

 

4-8  Process in generating simulation 54 

4-9  Mobility Model 55 

4-10   Example of map in SUMO 56 

4-11   Example of mobility model 56 

4-12   Traffic Model 57 

4-13   Generation of simulation output 57 

4-14   Network Animator (NAM) 58 

4-15   Xgraph output 58 

4-16   Simulation Parameters in NS2 file 59 

5-1   True detection rate for different number of nodes 63 

5-2   False detection rate for different number of nodes 64 

5-3   Overall overhead (kbytes) for different number of nodes 65 

5-4   True detection rate with different percent of attackers 66 

5-5   False detection rate with different percent of attackers 67 

5-6   Overall overhead (kbytes) with different percent of attackers 68 

5-7   True detection rate for different transmission ranges of attackers 69 

5-8   False detection rate for different transmission ranges of attackers 70 

5-9   Overall overhead for different transmission ranges of attackers 71 

5-10   True detection rate for different speed (m/s) of nodes 72 

5-11   False detection rate for different speed (m/s) of nodes 73 

5-12   Overall overhead (kbytes) for different speed (m/s) of nodes 74 



xiv 

 

5-13   True detection rate with different number of fake ID 75 

5-14   False detection rate with different number of fake ID 76 

5-15   Overall overhead (kbytes) with different number of fake ID 77 

 

  



xv 

 

 

 

 

 

LIST OF APPENDICES 

 

 

 

 

APPENDIX   TITTLE                PAGE 

A GANTT CHART    87 

B  PREPER NS2    88 

C    SOURCE CODE     91 

D   TURNITIN REPORT   102 

 

 

  



xvi 

 

 

 

 

 

LIST OF ABBREVIATION 

 

 

 

DMV - Department of Motor Vehicle  

EDR  - Event Data Recorder 

ELP - Electronic License Plate  

GPS  - Geographical Positioning System 

MAC - Medium Access Control  

MANET - Mobile Ad hoc Network  

OBU   - On-Board Units  

PKI - Public Key Infrastructure  

RSU  - Road-Side Units 

VANET - Vehicular Ad hoc Network  

 

 



 

 

 

 

 

CHAPTER 1 

 

 

1 INTRODUCTION 

 

INTRODUCTION 

 

 

1.1 Introduction 

Every year many accidents take place which causing injuries and fatalities. 

For example, from 2000 through 2004, there were 44,192 accidental deaths in 

Canada; 32% of them (14,082) were the result of motor vehicle accidents (Ramage-

Morin, 2008). The statistics are worse in the U.S.; the health care expenses 

associated with these accidents form a burden on the economy of any country. These 

statistics raise the query to achieve better road safety. As a result for the advances in 

wireless communications technologies, Vehicular Ad hoc Network (VANET) 

emerged as an excellent candidate to change the life style of the traveling passengers 

along the roads and highways in terms of improving the safety levels and providing a 

wide range of comfort applications. 

VANET is a special type of Mobile Ad hoc Network (MANET) that provides 

communication between (1) close vehicles and (2) vehicles and close roadside 

facilities (Fussler et al., 2007).VANETs are one way to apply Intelligent 

Transportation System, a method for transmitting information and communication 

technology (Manvi et al., 2008) of transport infrastructure and vehicles. VANET is  

based on IEEE 802.11p standard (Jiang et al., 2008) for Wireless Access for 

Vehicular Environment. These systems have no fixed structure, and they depend on 

themselves for the implementation of the network features (Sichitiu et al., 2008). A 

VANET is a decentralized network as each node performs the functions of both host 

and router. The main advantage of VANET communications strengthening of 
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passenger security through exchange of warning messages between the vehicles. 

VANETs differ from MANETs in high mobility of the nodes, large scale 

networking, and geography limited topologies, and common system fragmented. 

Most of the research on VANET focuses on Medium Access Control (MAC) layer 

and the network layer (Boukerche, 2008).VANETS objectives to create applications 

such as collision avoidance, path changes, and so on.  

VANET, being a wireless network, inherits all the security threats that a 

wireless system has to deal with (Qian et al., 2008).VANET security is essential 

because a badly designed VANET is vulnerable to network attacks, and this may 

endanger the safety of drivers. A security system must ensure that transfer is from a 

trusted source and is not a modified en route from other sources. It must also strike 

the right balance with privacy because implementation of security and privacy 

together in a system is conflicting so the security of VANETs is remains largely an 

exploration field. 

VANET security is different from that of wireless and wired networking 

because it is unique features of mobility limitations, infrastructure-less framework 

and short term links between the nodes. In the wired network, the infrastructure 

components of specific features, for example, the router determine the route to 

destination while a network host sending and receiving messages. Security 

application is relatively simple as networks have to physically alter for listening. 

Wireless networks use infrared or radio frequency signals to communicate 

between devices. These networks may be either (a) infrastructure based or (b) 

infrastructure-less. Infrastructure-based wireless networks are based on Public 

Switched Telephone Network switches, MSCs, base stations, and mobile hosts. In ad 

hoc networks, a kind of infrastructure-less wireless networks, nodes perform all 

operations such as routing, packet forwarding, and network administration, and so 

on. The current security solutions use conventional digital signature (El Zarki et al., 

2002) and by using Public Key Infrastructure (PKI). 

In VANETs, main focus of security is in safety-relevant applications. Non 

safety applications are less rigorous security requirements. There is no prior trust 
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relationship between the nodes of VANETs because of its infrastructure-less 

character. Any node can join and leave the network at any time without informing 

other nodes in vicinity. Cooperative security systems are more effective in VANETs 

as node misbehavior can be found via collaboration among the numbers of nodes by 

assuming that majority of nodes are honest. 

As long as VANETs are a wireless network, there are different kinds of 

attacks and threats can occur in VANETs. It is essential that VANET security must 

be able to handle all types of attacks. Sybil attack is one of the major attacks in 

VANETs. Sybil attack may occur in each situation where there is no centralized 

device control of all entities in the network. As wireless communication is more 

susceptible to security threats, Sybil attack leaves its effect on all the wireless 

networks. This research deals with the problem of the security in VANET 

particularly in the Sybil attack. 

 

1.2 Background of problem 

VANETs have the following characteristics which distinguish themselves 

from other wireless networks (Chen et al., 2011): 

a) The unique mobility model which is limited by roads, speed, and 

neighboring nodes. 

b) The rich functionalities of network nodes (e.g., high computing 

ability, unlimited power supply). 

c) The fast changing network topology and the short-lived 

communication link. 

d) In some intersections and hot spots, there are scattered authorized 

infrastructures to provide extra services. 
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Sybil attack detection on VANETs is the challenging problem because of the 

aforementioned properties of them. The Sybil attack would also become a serious 

threat to VANETs because: 

1) It may bring extremely negative influence to the security of VANETs 

and the safety of drivers by emerging the wrong traffic information in 

network or by not forwarding the warning messages (Chen et al., 

2011). 

2) If number of Sybil attackers increase significantly in a network, they 

can take over the control of the whole network (Grover et al., 2010). 

3) It violates the fundamental assumption of the VANET research (Park 

et al., 2009). 

 

Due to highly dynamic property of the VANETs fast and completely 

detecting of the Sybil attacks can reduce the adverse safety effect of Sybil attacks 

and the performance reduction of VANETs due to Sybil attacks. 

As will be discussed later in literature review chapter, there are many 

methods presented to detecting the Sybil attack, some of them neglect the privacy of 

the vehicles (Zhou et al., 2007), some of them will not applicable on crowded or 

empty highways or streets, some methods adapted from other networks and does not 

work on high speed vehicles on highways and some of them needs cryptographic 

methods which needs expensive devices to implement in real vehicles (Kaur et al., 

2012). 

 
Figure 1-1 Sybil attack threats 

Sybil 
Attack 

Emerge wrong 
traffic 

information 

Take 
control of 
network 
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of  VANET 
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1.3 Problem Statement 

 Due to the problem above one general and applicable method is needed to 

defend against Sybil attack which both preserve the privacy of the vehicles and work 

in every situation even crowd or empty roads, in highways or streets. The 

Neighboring Vehicles method cover the above requirements (Kaur et al., 2012). In 

Detection using Neighboring Vehicles approach every node participates to detect the 

suspect node in the network. Every vehicle has a different group of neighbors at 

different time interval. If every vehicle has same neighbors at different interval then 

that vehicle is a suspect (Grover et al., 2011).  

In this method computation are required to calculate the neighboring 

information of the vehicles as nodes in the neighborhood of the vehicles change their 

position rapidly, high computation property of this method make this method a slow 

detection scheme and this method is being unable to detect the Sybil attack at the 

early time of incident (Kaur et al., 2012).  

 

1.4 Research Questions 

The main questions this research motivates to answer are as follows: 

1) What are the various Sybil attack detection schemes function, 

requirements and practicality on VANETs? 

2) What are the possible approaches to improve performance weakness 

(e.g. computation time) of Neighboring Vehicles method to detect 

Sybil attacks on VANETs? 

3) How to evaluate the performance improvement of Neighboring 

Vehicles method to detect Sybil attack on VANETs? 
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1.5 Project Aim  

The aim of this study is to investigate various approaches for detecting Sybil 

attacks function, requirements and practicality on VANETs, improve the 

Neighboring Vehicles detection method computational time consumption on 

detecting Sybil attacks on VANETs, in this way the VANETs against Sybil attacks 

are more defiance and totally the VANETs become more reliable. The following 

aims are represented in below: 

1- Investigate on various detection scheme functionality and practicality. 

2- Introducing the improved Neighboring Vehicles method to detect Sybil 

attack. 

3- Performance assessment of the improved Neighboring Vehicles detection 

method for detecting Sybil attacks on VANETs. 

 

1.6 Project Objective 

The objectives of this study can be arranged as follows: 

I. To investigate the current methods to detect Sybil attacks on 

VANETs. 

II. To improve detection using the Neighboring Vehicles method to 

detect Sybil attacks on VANETs. 

III. To evaluate detection using the Neighboring Vehicles method to 

detect Sybil attacks on VANETs. 
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1.7 Scope of the Study 

This research focuses on improving a neighboring method against Sybil 

attack on the VANETs in a way that some of the problems mentioned in the problem 

statement will rectify. The proposed methods will be in the area where all nodes are 

equipped with same wireless communication equipment necessary for establishing a 

VANET. There are a certain number of vehicles traveling independently and most of 

them are trusted. Only a few of the drivers may perform the Sybil attack. It is 

assumed that clocks of all the nodes are synchronized and their transmission range is 

same meters in this case. Some RSUs (Road-Side Units) are uniformly deployed in 

the network either in the form of a traffic light or any service provider (providing 

information about petrol pumps, hospitals, and restaurants) take into assumption. For 

physical and MAC (Medium Access Control) layers is assumed in 802.11p, and 

routing protocol AODV. To evaluate the proposed method the simulation software 

would be NS2, which is combined with MOVE and SUMO. 

 

1.8 Significance of the study 

Until recently, road vehicles were the realm of mechanical engineers. But 

with the plummeting costs of electronic components and the permanent willingness 

of the manufacturers to increase road safety and to differentiate themselves from 

their competitors, vehicles are becoming “computers on wheels”, or rather 

“computer networks on wheels” (Hubaux et al., 2005). VANET technology provides 

a fast, easy to deploy and an inexpensive solution for intelligent traffic control and 

traffic disaster preventive measure. In VANET, moving vehicles communicate using 

wireless technology. This communication can be used to divert traffic from 

congested or dysfunctional routes, to seek help in an emergency and to prevent 

accident escalation in addition to providing intelligent traffic control. However, an 

attacker can use the same system to spread false warning messages resulting in 

congestion on certain routes thereby leading to accidents or causing delay in 
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providing help etc. (Grover et al., 2010). One of these threats is Sybil attacks, in 

which a malicious vehicle creates an illusion of traffic congestion by claiming 

multiple identities. Not only does this create an illusion, it has the potential to inject 

false information into the networks via a number of fabricated non-existing vehicles; 

it can even launch further DoS attacks by impairing the normal operations of data 

dissemination protocols (Xiao et al., 2006). There are many possible methods to 

defend against Sybil attack, but the effective defense against Sybil attack should 

firstly identifies an attack and attacker in the very first of its launch to reduce the 

degree of its damage. In this project by reducing the computation time, detection will 

settle the Sybil attack in the early stage of its occurrence. 

 

1.9 Summary 

This chapter introduced of the importance of VANET and security on 

VANETs and described about its problem. Afterwards, we present research 

objective, research scope and significance about the project. The next chapter 

presents the review of the VANET and Sybil attack and related work. 
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