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ABSTRACT 

 

 

 

 

The healthcare system in Malaysia has witness a tremendous change and there are 

many systems developed to provide a better healthcare system. A remote healthcare 

system using the Wireless Body Area Network (WBAN) is still new to public 

hospitals in Malaysia. The “Feasibility Study of Incorporating Remote Healthcare 

System Using WBAN from the Security Perspective” is a research to study the 

security aspects for remote healthcare system in public hospitals in Malaysia. The 

preliminary study of this research focuses on the security aspects to be considered for 

developing a remote healthcare system since such system is yet to be used in the 

country. Medical practitioners from Department of Cardiology from public hospitals 

are interviewed to know the incorporability of the remote healthcare system using 

WBAN from the security aspects identified. The security aspects identified are data 

confidentiality, data integrity, data privacy and data authentication. All these four 

aspects are identified to be crucial in for a remote healthcare system in Malaysia.  
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ABSTRAK 

 

 

 

 

Sistem kesihatan di Malaysia menyaksikan pelbagai perubahan besar dan terdapat 

banyak sistem yang dibangunkan untuk memperkasakan perkhidmatan kesihatan di 

negara kita. Sistem kesihatan menggunakan Wireless Body Area Network (WBAN) 

masih baru di hospital awam di Malaysia. Kajian  ‘Feasibility Study of Incorporating 

Remote Healthcare System Using WBAN from the Security Perspective’ merupakan 

kajian yang mengkaji isu-isu keselamatan dalan WBAN dan mengenalpasti set 

keperluan keselamatan untuk membangunkan satu rangka kerja etika. Kajian awal 

pelaksanaan kajian ini memberi tumpuan kepada cirri-ciri keselamatan yang perlu 

diambil kira untuk merekabentuk sistem sedemikian di negera kita. Pengamal 

perubatan dari Jabatan Kardiologi dari hospital awam ditemuduga untuk mengetahui 

kebolehlaksanaan ciri-ciri keselamatan yang dikenalpasti serta perlaksanaan sistem 

penjagaan kesihatan jauh menggunakan WBAN. Ciri-ciri keselamatan yang 

dikenalpasti adalah kerahsiaan data, integriti data, privasi data dan pengesahan data. 

Keempat-empat cirri ini dikenalpasti sebagai ciri penting dalam membangunkan 

sistem kesihatan jauh.  
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CHAPTER 1 

 

 

 

 

INTRODUCTION 

 

 

 

 

1.1 Overview 

 

 

Healthcare system has to undergo a drastic transformation due to new 

challenges of rapidly growing population of elderly and rising healthcare awareness 

[1]. The increase in average lifespan and cost of health motivates innovation in 

healthcare system. Recent technological advances in sensors and wireless 

communication have enabled the design of wireless sensor equipments for healthcare 

monitoring. Several new medical equipments are designed using wireless 

technologies to revolutionize the healthcare system to provide inexpensive, 

continuous and safe health monitoring. Medical devices such as wireless pulse 

oximeter, wireless single-lead Electrocardiogram (ECG) patch sensor, wireless blood 

pressure (BP) sensor and wireless Electroencephalogram (EEG) sensors are designed 

such that they can be worn or implanted to monitor psychological signals and 

transmit the data to specialized medical servers. This has led to the development of 

Wireless Body Area Networks (WBAN). The WBAN technology are mainly used in 

the Cardiology Department in any medical field as this field requires medical 

practitioners to obtain medical readings such as ECG, pulse rate, blood pressure, 

stress test and blood investigation. To do all these tests and readings, sensor 

equipments are used. WBAN can be used to design a remote monitoring healthcare 

system. The integration of wireless communication and computing system can 

deliver a more complete healthcare system [2]. This is in line with the 10
th

 Malaysian 

Plan for Ministry of Health, which is to establish a comprehensive healthcare system 

and recreational infrastructure. The focus of this research is to identify the security 
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features for remote healthcare system using the WBAN for healthcare system in 

Malaysia.   

 

 

 WBAN is formed when one or more types of wireless sensors are deployed in 

environments that belong to the patient. It is a network of nodes that are deployed on 

the surface of a person’s body. These nodes can send data to remote locations with 

use of any available networks. This network is then connected to a backbone network 

via a gateway. The gateway node could be connecting the sensor node to a range of 

telecommunication networks. These communication networks could be using public 

or private networks. A WBAN could offer a user to store its collected data on his/her 

personal device or any other portable device and then transfer that information to a 

suitable computer or centralized server. At the application level, medical 

practitioners can monitor vital health information using a graphical user interface. 

Typical application of WBAN in healthcare system for remote monitoring requires 

patients to wear body sensors on their body parts (wearable sensors) and whereby 

these sensors have capabilities of taking down the medical records. The data is then 

transferred to a centralized system using the Internet. For this to happen, patients will 

need to connect the sensor via wireless to any source of Internet. Medical 

practitioners on the other hand need to log in to the system to periodically check his 

or her patient’s record. 

 

 

 

 

1.2 Background of Study 

 

 

The use of technology has increased work efficiency in many sectors. 

Medical domain particularly has adopted many technologies into their daily use in 

providing better healthcare system [3]. Tremendous changes in the use of technology 

have been reported over the years in medical industry. The integration of WBAN 

into the healthcare system is nothing new in the first world countries. Canada is one 

of the earliest countries that used the WBAN technology to provide remote 

healthcare system for their citizens. In Malaysia, the implementation of such systems 
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is still in the planning stage. Several private medical institutions are in plans to do 

such system.  

 

 

The use of WBAN exposes many data vulnerability as Internet is often used 

for communication. Besides, medical data is considered to be very confidential and 

medical practitioners are tied to the code of conduct in performing their duty. 

Transportation, tourism, education, and others sectors are also rapidly evolving with 

the use and development of sophisticated systems, but medical system is still a little 

laid back as there is no proper guidelines and awareness on the data access[2]. 

Medical data can be misused for various purposes. Medical practitioners are believe 

to be the greatest threat to patients’ data due to the access they have pose on the 

sensitive medical records [4]. Many patients are actually unaware that their medical 

records are exposed out of their consent. In fact, many patients disagree if their 

health records are shared by many for various purposes [5]. One of the purposes of 

electronic medical system is to improve the healthcare services. The use of remote 

healthcare systems will save cost and errors during treatment of patients but despite 

all these people are worried about the privacy and security of medical records [6]. 

Furthermore, processing data over the Internet may pose the treat of data 

modification. Therefore data integrity checks should also be included in any 

electronic health applications [3]. The shortages of medical professional to handle 

high risk factor patients are also insufficient. This is further supported by Dr David K 

L Quek, the President of Malaysian Medical Association (MMA), (2009-2011) who 

stated in news that the underlying logistical problems and manpower constraints 

appear to hamper the implementation of a more comprehensive cohesive healthcare 

system [7]. 

 

 

Healthcare sector in Malaysia witnesses vast changes over the period of time. 

The government of Malaysia has put quality healthcare as one of the main principles 

through varieties of network clinics and hospitals. Health is considered as a part of 

socioeconomic development as it involves large number of citizen. The 

chronological changes in the healthcare system prove that technology does play a 

role in influencing the operation of the healthcare system in Malaysia particularly. 

Nevertheless, a healthcare system without considering the security features will give 
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a bad reputation of the public hospitals in Malaysia [8]. Besides security, ethical 

component is one of the important components in developing a healthcare 

information system [9]. This is due to the need for the medical practitioners to follow 

the code of ethics outlined by MMA. The lack of enforcement of Information 

Technology (IT) policies and operational policies in managing patient data is also a 

concern when developing any medical system. This happens when some of the 

medical practitioners face ethical problems dealing with patient data. It is very 

important to balance patients’ right to data protection or confidentiality because it is 

the central for trusting a relationship between patients and healthcare providers 

[6][3][5].  

 

 

In the 1980s and 1990s, the healthcare system in Malaysia continued to attain 

a better and more equitable distribution of health services and facilities. Preventive 

and curative healthcare services were implemented whereby immunization, 

vaccination rural sanitation health education programme and family development 

were given importance. Priority was also given to provision of basic healthcare and 

specialist services. The reports by MMA [10] recorded that for man power 

development; there were only 4229 doctors, 249 specialists and 10,500 nurses in 

government hospitals. In 1990, the doctor population ratio for the nation was 1:2560 

with having Kuala Lumpur and Pulau Pinang as above the target. To solve this 

problem, government hired many foreign doctors on contract basis. This scenario is 

not continued as it takes up lots of cost. To solve this government has taken many 

measures with the help of growing technology to save the cost and man power in 

daily healthcare monitoring. Electronic and wireless equipments are introduced to 

reduce the time taken to obtain reading from patients and this indirectly reduces the 

manpower needed to examine a patient. In the 10
th

 Malaysian Plan, the Prime 

Minister has put a stress that by 2020, the number of old aged citizens in Malaysia 

would be 3.4 million. Therefore, this group of people will be given importance for 

healthcare by focusing on elderly friendly infrastructure and improving access to 

affordable healthcare. The use of Information Communication and Technology (ICT) 

in medical field brings new challenges and expectations to the society. In the 10
th

 

Country Health Plan, the inadequate integrated planning of health information 

systems, particularly the absence of policy and facility to empower access to secured 
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personal health information is highlighted. This motivates the implementation of 

integrated systems in public hospitals.   

 

 

As technology evolves, people are also changing. Many departments are 

moving into e-services to provide a more mobile accessibility for the customers. For 

medical field, the implementations of e-services or remote services are still not 

widely used due to the dependability to the hardware equipments to get the medical 

data of the patients. Another factor that contributes to this reason is also the cost for 

implementation and the readiness of the patients and medical officers to commit 

responsibilities to handle the body sensor and to monitor the data remotely. With the 

invention of wireless body sensor equipments, medical departments can now go 

wireless: for monitoring the healthcare of the patients’. The current manual system of 

recording the patients’ medical data is not efficient and resourceful. Using medical 

equipment, a medical practitioner needs to manually record the readings (medical 

data) of a patient and record it into a sheet for monitoring. When such system is used, 

patients are unhappy because their data is shared among the medical practitioners on 

duty in a particular department [5]. This is unethical and may raise the issue of data 

privacy and trust among the patients.  Compared to paper files (traditional records), 

electronic medical data are more transferable [6] and therefore, stronger protections 

are needed to eliminate the violation of patient privacy. 

 

 

Besides this, the demand for services for the aged is increasing. This trend is 

global whereby the number of population over the age of 65 is doubled from 357 

million in 1990 to 761 million in 2005 [11]. According to the statistic provided by 

the Department of Statistics Malaysia on their website, Malaysia particularly has 

about 29 million citizens and the annual growth population for Malaysia is about 

1.6%. Out of this statistic, around 1.5 million are over 65 years old [1]. Majority of 

this group of people are very highly in need of regular healthcare monitoring. The 

need of them to regularly visit the hospitals or clinics can be very troublesome and 

cost consuming. All these statistics shows that Malaysia also needs a major shift 

towards a more scalable and efficient healthcare system.  With this, one of the best 

solutions is to go for a remote healthcare monitoring. Several factors need to be 

accounted if the healthcare monitoring system goes remotely. The assurance of data 
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security is very crucial. Medical practitioners are also tied to the code of ethics 

during performance of their duty. Therefore, this research discusses the security 

elements of remote healthcare system using WBAN to be fulfilled for developing 

such system.   

 

 

 

 

1.3 Problem Statement 

 

 

Implementing a remote healthcare system need to consider security features. 

Therefore, before deployment a remote healthcare system using WBAN, a feasibility 

study is crucial. WBAN technology has been used in other countries for medical 

purposes but in Malaysia, such projects are still under development. For public 

hospitals, such system is new and feasibility study provides relevant data on the 

implementation of remote healthcare system using the WBAN in public hospitals 

since it is not implemented.  The issue of secure communication arises. Secure 

communication need to be achieved by employing strong security mechanisms to 

ensure non-disclosure of secret information, prevention of data alteration, proof of 

identity and non-contestable message origin. Medical data are very crucial and need 

to be protected as alteration in the records may results in an incorrect diagnosis and 

prescription. The research also find out opinions on to what extend such system can 

be used in monitoring healthcare of patients in public hospitals and the impact of 

such system on the work efficiency. 

 

 

 

 

1.4 Research Aim 

 

 

The aim of this research is to determine the feasibility of incorporating 

remote healthcare system using WBAN from the security perspective.   
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1.5 Research Question 

 

 

The research questions for this research are as below: 

 What are the security features for a remote healthcare system using WBAN? 

 What are the security features that can be incorporated into the remote 

healthcare system in Cardiology Department in Malaysian public hospitals? 

 Is the security features identified suitable to be used in remote healthcare 

system using WBAN for Department of Cardiology in public hospitals? 

 

 

 

 

1.6 Research Objectives 

 

 

Objectives of this research are: 

 To identify the security features for remote healthcare system using 

WBAN 

 To design a conceptual framework for incorporating security features for 

remote healthcare system using WBAN in Cardiology Department in 

Malaysian public hospitals.  

 To determine the feasibility of incorporating remote healthcare system 

using WBAN in Department of Cardiology in public hospitals.  

 

 

 

 

1.7 Research Scope 

 

 

This research focuses on: 

a. Security aspects 

The security identified covers only the data security and some ethical 

issues. Security aspects are identified based on literature review.   

b. Conceptual framework 

A conceptual framework is designed based on literature review. 

Some of the security features are included in this framework for a remote 
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healthcare system using the WBAN technology. The inclusions of the 

features are based on critical success criteria of successful models and 

framework that have been developed.  

 

 

Medical practitioners from Department of Cardiology in public hospitals are 

interviewed to get feedback on incorporating a remote healthcare system using 

WBAN based on the security features identified in the conceptual framework. 

Interviews are conducted in the hospital premises during working hours.  

 

 

 

 

1.8 Significance of Study 

 

  

This research will benefit medical practitioners, patients, hospital 

management, system developers and many others who are involved in providing 

healthcare system in various ways. In another word, it gives significance to field 

establishment or theoretical development and also significance to the organization. 

To develop a system using the Wireless Body Sensor Network, one needs to know 

the security issues that may arise concerning data.  

 

 

This research can be used in as the first step to gather information about 

implementation of remote healthcare system using WBAN before the real 

implementation takes place. It will be an interest to system developers, patients and 

medical practitioners for having a feedback from the end users especially medical 

practitioners on execution of such system for healthcare monitoring in Malaysia. 

Furthermore, developing systems for medical isn’t that simple as medical 

practitioners have their code of conduct to be complied. Thus, it is important to 

follow these codes of conduct so that patients are aware that their data is restricted 

for access.  

 

 

The significant benefit of this research to the organization is that a more 

effective way of monitoring patients’ medical data is designed. Besides, this cuts 

down the concern of patients about their data. Providing the medical practitioners 
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and patients a clear policy and guidelines on how data is accessed and shared is 

important to build the trust between patient and doctor.  This remote healthcare 

system will be more convenient for both patients and medical practitioners as this 

saves their time. Hospitals will have a more systematic way of keeping patients 

record, on the other hand patients do not need to worry about their data being safe. 

Remote healthcare system will be an interest for Department of Cardiology since 

there are many sensory types of equipment used for obtaining patients’ medical 

readings.  

 

 

 

 

1.9 Summary 

 

 

The use of WBAN in medical system exposes security threats for data. 

Several problem statements have been identified for the purpose of conducting this 

research. With that, objectives are outlined and the scope of study is also explained. 

The aim of this research is to give a significant knowledge of security features in 

remote healthcare system and how this system is to be accepted for implementation 

from the perspective of the medical practitioners. The next chapter discusses about 

the literature review and the methodology used to conduct this research. It is the most 

important chapter as it gives ideas, knowledge and resources about this research and 

these are important elements to produce a good research.  
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