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ABSTRACT 

Radio Frequency Identification (RFID) is a new in technology field. This 

emerging technology has been use in different applications. RFID systems have their 

own security challenges and this research is going to explore integrity attacks in RFID 

systems. Even though the previous related works have their own strength and 

weaknesses. The two factor authentication based method is proposed to prevent Replay 

attacks. In this method, necessary processes are mentioned, tag and the reader two 

factor authentication by using a security token and integrity would be guaranteed. It 

can prevent replay attack in RFID systems through using TOTP. In this additional 

security step legitimate and fake tag will be recognized. Integrity of tag information 

will be achieved. In addition, Replay attack is prevented by implementing one time 

password token. The significant attack such as Replay attack, Tracking attack, MITM 

attack, Spoofing attack, Impersonation, Cloning, Tampering, Forgery attacks can be 

achieved when attacker cannot generate a one-time password. This integrity based 

RFID method can be used in access control to prevent unauthorized access. 
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ABSTRAK 

Radio Frequency Identification (RFID) adalah satu perkara yang baru dalam 

bidang teknologi. Teknologi baru ini telah digunakan dalam aplikasi yang berbeza. 

Sistem RFID mempunyai cabaran-cabaran keselamatan mereka sendiri dan kajian ini 

akan meneroka serangan integriti dalam sistem RFID. Walaupun kerja-kerja yang 

berkaitan sebelum ini mempunyai kekuatan sendiri dan kelemahan mereka.Kedua-dua 

faktor kaedah berasaskan pengesahan adalah dicadangkan untuk mencegah serangan 

Ulangan. Dalam kaedah ini, proses yang perlu disebut, tag dan pembaca dua faktor 

pengesahan dengan menggunakan tanda keselamatan dan integriti akan dijamin. Ia 

boleh mencegah serangan ulangan dalam sistem RFID melalui menggunakan TOTP. 

Dalam kes ini, langkah keselamatan tambahan tag sah dan palsu akan diiktiraf. Integriti 

maklumat tag akan tercapai. Di samping itu, serangan Ulangan dihalang dengan 

melaksanakan token kata laluan satu-satu masa. Serangan penting seperti serangan 

Ulangan, serangan Penjejakan, serangan MITM, serangan Menipu, Penyamaran, 

Pengklonan, Mengganggu, serangan Pemalsuan boleh dicapai apabila penyerang tidak 

boleh menjana kata laluan satu masa. Ini berasaskan kaedah RFID integriti boleh 

digunakan untuk mencegah dan menghalang akses capaian yang tidak dibenarkan. 
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CHAPTER 1 

1 INTRODUCTION 

1.1 Overview 

Wireless telecommunications is the transfer of information between two or 

more points that are not physically connected. Distances can be short, such as a few 

meters of the television remote control, or as far as thousands or even millions of 

kilometers for deep-space radio communications. It encompasses various types of 

fixed, mobile, and portable two-way radios, cellular telephones, personal digital 

assistants, and wireless networking(Shelly  et al., 2011). 

Radio Frequency Identification (RFID) is one type of wireless network that 

classify in short range wireless. RFID networks exist in a broad range of environments 

and their rapid proliferation has been underway for quite some time. RFID systems 

consist of tiny integrated circuits equipped with antennas (RFID tags), that 

communicate with their reading devices (RFID readers) using electromagnetic fields 

at one of several standard radio frequencies. Additionally, there is usually a back-end 

database that collects information related to the physically tagged objects (Song & 

Mitchell, 2008). 
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1.2 Background of the Problem 

Radio Frequency Identification (RFID) is the use of a wireless non-contact 

system that uses radio-frequency electromagnetic fields to transfer data from a tag 

attached to an object, for the purposes of automatic identification and tracking. Unlike 

a bar code, the tag does not need to be within line of sight of the reader and may be 

embedded in the tracked object (Hua and Hong, 2012). 

RFID tags are used in many industries. Since RFID tags can be attached to 

clothing, possessions, or even implanted within people, the possibility of reading 

personally-linked information without consent has raised security concerns (Hua and 

Hong, 2012). 

Not only vital information privacy, protection solutions, detection the risks and 

threats are the popular issues in RFID technique but also authentication through the 

insecure wireless channel and data integrity are the sensitive challenges. 

Tag and reader are two critical items of RFID because they are vulnerable to 

the threat of data counterfeiting.  On the other hand read and write and alter the data 

will be occurred without any permit that is a big threat for the user.  People’s important 

belongings should be protected against modification. 

Although the above problems do not cover all concerns about this technology, 

but from the security point of view, data integrity and modification are the important 

problems that should be considered. 

1.3 Problem Statement 

A common defense approach to attacks is the use of a previous response 

protocol. RFID tags and readers usually share a secret and use a challenge response 

protocol to authenticate their identities. Nevertheless, very often this approach is 
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subject to Replay attacks. In a Replay attack, an adversary broadcasts a tag’s response 

recorded from a past transaction in order to impersonate the tag to a reader. Typical 

example of this attack is the unauthorized access to restricted areas by broadcasting an 

exact Replay of the radio signal sent from a legitimate tag to the reader that grants 

access (van Deursen and Radomirović, 2009). 

There are some attacks on RFID like Replay attack and cloning attack that 

focus on integrity of RFID, In replay attack an adversary can repeated previous 

transaction to impersonate the tag to the reader (Replay attack) that compromise 

integrity which is a big problem in information security .This research will focus on 

Replay attack and will try to provide a solution against it. 

1.4 Research Questions 

Research questions related to this project is listed as below: 

 What are the available current RFID attack and techniques had been used? 

 Why RFID is affected by Replay attack? 

 How we can improve security? 

1.5 Project Objectives 

During this project to achieve the aim the following step is intended: 

   To identify current attacks on RFID and investigate existing technique 

against these attacks 
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 To propose a new method to prevent Replay attack on Rfid 

 To test and evaluate proposed method by creating simulation attacks 

1.6 Project Aim 

The main contribution of my study is developing a method against replay 

attack. in following paper, there is implementation a method for increase security on 

RFID base on one time password as shown in Figure 1.1. 

 

Figure 1.1 : Research scenario overview 

1.7 Project Scope 

The scope of this study focuses on the integrity of data transmission between 

tags and readers in RFID technology .In RFID three concepts should be considered: 

Wireless

Wi-fi
Bluetooth

RFID

Confidentiality
Availability

Integrity

Colening
Replay 
attack

One-time Password
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Confidentiality, Integrity, and Availability (CIA).  Therefore attacks can be divided by 

the CIA.  

Eavesdropping, unauthorized tag reading, and privacy threats are several 

attacks that influence confidentiality in authentication and communication sector.  

Traceability and collection of personal information are the privacy threat’s 

capabilities. DDOS attack and Dos attack are threats that can influence Availability. 

Replay attack and cloning attack are threats that influence integrity. The scope explains 

the identification of significant security threats and their solutions to prevent 

information modification and integrity issues. 

In following this research focus on one time password and use TOTP to prevent 

common attacks and finally proposed method will be evaluated in simulation 

environment. 
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