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ABSTRACT 

These days internet is one of the most important part of human life and the 

most significant issue that is connected to this technology is keeping data secure. 

Many attackers try to obtain secret information for different reason so sometimes it is 

necessary to keep existence of data secret. Cryptography and watermarking can 

combine to each other to create a secure platform for sensitive information. In some 

model even after combining encryption and watermarking the hidden message can be 

detectable. In our proposed model two type of encryption methods which are Arnold 

Cat Map and RSA algorithm are combined with LSB watermarking to make hidden 

message secure. This method creates confusion and diffusion to keep existence of 

information secure. Results show that the proposed model increase security of hidden 

message with lower time of implementation algorithm. 
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ABSTRAKT 

Internet hari ini merupakan antara perkara paling penting dalam kehidupan 

manusia. Ianya juga merupakan isu paling penting kerana memastikan teknologi 

memelihara data terpelihara. Banyak penggodam cuba mendapatkan maklumat rahsia 

dengan alasan tersendiri maka ianya menjadi kewajipan untuk kita mempunyai 

sebuah platform yang selamat untuk maklumat yang sensitive. Dalam beberapa 

model sebelumnya, mesej rahsia masih boleh dikesan meskipun selepas 

menggabungkan kaedah encryption dan watermark. Dalam model yang dicadangkan, 

terdapat dua jenis kaedah encryption iaitu Arnold Cat Map dan algoritma RSA yang 

digabungkan dengan watermarking LSB untuk menjadikan maklumat rahsia. Kaedah 

ini menimbulkan kekeliruan dan penyebaran untuk meastikan kewujudan maklumat 

adalah selamat. Hasil kajian menunjukkan bahawa model yang dicadangkan 

meningkatkan keselamatan mesej rahsia dengan masa yang lebih singkat bagi 

perlaksanaan algoritma. 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

CHAPTER 1 

1 INTRODUCTION 

1.1 Overview 

These days every one can access to huge amount of digital data easily. Rapid 

growth of internet technologies has changed our world. There are varieties of data 

that transfer every second in all over the world during this communication these data 

could be misused in different ways for different goals. In recent year’s digital 

multimedia and influential image processing tools can change digital data and make 

manipulating and tampering(W. Lin et al., 2011 and Lu and Liao, 2003). 

Some on new technologies have been used to prevent illegal activities, such 

as cryptography, but this problem cannot be solved by this technology alone, because 

data encryption only provide security during transmission of data and when data is 

received and decrypted, the product will no longer be secured. This problem is 

solved by proposing a new effective copyright protection of digital information and a 

technique for data security maintenance, digital watermark technology(Kumar, 

Sampath, and Indumathi, 2012). 

According to different types of watermark carrier, digital watermark can be 

divided into: image watermark, video watermark and audio watermark. In the field of 

data security, watermarks may be used for certification, authentication, and 

conditional access(Ali and Khamis, 2012).  
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There are different reasons for manipulating image in different level of 

security in different areas. Protecting of data is important issue these days because 

some of secret data could be misused  for sabotage or terrorism, or military and 

political reason that is so important and could effect in all people lives(Ying-Da Lv, 

Shen, and Chen). 

Authenticity of image content and verification of integrity are so important 

because manipulating images are so easy. Protection of digital image and determine 

manipulation is very noticeable issue as a large number of digital images are 

interchanged on the Internet every day. Today many kind of authentication schemes 

have been proposed for authenticity and verifying integrity(Friedman, 1993 and W. 

Lin, et al., 2011). 

The authentication methods can be categorized into two categories: Digital 

signature based schemes and Digital watermark based schemes. A digital signature 

can be also a signed or an encrypted hash value of image contents or image 

characteristics. The main disadvantage of signature based schemes is that they can 

only identify if an image has been modified or not, but they cannot find out the 

position of the regions that have been modified. To solving this problem, watermark 

based scheme has been proposed for image authentication(Lu and Liao, 2003 and 

Rey and Dugelay, 2002). 

1.1.1 Reason of information secrecy 

People can say that secret communication is necessary for terrorists, drug 

dealers and many other criminals and also for a war. It is really true, but there are 

many humanitarian reasons for secrecy too. You can explore job possibilities without 

revealing where you currently work and potentially losing your job. You can protect 

you personal information from being exploited by terrorists or money launderers. 

The police can communicate with undercover agents infiltrating the gangs of bad 

people. So there are many reasons that protect the solid people(Martin, Sapiro, and 

Seroussi, 2005). 
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1.1.2 Principle of Watermarking 

A watermarking system is typically separated into three different steps, 

embedding, attack and detection. In embedding, an algorithm embeds the host and 

data and a watermarked signal is produced by this algorithm. The watermarked 

signal is broadcasted or stored after that, but usually it is transmitted to another 

person, if this person makes a change to this watermark signal this is called an attack. 

An algorithm that embedding attacked signal for extracting the watermark from it is 

called detection algorithm. Two things would be happen; if the watermark is still 

there and could be extracted it means that the signal was not modified but if the 

signal is copied the information is also transmitted to the copy and the content is 

manipulated. Figure 1.1 shows the basic block map of watermarking process(Potdar, 

Han, and Chang, 2005). 

 

Figure  1.1: Watermarking block map(Potdar, et al., 2005) 

Various schemes are accessible to embed the original image and desired 

watermark. One secret key is used during embedding and extraction process for 

preventing illegitimate access to the watermark(Potdar, et al., 2005). 
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1.2 Background of problem 

There are many easy ways that help to attackers that can extract hidden 

message easily by trying extraction algorithm or find out the method approximately 

by knowing some features of watermarked image like PSNR that is related to quality 

of image. So it is an important issue to making message as secure as possible to 

prevent leaking sensitive information(Cheddad, Condell, Curran, and Mc Kevitt, 

2010). 

One of the chaotic method encryption that had been used in image watermark 

security is Arnold Cat Map encryption method that scrambles image pixels position 

and after applying Arnold Cat Map for T times pixels of image will return back to 

the original place. This T is related to the size of image and is different for different 

sizes but it is not very large number. Arnold Cat Map had been used for scrambling 

image K times which K is defined as encryption key and the message will be embed 

in image that had been scrambled K times and after embedding, carrier will be 

scrambled (T-K)times because the image pixel come back to the original place. This 

method helps to increase security of message because even if attacker can be able to 

extract message the pixels of it is not in right place, but since amount of T is not huge 

and can be detectable by image size(Rawat and Raman, 2011 and Struss, 2009). 

1.3 Problem statement 

As it was mentioned in background of problem by fining  period duration for 

Arnold cat Map is not a big number and amount of K that s the encryption key can be 

easily find by try and failure. When attacker succeed to find K it would be very easy 

for her/him to extract the message from carrier and the secret message would be 

recognizable for attackers so Arnold Cat Map is not efficient for guarantee security 

of hidden message.   
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1.4 Project objectives 

The project objectives of this project are as bellow: 

1. To investigate existing method based on fragile watermarking for secure 

hidden message. 

2. To proposed and enhance fragile watermarking model to secure  hidden 

watermark 

3. To test and evaluate existing models with proposed model. 

1.5 Project aim 

The aim of this project is to provide secure model for image watermarking. 

1.6 Project scope 

The scope of this research is based on ivisible fragile watermarking that 

focuses on increasing security by using encryption and watermark based on spatial 

domain watermark. There are different methods in spatial domain that in this project 

the method that is proposed is focused on LSB method that used least significant bits 

for embedding the watermark. Another method that would be used for creating 

watermark is using chaotic encryption that makes confusion and diffusion for making 

hidden message more secure. The image that would be embedding in carrier is bmp 

gray scale image in size of 256×256 pixel that will be hidden behind image with size 

of 512*512. For implementation of this project MATLAB software would be used 

and version that is used in this project is R2011b version 7.13.5604. 
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1.7 Summary 

Watermarking is very important part of hiding area and there are many 

research subjects Digital watermarking can be used for various areas like provide 

security to information that are transferring on network these days. For more 

effectiveness of watermarking it is better that watermarking will be combined by 

cryptography method. 
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