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ABSTRACT

In recent years most banks offer online-banking to their customers. As
banking activities are by nature more sensitive than most other Internet
activities, higher security standards are required. Authentication is the first line of
defense against compromising confidentiality and integrity, Internet banking systems
must authenticate users before granting them access to particular services. The
banking system must determine whether a user is, in fact, who he or she claims to be.
The increase in use of online banking has given rise to an increase in attacks against
banking institutions and their customers, such as phishing, shoulder surfing,
eavesdropping, and dictionary attacks. It is widely accepted that without adequate
controls, security threats are highly probable against transactions in electronic
commerce, such as online banking transactions. For implementing a strong
authentication technique, this project has introduced a secure framework for online
banking authentication system, which is secure in public area and invulnerable to the
common attacks and users can achieve the authentication process simply by selecting

the appropriate mode according to the environment status (Safe or Unsafe).
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ABSTRAK

Dalam tahun-tahun kebelakangan ini kebanyakan bank menawarkan perbankan
dalam talian kepada pelanggan mereka. Disebabkan Aktiviti-aktiviti perbankan adalah
lebih sensitif daripada aktiviti-aktiviti Internet yang lain, standard keselamatan yang
lebih tinggi diperlukan. Pengesahan adalah barisan pertahanan pertama terhadap
kerahsiaan berkompromi dan integrity, sistem perbankan internet mesti mengesahkan
pengguna sebelum memberikan mereka akses kepada perkhidmatan tertentu. Sistem
perbankan perlu menentukan sama ada pengguna adalah, sebenarnya, seperti yang dia
sepatutnya menjadi. Peningkatan dalam penggunaan perbankan dalam talian telah
menyebabkan peningkatan dalam serangan terhadap institusi perbankan dan pelanggan
mereka, seperti as phishing, shoulder surfing, eavesdropping, and dictionary attacks. la
adalah diterima secara meluas bahawa tanpa kawalan yang mencukupi, kemungkinan
ancaman keselamatan terhadap transaksi dalam perdagangan elektronik adalah, seperti
transaksi perbankan dalam talian. Untuk melaksanakan perbankan dalam talian dengan
satu teknik pengesahan yang kukuh, projek ini telah memperkenalkan rangka kerja
keselamatan bagi sistem pengesahan perbankan dalam talian, yang selamat dalam
kawasan awam dan kebal daripada serangan biasa, yang pengguna boleh mencapai
proses pengesahan hanya dengan memilih mod yang sesuai mengikut status
persekitaran (iaitu Selamat atau tidak selamat). Daripada sistem disiasat dan dinilai, ia
adalah jelas bahawa rangka kerja yang dicadangkan boleh hadir satu kaedah yang
kukuh dan fleksibel dengan kebolehpercayaan untuk pengguna dalam sistem
pengesahan perbankan dalam talian. Di mana pengguna boleh mencapai proses
pengesahan hanya dengan memilih mod yang sesuai mengikut taraf alam sekitar (iaitu

selamat atau tidak selamat).
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Online banking is a new phase in retail banking services. With the help of
online banking several types of services through which customers can request
information and carry out their banking transaction such as balance inquiry, inter
account transfers, utility bills payment, request check book etc., via a
telecommunication network or internet without physically visit the branches(Daniel,
1999).

The Internet is an integral part of our daily lives, and the proportion of people
who expect to be able to manage their bank accounts anywhere, anytime is
constantly growing. As such, Internet banking has come of age as a crucial
component of any financial institution’s multichannel strategy. Information about
financial institutions, their customers, and their transactions is, by necessity,
extremely sensitive, thus, doing such business via a public network introduces new

challenges for security and trustworthiness.

Security of a customer's financial information is very important, without it,
online banking could not operate. Financial institutions have set up various security
processes to reduce the risk of unauthorized online access to a customer's records,

but there is no consistency to the various approaches adopted.

The beginning of the twenty first century has brought a dramatic increase in
the use of the online channel for financial institutions. The number of users taking



advantage of the services offered online by financial institutions continues to
increase each year(Sullivan, 2005).

The growth and popularity of the Internet through recent years has resulted in
it becoming a tool that is used in everyday life. With the growth in Internet usage,
new ways of conducting financial transactions, through online banking, have also
grown in usage and popularity. Online banking provides the ultimate convenience to

the consumer, in the ability at anytime and anywhere to manage one’s bank accounts.

It is evident that online crime and fraud against online banking is not going
away and will only continue to grow and adapt. Financial institutions see the Internet
as the banking channel of the future and will continue to move more products to it to
help reduce their costs and increase convenience for the customer. Fraudsters know
this and see the opportunity to steal information and money without ever leaving

their computer desk.

Any Internet banking system must solve the issues of authentication,
confidentiality, integrity, and nonrepudiation, which means it must ensure that only
authorized people can access an Internet banking account, that the information
viewed remains private and can’t be modified by third parties, and that any

transactions made are traceable and verifiable(Hiltgen, Kramp, & Weigold, 2006).

For implementing a strong authentication technique, this project has
introduced a secure framework for online banking authentication system, which is
secure in public area and invulnerable to the common attacks suffered by other
authentication schemes. The contribution of this study was to provide two modes of
authentication for the user. The two modes were designed depending on whether the

transaction environment will be safe or not.

The main purpose of this hybrid system is to offer multi choice for user
authentication, the choice of a specific scheme is based on the environment status,
weather its safe area or unsafe. The presented analysis showing that, this hybrid

system is ease of use, user acceptance a person’s willingness to offer this trait for



authentication and determining if the system is easier, faster, friendlier, and more

convenient than the alternatives.

1.2 Background of the problem

Security is the primary concern for all organizations. Organizations are
worried about the security of their stored and transported data. Electronic commerce
and electronic banking have their own special security problems, due to the remote

access granted to their important information (Mohammadi & Abedi, 2008).

The positive development of e-banking over the last decades has left banks
with the quest for secure e-banking systems, including effective countermeasures
against financial fraud, cybercrime and their related malicious attacks (Mockel,
2011).

The numbers of malicious attacks on e-banking and related fraud cases have
risen accordingly, accounting for £ 46.7 million in the year 2010 only in the
UK(Moeckel, 2011). Computer crime, especially internet crime is growing fast
every year. For example: In 2009, more than 336,655 complaints of internet
crime had been investigated by law enforcement and regulatory agencies
nationwide were processed by the Internet Crime Complaint Center (Jebriel & Poet,
2011).

Moreover, with the rapid growth of internet based financial transactions,
the need for strong authentication has drastically increased. Financial
institutions in the world are facing a fast approaching deadline to improve user
authentication for online banking and other financial institutions. Not only in
these fields but the authentication process secures banking, ATM, security
entrances, networks, defense forces, top secret projects, personal data of
individuals and general websites(Shabih ul Hasan Naqvi & Afzal, 2010).



Authentication is a significant issue for security when using different
computer applications. Human actors play a major role in authentication. Usually,
two stages have been divided for authentication procedures which are identification
and authentication. The term identification normally uses the (User ID) to identify
the user whereas the authentication stage is used to verify that the user is the
legitimate owner of the ID (Adams & Sasse, 1999).

Password authentication is one of the most simple and effective approaches
for authentication in a client/server environment. It has been widely deployed in

banking and payment systems, computer networks.(Mohammadi & Hosseini, 2010).

However with the increase in the number of online services, the
users need to register with each service separately and must remember many
sets of ID's and passwords to access the respective services. This is
considered insecure as most of the users tend to use same password on
various servers leading to compromise of their accounts by means of guessing
attack and insider attack(Shabih ul Hasan Naqgvi & Afzal, 2010).

Attackers have to break the first and last line of defense that is the password.
Passwords remain the dominant means of authentication in today's systems because
of their simplicity, legacy deployment and ease of revocation. People either choose a
password which is easy to remember but can also easily be hacked and the difficult
password is usually forgotten. This leads to the weak security and the loss of

important data or information (Shabih ul Hasan Naqvi & Afzal, 2010).

There are many techniques that are used by attackers to obtain and exploit
passwords. Among these techniques, phishing has been one of the most popular and
effective approaches. It is widely adopted by attackers all over the world, partially
because it is easy to launch: a forged website and/or a fake e-mail is usually enough

to trick novice users and acquire their passwords and/or other sensitive information.

In addition to phishing, key logging programs are also widely used by

adversaries in order to collect sensitive information. Sometimes, people have to enter



their sensitive information using untrusted machines (e.g., using public PCs in
Internet cafes), which makes them particularly vulnerable to key loggers. While
computers in public places have a higher probability of being infected by key logging
programs, home computers can also be infected by such programs due to the flooding

of spywares and botnets(Shi, Zhu, & Youssef, 2010).

When users input their passwords in a public place, they may be at risk of
attackers stealing their password. An attacker can capture a password by direct
observation or by recording the individual’s authentication session. This is referred
to shoulder surfing attack and it is a known risk, of special concern when
authenticating in public places. As well as when a user enters information using
a keyboard, mouse, touch screen or any traditional input device, a malicious observer
may be able to acquire the user’s password credentials. This is a problem that has

been difficult to overcome(Lashkari, Farmand, Zakaria, Bin, & Saleh, 2009).

1.3 Problem Statement

The need for stronger user authentication in online banking systems has
become necessary to ensure customer security, confidence, and acceptance of this
widely used channel for financial institutions. The standard means of user
authentication, such as username and textual password, are no longer strong enough
to ensure appropriate access control to customer’s accounts and personal
information(Zhao & Li, 2007).

Fraud and identity theft account for large financial loses each year, hackers
can use many techniques to steal passwords, such as shoulder surfing, Hidden
Camera, Eavesdroppers, dictionary attack, Phishing, etc., and as a result of attacks
targeting passwords, different authentication methods have been proposed by

previous research in recent years in the field of online banking.

The traditional passwords mechanisms achieve all benefits on deploy ability,
and one scheme achieves all in security, but no scheme achieves all usability



benefits. So there was a great demand of having strong authentication system,
which wills not going to allow, the unauthorized user to access the
cloud(Saxena, 2008). For implementing a strong authentication technique, this
project has proposed a secure framework for internet banking authentication system,
Which is a hybrid of several different mechanisms, in order to offer multi choice for
user authentication, the choice of a specific scheme is based on the environment

status, weather its safe area or unsafe.

1.4 Research Questions

The main questions this research motivates to answer are as follows:

I.  What techniques used to eliminate common attacks in online banking
authentication?
Il.  How to introduce a method for securing the password between users and

banking system.

I1l.  How to evaluate the security of proposed method against common attacks.

1.5 Project Aim

The aim of this study is to make the authentication system between users and
banks over the Internet as much secure as possible for public places, user friendly,

and robust against shoulder surfing, eavesdropping, dictionary, and phishing attacks.

1.6 Project Objectives

The objectives of this study are as below:

I. To investigate existing methods of authentication in E-Banking against
possible attacks.



Il.  To propose and develop a secure framework for e-banking based on strong
authentication.
I1l.  To evaluate the proposed framework against shoulder surfing, eavesdropping,

dictionary, and phishing attacks, by comparing with other methods.

1.7  Scope of the Study

This study focuses on authentication in online banking system against
common attacks. Also it is focusing on protecting passwords from being stolen by
adversary attack in online banking environment, especially in public places such as
coffee shop, shopping mall, library, etc., when user doing financial transaction. This
study introduced a framework for online banking system; the proposed framework is
a hybrid of various schemes of authentication which depend on user’s environment.
The various techniques introduced in this authentication framework are including of
the traditional password authentication scheme, graphical password approach, and
one time password technique in online banking authentication system that uses the
Transaction Authentication Code (TAC). The proposed framework is free hardware
and software installing devices, only the software that used is the voice-recognition

software programmer which is built in windows system.



1.8 Summary

Online banking has become a popular service through most banking
institutions. As a result, security of the online banking sites is becoming increasingly
important. This chapter began with an introduction about online banking system and
followed by the background of the problem. Then the statement of problem has been
explained, and a description of project objectives, research questions, the aim of the

study, and scope, has been explained respectively.

The support for this study is provided in Chapter 2, which describes the
foundation literature regarding the background and relevance for the study. Chapter 3
provides a description of the methodology that was followed for the study. The
results of the study are discussed in Chapter 4. Chapter 5 illustrates the evaluation of
proposed framework. The conclusions, implications, and recommendations resulting

from this study are provided in Chapter 6.
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