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ABSTRACT

Cloud computing has been highlighted by many organizations because of its
benefits to use it anywhere. Efficiency, Easy access information, quick deployment,
and a huge reduce of cost of using it, are some of the cloud advantages. While cost
reduction is one of the great benefits of cloud, privacy protection of the users’ data is
also a significant issue of the cloud that cloud providers have to consider about. This
is a vital component of the cloud’s critical infrastructure. Cloud users use this
environment to enable numerous online transactions crossways a widespread range
of sectors and to exchange information. Especially, misuse of the users’ data and
private information are some of the important problems of using cloud environment.
Cloud untrustworthy environment is a good area for hackers to steal user’s stored
data by Phishing and Pharming techniques. Therefore, cloud vendors should utilize
easy- to-use, secure, and efficient environment. Besides they should prepare a way to
access cloud services that promote data privacy and ownership protection. The more
data privacy and ownership protection in cloud environment, the more users will
attract to use this environment to put their important private data. In this study, a
rightful ownership detection framework has been proposed to mitigate the ownership
protection in cloud environment. Best methods for data privacy protection such as
image authentication methods, watermarking methods and cryptographic methods,
for mitigating the ownership protection problem to use in cloud environment, have
been explored. Finally, efficiency and reliability of the proposed framework have

been evaluated and analyzed.



ABSTRAK

"Cloud Computing" ataupun teknologi perkomputeran telah digunakan oleh
banyak organisasi kerana keboleh gunaannya yang meluas. Antara faktor-faktornya
ialah kecekapanya, akses maklumat yang mudah, penggunaan yang cepat, dan yang
paling penting dapat mengurangkan kos dengan wujudnya penggunaan fenomena
"Cloud Computing" yang mana adalah satu kelebihan.Walaupun pengurangan kos
adalah salah satu faedah besar, melindungi privasi data pengguna adalah juga suatu
yang penting yang mana para pemaju "Cloud Computing" perlu untuk memandang
serius. Ini adalah satu komponen penting dalam infrastruktur kritikal "Cloud
Computing". Pengguna perlu menggunakan persekitaran ini untuk membolehkan
pelbagai transaksi dalam talian merentasi pelbagai sektor dan dapat bertukar-tukar
maklumat. Perlu di ambil perhatian dalam penyalahgunaan data pada pengguna dan
maklumat peribadi adalah beberapa masalah yang perlu diambil berat dalam
menggunakan persekitaran ini. "Cloud Computing” yang tidak boleh dipercayai
menjadi tumpuan bagi hacker untuk aktiviti menceroboh data pengguna yang
disimpan dengan cara Phishing dan Pharming. Oleh itu, vendor "Cloud" perlu
menyediakan perkhidmatan yang mesra pengguna, selamat, dan persekitaran yang
cekap. Selain itu juga perlu menyediakan satu cara untuk mengakses perkhidmatan
yang meningkatkan privasi suatu data dalam melindungi pengguna. Data yang lebih
privasi dan dilindungi, dalam persekitaran "Cloud Computing" dapat menarik lebih
ramai pengguna untuk menggunakan persekitaran ini dengan yakin dalam menjagai
privasi suatu data. Dalam kajian ini, rangka kerja mengesan pemilik yang sah telah
dicadangkan untuk melindungi pengguna dalam persekitaran awan. Kaedah yang
paling berkesan untuk merlindungi data privasi adalah seperti kaedah pengesahan
imej, "Watermarking" dan "kriptografi", untuk mengurangkan risiko pada penguna
dalam persekitaran "cloud", yang mana telah dapat diatasi. Akhirnya, kecekapan dan
kebolehpercayaan rangka kerja yang dicadangkan tersebut telah dinilai dan

dianalisis.
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CHAPTER 1

INTRODUCTION

1.1 Overview

With the dramatic development of technology, computer and its usage have
been changed among people and improved all over the world in the last few years.
Introducing Cloud computing as a new technology publicly making it the next
generation of technologies. Cloud service providers have made tangible progress in
securing their environments and protecting customer instances. But how do
organizations maintain direct control of their data processed by cloud service
providers is the question that highlights the importance of a clear breakdown of roles
and responsibilities between cloud service providers and customers when moving
sensitive and proprietary data to third-party service providers. Maintaining control
and ownership of data in the cloud and the role of encryption in use it, is one of the

main concerns of the cloud providers (Liu et al., 2011b; Yuhan and En-hui, 2009).

1.1.1 Definition of Cloud Computing

Cloud computing is a general term for something which is involved
delivering hosted services over the Internet. These services can be divided into three
categories, Infrastructure as a service (IaaS), Platform as a Service (PaaS)and
Software as a Service (SaaS). The name cloud computing was inspired by the cloud
symbol that is often used to represent the Internet in diagrams or tables (Computing,

2007).


http://searchcloudcomputing.techtarget.com/definition/Infrastructure-as-a-Service-IaaS
http://searchcloudcomputing.techtarget.com/definition/Platform-as-a-Service-PaaS
http://searchcloudcomputing.techtarget.com/definition/Software-as-a-Service

1.1.2 Layers of cloud computing

Infrastructure as a Service (IaaS) brings computer infrastructure, usually a
platform virtualization environment as a service. One of the important options, which
are broadly used in laaS is virtualization in order to integrate/decompose physical
resources in an ad-hoc method. An example of laaS can be an Amazon's EC2.

(Dillon et al., 2010)

Platform as a Service (PaaS) come up with a computing platform or
solution as a service. It facilitates positioning of applications, which has been used in
the cloud without any cost and complexity of paying any money or managing the
underlying hardware and software layers. Google Application Engine can be an

example of PaaS (Dillon et al., 2010).

Software as a Service (SaaS) comes with software as a service over the
World Wide Web, excluding the need to install and run the application Cloud
through three networks from different clients by application users. Some example of

using SaaS is Google docs or sales force (Dillon ef al., 2010).

Cloud Clients

\Web browser, mobile app, thin client, terminal
emulator, ...

I

Saas

CRM, Email, virtual desktop, communication,
games, ...

Paas

Execution runtime, database, web server,
development tools, ...

Application

Flatlarrm

laas

Virtual machines, servers, sterage, load
balancers, network, ...

Infra
struckure

Figure 1.1: Cloud Computing Layers



1.1.3  Security Definition of Cloud Computing

One of the important issues of cloud computing is loss of control, for
example, users of a particular service does not know the storage and processed place
of his data. Data and their computation can be migrated from place to place which
cannot be control of service users. Data can be freely cross the physical borders and
it can become a threat to itself. Another example of losing control is that the cloud
providers get paid for a service which they run and have no information about the

details (Lombardi and Di Pietro, 2011).

Security of Cloud computing has been enhanced in many ways, but still needs
cooperation to give more trust to its users. Security over cloud environment is
important for those who are about to use their critical information over it. Different
methods have been used during the last few years to improve the security of cloud
(Lombardi and Di Pietro, 2011). One of these methods that have been used in the

cloud security area is watermarking.

Security i7.5%

Availability B%
Performance 9%
On-demand paym’t model may cost more
Lack of interoperability standards
Bringing back in-house may be difficult
Hard to integrate with in-house IT

Not enough ability to customize

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

% respeonding 3, 4 or 5

Figure 1.2: IDC Enterprise Panel (2008)



1.1.4 Principles of Watermarking

Watermarking is a technology for copyright protection, which has been
pushed in the traditional copyright protection to the digital one to avoid being
illegally copied or tampered. The major idea of the watermarking is to introduce
small patterns in the data that want to be watermarked without changing the original
source. If there is any illegal copy of the original data occurred, the real owner of

data can verify his ownership of that data (Liu et al., 2011b).

1.2 Background of the problem

Illegal copying, tampering, and other violations on digital products are
increasingly spread every day. Cloud computing systems are introducing a new
method which leads people to come out from the small world of personal computers
to the world of internet, running on a large number of distributed computers. "Cloud"
denotes to all kinds of the computing center distributed on the Internet which
containing thousands of computers or servers rather than purchase of high-
performance hardware or the development of various features of the software, users
can use any Internet-connected devices in connection to the "cloud", and processing
and storing data in the "cloud" by using the software or services provided by cloud,

but every technology has its own problems (Wang and Shao, 2012)



Code

A
vl Mobile

Cloud Computing

Database PC

Cloud Computing

everything and the kitchen sink Ki;f:f“

Figure 1.3: Cloud computing simple illustration

Internet connections have become a commodity product in many countries,
and Internet-scale “cloud computing” has started to compete with traditional
software business with its technological benefits and economy of scale, after decades
of engineering development and infrastructural investment. Cloud computing is an
Internet ware promising enabling technology. One of the most important distinctive
characteristic of cloud computing is the global integration of data, logic, and users,
but such integration enlarges concerns about privacy, that is one of the most
regularly cited reasons mentioned by enterprises in order not to transfer to cloud-
based solutions. It has been claimed that cloud-based systems should be consisted of
privacy as a basic design goal, and that privacy in a cloud environment is
bidirectional, covering not only end users but also the application providers. End
users are required to have privacy aware software services, which could be able to
prevent their private data from being revealed to other users or cloud providers. A
privacy-protected testing methodology is needed for application providers to prevent
the internal activities and product features of the company from being exposed to
external users. The research challenges in this unique design space, and exploring
potential solutions for improving privacy protection in many important system

components has been discussed by focusing on privacy protection.



One of the biggest problems with cloud computing is security. Security is an
important concern of every individual or organization, who wants to use cloud
(Abbadi and Martin, 2011). There are so many researches about cloud security, but
the gap still remains, because the cloud is a wide area (Asghar et al., 2012; Rodero-

Merino et al., 2012; Sreenivas et al., 2012; Wang and Shao, 2012).

In spite of the fact that cloud computing has high potential in decreasing costs
and improving productivity, and is able to provide greater convenience and benefits
to the customers, several experts seriously notify that many obstacles exist in cloud
computing adoption and application. Indeed, many open questions have been put
forth in cloud security, including customers’ confidence in providers, privacy,
security technologies and regulations. The issues of security raise several serious
threats and challenges for cloud computing and its customers. On the one hand, some
security technologies specifications and information management details should be
provided by cloud providers, including the policy maker's qualifications, architects
and coders, technical mechanisms and risk-control processes. On the other hand, it's
better for customers to consider and raise their security requirements
comprehensively, such as Confidentiality, customers’ data Privacy and Integrity,
before choosing a cloud service. Furthermore, customers’ work copyright is also took
to the consideration before a cloud be chosen by the customer. It is used to protect
the original multimedia works authorship like images, audios and, videos. There are
two key issues which should be considered and be resolved: first one is customers’
works copyright and integrity protections, the other is how to identify if duty once

customers’ works are taken vent or modified.

The second major issue is about privacy, which originates from the fact that
in cloud computing, data and programs are collected off-premises and would be
managed by a service provider. When a third party can have access to your data,

nobody knows what is going to be happened.

The essence of cloud computing is that a customer not only entrusts its own

digital information, but also with that of third parties, to the cloud computing service



provider. Then the customer uses technology and information, which are stored in
the cloud by the provider, to create further information. All these steps happen
online, by using such technology which the customer has no control on it. Inevitably,
ownership rights are affected. The researcher addresses three questions which have
been shown their concerns about cloud ownership. First, what are the expectations of
those involved in a cloud computing relationship about information ownership, and
how closely does the current legal framework match those expectations? Second,
Does cloud computing generate new types of information and if so how is that
information owned? Third, how does the allocation of ownership in the terms of

service of the major cloud computing providers deal with these issues?

According to Yang and Lin (2011), with the faster Internet method were used
widely, digital image watermarking becomes a significant topic of intellectual
property in the digital age. They propose a method that can process image
watermarking based on a robust method, which combines the Singular Value
Decomposition (SVD) and Distributed Discrete Wavelet Transformation (DDWT)

on cloud environments.

In every data transaction and each network, one of the important problems is
noise on data. In this project there is a need for robust watermark on the image which
wants to transfer through the cloud environment. Noise problem will become an

important issue to the watermarked image (Gien, 1978).

1.3 Problem Statement

The huge amount of personal information stored in the cloud has made it a
target for attackers in getting valuable information. There are many attacks of
different methods on a Cloud and attacks are still on-going (Gruschka and Jensen,
2010; Zhou et al., 2011). Breaking the copyright rules in Cloud environments,
especially in social networks are common, and this can be a huge vulnerability for
cloud providers to find the original sources and their ownerships that will be a main

and primary problem to consider about in this research (Hwang and Li, 2010).



1.4  Project Objectives

The objectives of this study are as below:

i.  To investigate privacy and watermarking research methods on image
authentication, which can be used and implement in the cloud
environment.

ii.  To propose and design a novel framework for enhancing the cloud image
authentication by using the selected watermarking method according to
the purpose of finding the rightful ownership.

iii.  To test and evaluate the proposed framework in cloud to establish in the

cloud environment.

1.5 Research Questions

The main questions of this research motivates to answer, are as follows:

1. What are the approaches for securing the ownership protection in private
cloud by using the ownership protection rules under the watermarking
methods?

ii.  How to design a new framework to increase rightful ownership protection

in a private cloud?

iii.  How to evaluate the proposed framework in a private cloud?

1.6  Project Aim

The aim of this study is to find a way for enhancing the cloud ownership
protection by using an appropriate privacy protection and watermarking methods on
image files in cloud environment. First, the appropriate method will find. Next is to

implement the method by simulating it in cloud environment.



1.7 Scope of the Study

The scope of this study is to examine the existing privacy protection methods
and watermarking algorithms for image watermarking and find the appropriate
method to implement in cloud environment to increase the copyright protection and

ownership detection in cloud environment.
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