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ABSTRACT

Accessing the website through the Internet has introduced a new way of
advertising information to the users. The term “malvertising” comes from the word
malware and advertising. It is one type of attack that performs malware or scareware
injection into the online advertisements. The purpose of this study is to investigate
security awareness on malvertising attack among university students, propose an
anti-malvertising model to improve security awareness, and to evaluate the security
awareness of the proposed model. The data collection of the research starts with
preliminary study in understanding the malvertising issue. Then, survey
questionnaire 1is distributed to university students from two different local
universities (UTM, Kuala Lumpur and UMP, Pahang) from two different
backgrounds (IT related and non-IT related courses) to investigate current security
awareness on malvertising attack. The study proposes theoretical model on anti-
malvertising and the security awareness will be analyzed through the survey. The
proposed model consists of protection, behavior and monitoring components,
identified as independent variables and the security awareness on the anti-
malvertising will is identified as the dependent variable. The study had found that
more than half of the students are aware with the malvertising attack by practicing
protection measures, security behavior, and security monitoring that give positive
impact to the students’ security awareness. This proposed theoretical model may be
beneficial for the students as a basis of reference for anti-malvertising exercise, while
promoting the security awareness among university students. Besides, the theoretical
model can be used as a reference for the researchers in this field as well as other
security practitioners in practicing the suitable components that constitute security

awareness for malvertising.



ABSTRAK

Melayari laman web melalui Internet telah memperkenalkan cara baru untuk
pengiklanan maklumat kepada pengguna. Perkataan “malvertising” diadaptasi
daripada perkataan “malware” dan ‘“advertising”. Ia adalah suatu jenis serangan
“malware” ataupun suntikan “scareware” kepada pengiklanan dalam talian. Tujuan
kajian ini dilakukan adalah untuk mengkaji tahap kesedaran keselamatan terhadap
serangan “malvertising” kepada pelajar universiti, untuk mencadangkan model “anti-
malvertising” bagi meningkatkan kesedaran keselamatan, dan menilai tahap
kesedaran keselamatan atas cadangan model tersebut. Proses pengumpulan data
dalam kajian ini bermula dengan peringkat permulaan untuk mengkaji isu-isu
berkaitan “malvertising”. Seterusnya, soalan kajiselidik diagihkan kepada pelajar
universiti dari dua buah universiti tempatan (UTM, Kuala Lumpur and UMP,
Pahang), kepada pelajar daripada jurusan berbeza (jurusan berkaitan dengan IT dan
tidak berkaitan dengan IT) untuk menyiasat tahap kesedaran keselamatan semasa
terhadap malvertising. Kajian ini mencadangkan teori model bagi “anti-malvertising”
dan tahap kesedaran keselamatan terhadap model tersebut akan dinilai. Cadangan
bagi teori model tersebut mengandungi beberapa komponen seperti kawalan, sikap,
dan pemantauan yang merupakan pembolehubah tidak bersandar manakala
kesedaran terhadap ‘“‘anti-malvertising” telah dikenal pasti sebagai pembolehubah
bersandar. Kajian ini mendapati lebih daripada separuh pelajar universiti mendapat
kesedaran keselamatan terhadap serangan malvertising dengan mempraktikkan
kawalan, sikap dan pemantauan yang telah memberikan impak positif kepada
kesedaran keselamatan pelajar universiti. Teori model yang dicadangkan ini sangat
berguna kepada pelajar universiti sebagai rujukan terhadap latithan malvertising,
disamping mempromosikan kesedaran keselamatan. Selain itu, model yang
dicadangkan ini boleh dijadikan rujukan kepada penyelidik dan pengamal
keselamatan di dalam bidang ini untuk mempraktikkan komponen yang sesuai untuk

menggalakkan kesedaran keselamatan terhadap malvertising.
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CHAPTER 1

INTRODUCTION

1.1 Overview

The emergence of Internet in the recent era has changed the way people
communicate and interact with each other. Undoubtedly, it does change the human’s
life since the information can be retrieved within a click. People can get the
information and perform various transactions easier through the Internet. However,
the Internet also provides variety of attacks targeted to its own users. Today, this

kind of attack is very enormous and increasing (Abdulhayoglu, M., 2009).

According to Herley, C. (2009), the computers that are connected through the
Internet are persistently prone to various worms, viruses, malware, spyware, adware,
rootkits, keyloggers, botnet applications and zombie. The computer can be easily
compromised and become the target of exploits when connecting to the Internet if
proper security measures are not being put in place. Internet users are under attack as
software flourishes and growing more sophisticated from day to day, making the

spotted vulnerabilities keep on increasing exponentially.

Accessing the website through the Internet has introduced a new way of
advertising information to the users. Online advertisement has become one of the
proficient distribution channels. In contrast, the online advertisement could offer an
appropriate platform for distributing the malware to the computer. The attackers

targeted plentiful computers with the existence of Internet ad networks through its
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malicious banner advertisements. Malware can be infected through bypassing the

human mind, which is the weakest link in an electronic security system (Abraham, S.

and Smith, I. C., 2010).

The attackers have been targeting on exploiting the human mind although
various protection measures have been adopted for better security. The term
“malvertising” comes from the word malware (or malicious software) and
advertising. Hong, J (2010) explains that malvertising is one type of attack that
performs malware or scareware injection by the cybercriminals into the online
advertisements. In 2009, malvertising is one of the main penetration vectors that
have compromised legitimate sites such as The New York Times and Gizmodo
(Cluley, G., 2010). Therefore, this research is concerned about the security issues on
malvertising. However, this research will only focus on security awareness on
malvertising among university students and the anti-malvertising framework to

increase their security awareness.

1.2 Background of the Problem

Malware is one of the security threats among the Internet users. According to
BBC (2007), from 4.5 million webpages, the researchers discovered that 450,000
webpages had scripts for installing malicious code without the knowledge of the
users. The attackers are more concentrating on launching the attacks to the popular
and targeted websites to dispense the malware, spyware, viruses and other security
threat. For the Internet users, their first visit to the infected website can provide
sufficient information to the attackers to detect any security vulnerabilities, thus
pushing them to download the malware to their computers. Malicious code is
infiltrated into the website through variety of ways such as advertising, web server,

and widgets.
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The report from Cisco (2011), revealed that an average of 135 web malware

is encountered per month in 2010, while October 2010 being the highest number of
encountered malware (250 per month). This shows that the malware is targeting
quite a number of legitimate websites to inject its malicious code. The Internet users
can be infected by clicking on an ad while visiting a popular website or search
engine, which is the second most common form of malware distribution, behind
search engine poisoning (The Hindustan Times, 2011). This phenomenon is also
called malvertising that targeted the advertising ecosystem on the web. Based on
Figure 1.1, it is reported that the probability of viewing an infected website is

increasing exponentially.

Probability of Viewing An Infected Web Page

(Percentage as a function of days)
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Figure 1.1: Probability of Viewing an Infected Web Page (Dasient, 2011)

The malicious banner advertisements in the website may acquire the kind of
Flash programs that is very similar to normal advertisement. Nevertheless, this Flash
program contains code that can attack directly to the end user’s computer or redirects
to the malicious site through a web browser. Many researches are carried out to the
enterprise users as the companies have high risk of being infected by the

malvertising.
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However, there is no research had been conducted to analyze the security

awareness on malvertising among the university students. Since the students also
dependent on website in their routine works, they are also prone to malvertising
security issues. Hence, a study on the security awareness of the students with regards
to malvertising issues is needed to come out with proposed anti-malvertising

framework.

1.3 Problem Statement

The extensive usage of websites has promoted malware to launch its threat to
the Internet users. Vulnerabilities in the website has given a chance to the
cybercriminal to hack into the website while installing malicious code, making
direction to the Internet users to the fake websites which look exactly like a
legitimate one. Measureable harm is very dangerous since it occurs daily due to

infected advertisement on the website effects millions of users at risk.

The advertisement environment in the website is a very crucial infrastructure
that supports the online services. However, the malvertisements are increasingly
growing and signify a very severe security threat to the operation of the Internet.
Cyber criminals are making use of greater connectivity to launch the attack to the

advertisement in the website.

The running ads were being put on legitimate websites that generated rogue
virus warnings, informing the end users that their computer has been compromised.
As a result, the deceived Internet users from more than 60 countries bought more
than one million software packages (Devine, S. M., 2010). This is because the
Internet and cyber world is an unsafe place where naive users can easily become the

victims to the cyber criminals (Grobler, M. et al., 2011).
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The duped Internet users may choose ‘Yes’ on the malicious advertising that

is being prompt to download legitimate plugin. This shows that the end users with
low security awareness level will be deceived by this malvertising tactic on the
Internet. The current approaches in terms of information security awareness and
education are descriptive and most of the researches have not explored the potential

offered by motivation or behavioral theories (Mikko, T., 2000).

Figure 1.2 shows the malware infection breakdown by industry. From this
figure, it is clearly shown that education industry has been the highest hit by malware
in the first half of 2010 (Trend Micro, 2011). The chart clearly indicates that 44% of
malware infection comes from education industry, 10% comes from technology
industry, 10% also comes from the communication or media industry, 6% comes
from manufacturing industry, 4% comes from healthcare industry and 4% also comes

from the financial industry.

P

™ " " noom

Figure 1.2: Malware Infection Breakdown by Industry (Trend Micro, 2011)

A study by Rezgui, Y. and Mark, A. (2008) reveals that conscientiousness,
cultural assumptions and disbeliefs, and social conditions affect university staff

behavior and attitude towards work and information security awareness. Therefore,
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this research will focus more on the university students, with the following research

questions:

1. What is the security awareness level of university students on the
malvertising attacks?

ii.  What is the proposed anti-malvertising model to improve the security
awareness among university students?

iii.  How is the effectiveness of the proposed anti-malvertising model?

1.4 Project Objectives

The objectives of this research are as follows:

1. To investigate security awareness among university students on
malvertising attack
l. To propose an anti-malvertising model to improve security awareness
among university students
1il. To evaluate the proposed anti-malvertising model among university

students

1.5 Project Aim

The aim of this research is to investigate the security awareness among
university students on malvertising attack to determine their security awareness
level, to propose an anti-malvertising model that can prevent students from being

attacked and to evaluate the proposed anti-malvertising model.



1.6 Project Scope

The scope for this research focuses on the security awareness on malvertising

and the anti-malvertising model for university students.

1.  Develop and distribute questionnaires to two local universities from two
different backgrounds (IT related and non-IT related students).

ii.  Analyze questionnaires using statistical analysis.

1.7 Summary

This chapter aims to introduce and give overview on the proposed project, the
background of the problem, problem statement, project objectives, and the project
scope. The issues on students’ security awareness on malvertising attacks have led to
the problem statement for this project. The following chapter will look at variety of

literatures and related works on malvertising.
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